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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
66. 249. 67. 67 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |[drop 9224
66. 249. 79. 41 Lhited Sates 147.237.77. 170 naar achot . i df . il | TP handshake viol ation, first packet not syn |drop 7694
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5784
66.171.228.194 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5713
66. 249. 65. 231 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4990
66. 249. 67. 194 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |[drop 3667
99. 195. 32. 236 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 3516
37.26.148. 179 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2741
92. 232. 155. 105 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2696
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2603
37. 26. 146. 236 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1847
66. 249. 79. 10 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 1058
66. 249. 67. 79 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |[drop 837
66. 249. 79. 45 Lhited Sates 147.237.77. 170 naar achot . i df . il | TP handshake viol ation, first packet not syn |drop 556
109. 200. 30. 154 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 365
188. 107. 47. 227 CGer many 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 315
0.0.0.0 147.237.77.216 dover.idf.il SYNHood full table drop 189
66. 249. 79. 16 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 56
109. 66. 121. 134 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 39
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP-M SG- Sl owl ori s- DO5- Var 1 dest - r eset 36
149. 88. 201. 160 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 29
70. 88. 143. 229 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table drop 20
149. 88. 93. 68 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
176. 12. 145. 189 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
212.143. 186. 38 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 13
2.54.185. 211 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 12
89.139. 19. 211 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
46.116. 137. 83 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 10
62.0.102. 58 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
46. 120. 153. 208 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9

66. 249. 79. 43 Lhited Sates 147.237.77.170 naar achot . i df . il | TGP handshake viol ation, first packet not syn |drop 7
5.102. 214. 145 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 6
2.54.185.211 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 6

5. 102. 214. 145 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 6

79. 178. 226. 225 | srael 147.237.72. 156 anan. i df . i B ock_Udp Al _Nets drop 6

46. 120. 27. 164 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
79.178. 226. 225 | srael 147.237.72. 166 aka.idf.il ock Wdp Al _Nets drop 6
109. 66. 35. 77 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 5
87.68. 25. 14 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
79.182.113. 123 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
149. 78. 229. 181 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5

46. 116. 173. 46 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
84.108. 206. 186 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
220.181. 132. 195 Chi na 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5
82.166. 81. 221 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4

78. 95. 96. 124 Romani a 147.237.77. 216 dover.idf.il SYNHood full table drop 4

95. 86. 64. 164 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
79.178. 186. 150 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
2.52.44.117 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
2.54.143. 133 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 4
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|Top Attackers In |D|

At acker
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2.54.172.131  |147.237.77. 243 [l srael nobi | e.idf.il PQLI CY- OTHER TCP packet with urgent flag attenpt 23
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 6
66.249.67.79  [147.237.77.74 [Wnited Sates [lawidf.il ET SCAN NVAP -sA (2) 4
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249. 65. 238 [147.237.77.216|thited Sates  |dover.idf.il ET SCAN NVAP -sA (2) 2
66.102. 9. 15 147.237.0.34 |Wnited Sates  |tikshuv.idf.il ET SCAN NVAP -sA (2) 2
176.13. 11. 241 |147.237.77. 216 |I srael dover.idf.il portscan: TP D stributed Portscan 1
173.0.51.225 |147.237.76.202|thited Sates e halag.idf.il ET SCAN NVAP -f -sS 1
2.54.141. 85 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
149. 78. 252. 107 |147.237. 72. 166 || srael aka.idf.il portscan: TCP D stributed Portscan 1
1.235.195.234 |147.237.77.235 ok‘f)rea REPUDI € | oiva i i1 ET SCAN NVAP -sS wi ndow 1024 1
110, 249,92 84 |147 237 76.30 |ni na hivmsh i df | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
91.236.74.6 147.237.76.30 |Pol and hi nush. i df .i | ET SCAN NVAP -sS w ndow 1024 1
87. 68. 25. 14 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
210. 61. 150. 154 |147.237.8.45 |Tai wan eeitanidf.il ET SCAN NVAP -f -sS 1
66. 171. 228. 194 [147.237.77. 216 [Lhited Sates  |dover.idf.il portscan: TP D stributed Portscan 1
185.3.146.28  [147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
62.90.85.230 |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
173.0.51.225 [147.237.76.202|lhited Sates |e halag.idf.il ET SCAN NVAP -sS w ndow 2048 1
149. 88. 197. 214 [147. 237. 72. 166 || srael akaidf.il portscan: TCP D stributed Portscan 1
1.235.195.234 |147.237.77.235 Efrea’ REpUDI € | oiva i . i1 ET SCAN NVAP -sS wi ndow 2048 1
115.29.39.92  [147.237. 72. 166 |Chi na aka.idf.il portscan: TCP D stributed Portscan 1
1.235.195.234 |147.237.77.235 O"?rea REpUDI € | iva i i1 ET SCAN NVAP -f -sS 1
91.236.74.6 147. 237. 76. 148 |Pol and gacenter. aka i df.i[ET SCAN Potential SSH Scan 1
91. 143. 227. 174 (147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
66.249.79.13 |147.237.72.166|lhited Sates [akaidf.il ET SCAN NVAP -sA (2) 1
210. 61. 150. 154 |147.237.8.45  [Taiwan eetanidf.il ET SCAN NVAP -sS w ndow 2048 1
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Attacker Address Country ‘Target Addr ess ‘S‘te ‘Signature
66.171.228.194 |Wnited Sates |[147.237.77.216|dover.idf.il |dr op First packet isn't SYN drop 279
176. 12.142. 188 |Israel 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 105
107.77.76. 60 Lhited Sates [147.237.77.216|dover.idf.il [drop Frst packet isn't SYN drop 71
54.187.55.213 |Wited Sates |[147.237.77.216|dover.idf.il |dr op First packet isn't SYN drop 59
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 54
213.57.241.76  |israel 147.237.76.42 |refuah.idf.il |Bad TCP sequence ?C(; ;et ransmt wth different wndowl, oo |4g
149. 78. 178. 59 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 47
52. 16. 5. 197 Lhited Sates [147.237.77.216|dover.idf.il |[drop First packet isn't SYN drop 45
100. 100. 33. 81 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 41
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 39
188.107. 47. 227 |Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 37
79.178.186. 150 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 35
149. 88. 201. 160 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 35
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 35
68.180.228. 112 |lLhited Sates |[147.237.77.216|dover.idf.il |drop First packet isn't SN drop 34
144.76. 44. 138  |Ger many 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 34
79.178.59. 167 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 32
105.1.194.101 |[South Africa [147.237.77. 216 [dover.idf.il |drop First packet isn't SN drop 29
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 28
92. 232, 155. 105 LKTi;;éjom 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 28
212.76.99. 110 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 25
2.54.185. 211 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 25
220. 181. 132. 195|Chi na 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 25
62. 90. 85. 230 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 24
109. 64. 214. 138 |Israel 147, 237. 76. 200 |ei tan. aka i of | | @M N9 Egine: TCP Invalid Invalid segnent retransnission drop 24
Ret ransm ssi on Packet dr opped.
5.29. 78. 106 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 23
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 22
46.116. 112. 210 |Israel 147.237.77. 243 |t e i or 1 [ €AM NG Engine: TP Invalid Invalid segnent retransission. drop 21
Ret r ansn ssi on Packet dr opped.
54.224.21.23 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SN drop 21
212.179.90.106 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 21
46.19. 86. 184 I 'srael 147.237.76.30 |himush.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 21
2.54.139. 252 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 20
5.102.214. 145 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 20
99.195.32.236 |Lhited Sates |[147.237.77.216|dover.idf.il |drop Frst packet isn't SYN drop 19
66. 249. 65. 224 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 19
31.154.94. 28 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 18
77.126.12. 141 |israel 147.237. 72, 166 |aka i 11 |} €M NG Engine: TCP Invalid Invalid segnent retransmssion. drop 18
Ret ransm ssi on Packet dr opped.
100. 100. 65. 16 147.237.72. 166 |aka. i df .il drop Frst packet isn't SN drop 17
66.249. 65,231 |Uited Sates [147.237. 77, 216 |dover.iar. i1 | 2" @M NG Engine: TGP Invalid Invalid segnent retransmission. drop 16
Ret r ansn ssi on Packet dr opped.
46. 19. 85. 47 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 16
207.46.13.111 |thited Sates |[147.237.77.216|dover.idf.il |drop Frst packet isn't SYN drop 16
185.3.144.93  [israel 147,237, 77, 243 o e, i o1 |} €M NG Engine: TCP Inval i d Invalid segnent retransmssion. drop 15
Ret ransm ssi on Packet dr opped.
77.125. 86. 43 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 15
66.249. 65,224 |Uited Sares [147.237. 77, 216 |dover.iar. i1 |2 @M NG Engine: TGP Invalid Invalid segnent retransmission. drop 14
Ret r ansn ssi on Packet dr opped.
37.26.149.219 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 14
84.110.39.215 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 14
166. 137. 246. 28 [hited Sates [147.237.77.216 [dover.idf.il |drop Frst packet isn't SYN drop 14
149. 88. 93. 68 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 13
207.46.13.74 Lhited Sates [147.237.77.216|dover.idf.il [drop Frst packet isn't SYN drop 13
50.87.144.145 |lLhited Sates |[147.237.77.216|dover.idf.il |drop Frst packet isn't SYN drop 13
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79.182.103.77 [l srael 147.237.0.19 |nadimatal .idf.il Too Miny of the Sane Response Code (404) in Session from Bl ock 273
79.182.103. 77
79.182.103.77 [Israel 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code Bl ock 104
79.182.103.77 [l srael 147.237.0.19 |nadimatal .idf.il Too Muny of the Sane Response Code (403) in Session from B ock 101
79.182.103. 77
185. 120. 126. 11 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 78
46.121.26. 107 |Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code Bl ock 63
213.57. 225. 227 |l srael 147.237.76. 200 |ei tan. aka. i df . i | Too Muny of the Sane Response Code (404) in Session from Bl ock 53
213.57.225. 227
185. 120. 126. 11 147.237.0.19 [madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 47
37.142. 184. 152 (I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code Bl ock 19
46.121.26. 107 |lIsrael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 15
193. 106. 55. 244 |l srael 147.237.0.19 |nadimatal .idf.il Lhaut hori zed URL Access to nadimatal .idf.il/noblie Bl ock 12
176.13.1.230 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock
85. 250. 119. 225 |l srael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock
2.54.2.141 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code Bl ock
85. 250. 119. 225 |l srael 147.237.72.166 |aka. i df . i | Distributed Lhauthori zed LR Access on B ock 9
wwn aka. i df . i |/ aj ax/ pages/ fan_st at us. php
80. 246. 136. 84 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 6
176.12.141.2  |Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code Bl ock 5
85. 65.120. 190 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: pen Mbde None 3
85. 64. 28. 40 | srael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt Bl ock 3
79.178. 220. 214 [I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
185.3.146.80 |Israel 147.237.72.167|i shuri maka.i df . il Dstributed PHP Attenpt B ock 3
. . D stributed Lhaut hori zed URL Access on
85. 64. 28. 40 I 'srael 147.237.72. 166 |aka. i df . i | v aka. i of . i 1/ aj ax/ pages/ f an st at us. php B ock 3
193. 106. 52. 34 [l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock
84.95. 48. 97 | srael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock
. . - Unhaut hori zed URL Access to
46.19.85.244 |Israel 147.237.77.243|nobi l e. i df . i | nobi | e, i o i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1403 B ock 2
84.95.48.97  [Israel 147.237.72. 166 |aka. i df . i | Distributed Lhauthori zed URL Access on Bl ock 2
vwwv aka. i df . i1/ aj ax/ pages/ f an_st at us. php
46.120. 227. 184 |l srael 147.237.72. 166 [aka. i df . i | Dstributed PHP Attenpt Bl ock
80. 246. 136. 117 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock
109. 67.52. 180 |[lsrael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock
. . D stributed Lhaut horized URL Access on
46.120. 227. 184 |I srael 147.237.72. 166 |aka. i df . i | v aka. i of i 1/ aj ax/ pages/ f an st at us. php B ock 2
80. 246. 137.82 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 2
. - - Unhaut hori zed URL Access to
176. 12. 136. 126 [l srael 147.237.77.243|nobi | e. i df . i | nobi | e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1071 B ock 2
109. 67.52.180 |l srael 147.237.72. 166 |aka. i df . i | Distributed Lhaut hori zed URL Access on Bl ock 2
wwn aka. i df . i |/ aj ax/ pages/ fan st at us. php
84.108.94.24 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 2
. . - Unhaut hori zed URL Access to
79.183. 187. 241 |I srael 147.237.77. 243 |nobi l e. i df . i | nobi | e, i o i |/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1745 B ock 2
. . Paraneter Type Mol ati on SearchText in
149. 88. 201. 160 [l srael 147.237.77. 216 |dover.idf . il v i df i 171065- he/ dover . aspx B ock 2
176. 12. 145. 172 |l srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code Bl ock 1
2.54.6.78 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
m ny- kosher - kravi . i df
142.54.174.69 |lhited Sates [147.237.0.17 i Iny Unaut hori zed URL Access to ww cl oud. ph/ B ock 1
79.182.103. 77 |Israel 147.237.0.19 |nadimatal .idf.il Too Many 403: Response Code per Session Bl ock 1
. . DO stributed Lhaut hori zed URL Access on
213.57.238. 126 |I srael 147.237.72. 166 |aka. i df . i | v aka. i o i1/ htt ps: / v aka, i df i1/ B ock 1
. - DO stributed Lhaut hori zed URL Access on
85. 250. 170. 122 |l srael 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
. . DO stributed Lhaut hori zed URL Access on
66.249.79. 109 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
62.219.127.16 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
84.228. 126. 237 |l srael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock
. . D stributed Lhaut hori zed URL Access on
37.142. 202. 127 (I srael 147.237.72. 166 |aka. i df . i | v aka. i o . i 1/ aj ax/ pages/ f an st at us. php B ock 1
151. 80. 31. 149 |italy 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ robot s. t xt Bl ock
79.176.72.165 |l srael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock
- . Unhaut hori zed URL Access to
109. 65. 104. 180 |I srael 147.237.76.86 [navy.idf.il Wi navy. i o i 1/ aj ax/ pages/ fan st at us. php Bl ock 1
. . Unaut hori zed URL Access to
66.249. 67. 190 [l srael 147.237.77.74 |lawidf.il 147. 237, 77. 741 14- 4292- hel pat zar . aspx B ock 1
197. 52. 214. 142 |Egypt 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to 147.237.77.216/ Bl ock 1
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