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Attacker
Address
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Attacker Country ‘

66. 249. 67. 73 ited Sates 147.237.77. 74 lawidf.il ;?s handshake viol ation, first packet not |, ) 21464
167. 114. 156. 16 Canada 147.237.77.216  |dover.idf.il ;C/]; handshake viol ation, first packet not |, 17536
66. 249. 65. 238 ited Sates 147.237.77.216  |dover.idf.il ;?s handshake viol ation, first packet not |, ) 16386
149.32. 192. 33 Wited Sates 147.237.77.216  |dover.idf.il ;C/]; handshake violation, first packet not |, 14538
66. 249. 79. 41 Wited Sates 147.237.77.170  |mmarachot.idf.il ;?s handshake viol ation, first packet not |, ) 10077
152. 62. 109. 206 Eur ope 147.237.77.216  |dover.idf.il l;]; handshake viol ation, first packet not |, 9992
66. 249. 65. 224 Wited Sates 147.237.77.216  |dover.idf.il ;?s handshake violation, first packet not |, ) 8930
188. 161. 32. 97 Pal est.l nian Territory, 147 237. 77. 176 nat pash. i df i TCP handshake viol ation, first packet not drop 8622
Qceupi ed syn
66. 249. 67. 79 ited Sates 147.237.77. 74 lawidf.il ;?s handshake violation, first packet not |, ) 7764
52. 16. 5. 197 Lhited Sates 147.237.77.216  |dover.idf.il l;]; handshake viol ation, first packet not |, 6914
54.72.73. 168 Irel and 147.237.77.216  |dover.idf.il ;?s handshake violation, first packet not |, ) 5797
66. 249. 79. 13 Wited Sates 147.237.72.166  |akaidf.il I;’; handshake viol ation, first packet not |, 5788
66. 249. 79. 45 Lhited Sates 147.237.77.170  |naarachot.idf.il ;?s handshake viol ation, first packet not |, . 5772
85. 154. 77. 222 Oman 147.237.77.216  |dover.idf.il ;C/]; handshake viol ation, first packet not |, 5718
68. 180. 228. 112 Lhited Sates 147.237.77.216  |dover.idf.il ;?s handshake viol ation, first packet not |, . 5706
220. 181. 108. 112 Chi na 147.237.77.176  |natpash.idf.il l;]; handshake viol ation, first packet not |, 4576
66. 249. 67. 134 Lhited Sates 147.237.77.233  |atal.idf.il ;?s handshake viol ation, first packet not |, . 3960
66. 249. 67. 67 Lhited Sates 147.237.77. 74 lawidf.il l;]; handshake viol ation, first packet not |, 3854
41.33.231. 90 Egypt 147.237.77.216  |dover.idf.il ;?s handshake viol ation, first packet not |, . 3281
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3160
66. 249. 79. 43 Wited Sates 147.237.77.170  |maarachot. idf.il Z;j; handshake viol ation, first packet not |, 3080
207. 46.13. 74 Wited Sates 147.237.77.216  |dover.idf.il l;]; handshake viol ation, first packet not |, ) 2597
37.237.184. 16 Iraq 147.237.77.216  |dover.idf.il Z;J; handshake viol ation, first packet not |, 2500
217.145.101. 242  |Ger many 147.237.77.216  |dover.idf.il l;]; handshake viol ation, first packet not |, . 2483
54.244. 22. 103 Lhited Sates 147.237.77.176  |natpash.idf.il Z;j; handshake viol ation, first packet not |, 2236
195. 34. 150. 18 Asstria 147.237.77.216  |dover.idf.il l;]; handshake viol ation, first packet not |, ) 2231
66. 249. 79. 17 Lhited Sates 147.237.77.226  |ww chanat z. aka.i df . i Z;j; handshake viol ation, first packet not |, 2228
216. 75. 214. 5 Eur ope 147.237.77.216  |dover.idf.il l;]; handshake viol ation, first packet not |, . 2177
198. 245. 62. 10 Canada 147.237.77.216  |dover.idf.il Z;j; handshake viol ation, first packet not |, 2042
213. 46. 210. 167 Net her | ands 147.237.77.216  |dover.idf.il l;]; handshake viol ation, first packet not |, ) 1744
77.56. 26. 69 S tzerl and 147.237.72.166  |akaidf.il Z;j; handshake viol ation, first packet not |, 1726
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 115
31.168. 210. 27 | srael 147.237.77.216 dover.idf.il SWNHood full table drop 47
79.182.224.18 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
212. 25. 82. 123 I srael 147.237.77.216 _ |dover.idf.i SN Hood ful table drop 28
77. 125, 144. 220 Israel 147.237.77.216 _ |dover.idf.il SINHood ful table drop 25
37.26. 148. 248 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 24
109. 66. 201. 26 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 19
5. 43. 206. 106 g":lcisgi':;a” Territory, 147.237.77.216  |dover.idf.il SYNFHood full table drop 19
84.94.72.3 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 15
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HITP-M SC- Sl owl ori s- DOS- Var 1 dest - r eset 14
77.126. 238. 47 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
195. 160. 240. 11 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 10
213.151. 46. 54 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 10
46. 117. 129. 253 I srael 147.237.77.216 _ |dover.idf.i SN Hood ful table drop 9
216.73.64.6 Canada 147.237.77. 216 dover.idf.il SINHood full table drop 8
212.179. 21. 194 I'srael 147.237.77.216  |dover.idf.il ;?s handshake violation, first packet not |, ) 6
176. 13. 22. 24 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
212.179. 21. 194 I srael 147.237.77.216 _ |dover.idf.i SN Hood ful table drop 6
79. 179. 210. 239 Israel 147.237.77.216 _ |dover.idf.il SINHood ful table drop 5
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41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 3
5.22.131.252 |147.237.77. 176l srael nat pash. i df . il GPL SCAN nyscan 2
80.246. 136. 84 [147.237.0.19 |[lIsrael nadimatal.idf.il [ET SCAN Possible SSL Brute Force attack or Ste Gaw 2
5.22.131.252 |147.237.77.176|l srael nat pash. i df . i | I NDI CATOR- SCAN nyscan 2
87.68.147.217 |147.237.76.30 |lIsrael hi nush. i df . i | http_i nspect: MULTI PLE HCST HEADERS DETECTED 2
223.4.239.227 |147.237.0.15 [China kosher-kravi.idf.i1|[ET SCAN Potential VNC Scan 5900- 5920 1
31.168.87.51  |147.237.72. 166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
196. 47.173.21 |147.237.77.235|Qte Dlvoire sviva.idf.il ET SCAN NVAP -sS wi ndow 4096 1
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 1
1.235.195.234 |[147.237.77.179|Korea, Republic of |e.nazi.idf.il ET SCAN NVAP -sS w ndow 3072 1
149.88.4.209  |147.237.72. 166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
1.235.195. 234 [147.237.76.39 |Korea, Republic of [nobile neitav.idf.i|ET SCAN NVAP -sS w ndow 1024 1
91 99,50, 82 147 237 8.4 |ITan Islanic o chinuchidf il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Republ i ¢ of Potential Scan or Brute Force
85.64.82.129  [147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
223.4.239.227 |147.237. 76. 148|Chi na gacenter.aka i df.il |[ET SCAN Potential VNC Scan 5900- 5920 1
68.196.82. 74  [147.237.72. 166 |Wited Sates aka.idf.il portscan: TGP D stributed Portscan 1
223.4.239.227 |147.237.76.34 |China yohal an. i df . i ET SCAN Potential VNC Scan 5900- 5920 1
212.179. 21. 194 |147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
196. 47.173.21 |147.237.77.235|Gte Dlvoire sviva idf.il ET SCAN NVAP -sS wi ndow 1024 1
5. 8. 66. 101 147.237.0.35 |Russian Federation |akaws.idf.il ET SCAN NMAP -sS wi ndow 1024 1
167. 114. 156. 16 |147. 237. 77. 216 |Canada dover.idf.il portscan: TCQP D stributed Portscan 1
1.235.195. 234 |147.237.76.39 |Korea, Republic of |nobile. neitav.idf.i|ET SCAN NVAP -sS wi ndow 2048 1
93.173.245.91 [147.237.72. 166 |l srael akaidf.il portscan: TCQP D stributed Portscan 1
1.235.195. 234 [147.237.76.39 |Korea, Republic of |nobile neitav.idf.i|ET SCAN NVAP -f -sS 1
84.108. 11. 106 |[147.237.77.216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
79.180. 109. 51 |[147.237. 72. 166 || srael akaidf.il portscan: TCP D stributed Portscan 1
223.4.239.227 |147.237.76. 147 |Chi na chinuch.aka.idf.il |ET SCAN Potential WNC Scan 5900- 5920 1
54.72.73.168 [147.237.77.216|Irel and dover.idf.il portscan: TGP D stributed Portscan 1
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212.179.21. 194 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 12501
46. 19. 85. 98 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 507
81.218. 251. 252 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 243
37.142.64. 95 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 235
185.120. 126. 11 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 162
85. 154. 77. 222 Oman 147.237.77. 216 dover.idf.il drop First packet isn't drop 157
149. 32. 192. 33 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 136
54.187.55.213 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 118
100. 127. 36. 108 147.237.77. 216 dover.idf.il drop First packet isn't drop 104
212.25.82.123 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 92
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 80
68. 180. 228. 112 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 67
216.75.214.5 Eur ope 147.237.77. 216 dover.idf.il drop First packet isn't drop 62
213.57. 46. 28 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 61
73.131. 65. 135 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 51
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il drop First packet isn't drop 46
2.54.129.203 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 44
82. 166. 22. 98 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 44
84.109. 75. 30 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 41
52.16.5.197 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 40
212.76.103. 155 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 39
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il drop First packet isn't drop 36
152. 62. 109. 206 Eur ope 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 35
212.179. 90. 106 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 35
79.182.17. 209 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 33
84. 229. 38. 37 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 32
84.108. 66. 57 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 32
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 31
37.26. 146. 132 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 29
66. 249. 65. 231 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 29
79.179.134. 175 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 27
109. 66. 3. 21 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 26
195. 160. 240. 11 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 25
213.151. 32. 163 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 25
46. 19. 85. 69 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 25
41. 33. 231. 90 Egypt 147.237.77. 216 dover.idf.il drop First packet isn't drop 25
80. 12. 35. 102 France 147.237.77. 216 dover.idf.il drop First packet isn't drop 24
213. 46. 210. 167 Net her | ands 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 22
79.177.107. 132 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 22
207.46.13.74 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 21
66. 249. 65. 224 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 21
109. 200. 30. 154 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il drop First packet isn't drop 21
66. 249. 65. 238 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 20
46.19. 86. 170 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 20
46. 19. 85. 19 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 19
136. 243. 5. 203 Ger many 147.237.77. 216 dover.idf.il drop First packet isn't drop 19
89. 138. 18. 180 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 19
46. 19. 86. 18 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 18
41. 33. 232. 66 Egypt 147.237.77. 216 dover.idf.il drop First packet isn't drop 18
192.114.91. 214 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 18
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80.246.136.84 |l srael 147.237.0.19 |nadi matal .idf.il Too My of the Sane Response Cbde (404) in Session from g o\ 363
80. 246. 136. 84
80.246.136.84 | srael 147.237.0.19 |nadi matal .idf.il Too My of the Sane Response Cbde (403) in Session from g 121
80. 246. 136. 84
80.246.136.84 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 107
89. 139. 4. 147 I srael 147.237.72.167|i shurimaka. i df .i | Dstributed Too Miny of the Same Response Code (404) B ock 48
176. 13. 18. 69 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 35
37.142.103.18 |[lIsrael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized LRL Access from 37.142. 103. 18 Bl ock 17
193.106.52.34 [l srael 147.237.76. 200 |ei t an. aka. i df . i | Too My of the Sane Response Cbde (404) in Session from g 12
193. 106. 52. 34
176.13.20. 246 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 12
37.142.103.18 |[lIsrael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock
79.176.123.89 [Israel 147.237.72. 166 [aka. i df . i | Dstributed PHP At tenpt B ock
79.176.123.89  [Israel 147.237. 72. 166 |aka. i df . i | O stributed Lhauthori zed LRL Access on Bl ock 8
wan aka. i df . i |/aj ax/ pages/ f an_st at us. php
77.126.128.189 |[Israel 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt Bl ock 6
. . Distributed Lhaut hori zed URL Access on
77.126.128. 189 |l srael 147.237.72. 166 |aka. i df . il voww aka. i o . i 1/ ax/ pages/ fan st at us. php B ock 6
79.179.127. 233 |[lIsrael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 5
. . D stributed Lhaut hori zed URL Access on
79.179.127. 233 |[Israel 147.237.72. 166 |aka. i df . i | voww aka. i o . i 1/ ax/ pages/ fan st at us. php B ock 5
46.120. 174. 210 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed PHP At enpt B ock
46.117.133. 243 |Israel 147.237.72. 156 |anman. i df . i | D stributed PHP Attenpt B ock
. . D stributed Lhaut hori zed URL Access on
46.120.174.210 [israel 147.237.72. 166 |aka. i df . i | voww aka. i o . i 1/ ax/ pages/ fan st at us. php B ock 4
. . Distributed Lhaut hori zed URL Access on
46.117. 133. 243 |l srael 147.237.72. 156 |aman. i df . i | waw anan. i df . i |/ aj ax/ pages/ fan st at us. php Bl ock 4
77.127.34.35 I srael 147.237.72. 166 [aka. i df . i | Dstributed PHP At tenpt B ock 3
87.69.67.209  |israel 147. 237. 72. 166 |aka. i df . i | Mi'tiple thauthorized Method for Known URL from B ock 3
87.69. 67. 209
. . D stributed Lhaut hori zed URL Access on
77.127.34.35 I srael 147.237.72. 166 |aka. i df . i | voww aka. i o . i 1/ ax/ pages/ fan st at us. php B ock 3
85. 250. 194. 190 |I srael 147. 237. 72. 166 |aka. i df . i | Distributed thaut hori zed LR. Access on Bl ock 2
ww aka. i df . i1/aj ax/ pages/fan st at us. php
89. 138. 6. 221 I srael 147.237.72. 166 [aka. i df . i | Dstributed PHP At tenpt B ock 2
85. 130. 249. 230 |Israel 147.237.72.166 |aka. i df . i | O stributed tnaut hori zed LR. Access on Bl ock 2
wan aka. i df . i | /aj ax/ pages/ f an_st at us. php
. . D stributed Lhaut hori zed URL Access on
89. 138. 6. 221 | srael 147.237.72. 166 |aka. i df . i | ww aka. i df . i 1/ aj ax/ pages/ f an_st at us. php B ock 2
194. 114. 146. 227 |l srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il/sip_storage/files/4/ |B ock 2
213.57.153.195 |[lIsrael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 2
2.54.37.59 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 2
46.117.133. 243 |Israel 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock 2
. . Distributed Lhaut hori zed URL Access on
213.57.153. 195 |Israel 147.237.72. 166 |aka. i df . i | voww aka. i o . i 1/ ax/ pages/ f an st at us. php B ock 2
85. 250. 194. 190 |l srael 147.237.72. 166 |aka. i df . i | D stributed PHP Attenpt B ock 2
46.117.133.243 |israel 147. 237. 72. 166 |aka. i df . i | Distributed thaut hori zed LR. Access on Bl ock 2
ww aka. i df . i1/aj ax/ pages/fan st at us. php
m ny- kosher - kravi . i df _ _
46. 19. 85. 142 | srael 147.237.0. 17 i Ostributed |11 egal Paraneter Encoding None 2
85. 130. 249. 230 |l srael 147.237.72. 166 [aka. i df . i | Dstributed PHP Attenpt Bl ock 2
66. 249. 79. 10 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
212.76.103. 155 [Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock
. . O stributed Uhaut hori zed URL Access on
77.127.87.207 |Israel 147.237.72. 166 |aka. i df . i | v aka i o i1/ htt ps: /ww aka. i f i1/ B ock 1
46.19. 85. 249 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
176. 12. 145. 231 |l srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1517-he/ at al . aspx |Bl ock 1
2.54.28.193 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
66.249.79.202 |[Israel 147.237.72. 156 [aman. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
66.249.65.86 | srael 147. 237. 76. 147 |chi nuch. aka. i df . i | O stri but ed haut hori zed LR. Access on Bl ock 1
www chi nuch. aka. i df.il/404. ht m
79.178.103.192 |[Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
94.159. 245. 171 |[Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
66. 249. 79. 13 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to www aka. idf.il/mai n/ general . aspx Bl ock 1
87. 69. 59. 200 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
80.246.136.84 |[Israel 147.237.0.19 |madimatal .idf.il Too Many 404: Response Code per Session B ock 1
213.57.149.6 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
77.127.192.151 |Israel 147.237.72. 166 |aka. i df . i | O stributed PHP Attenpt B ock 1
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