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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
197. 115. 207. 146 Ageria 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 18704
66. 249. 67. 216 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 12009
66. 249. 67. 13 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 6923
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 6412
66. 249. 69. 42 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 6128
66. 249. 67. 67 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 5780
66. 249. 67. 194 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 4455
66. 249. 79. 41 Lhited Sates 147.237.77.170 naarachot .idf.il |TGP handshake violation, first packet not syn |drop 4129
54.72.0. 55 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3461
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 3205
66. 249. 79. 43 Lhited Sates 147.237.77.170 naarachot .idf.il |TGP handshake violation, first packet not syn |[drop 2524
66. 249. 67. 79 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 1922
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 340
0.0.0.0 147.237.77.216 dover.idf.il SYNHood full table drop 209
66. 249. 79. 45 Lhited Sates 147.237.77.170 naar achot . i df.i| |TCP handshake viol ation, first packet not syn |drop 180
0.0.0.0 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 130
2.54.166. 64 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 85
66. 249. 67. 235 Lhited Sates 147.237.77.176 nat pash.idf.il TCP handshake viol ation, first packet not syn |drop 70
37.26. 147. 241 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 39
197. 115. 207. 146 Ageria 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 38
62.219.175. 10 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 35
82.81.16. 230 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 35
2.54.135. 162 | srael 147.237.77.216 dover.idf.il SYN H ood del ete reset drop 31

8. 37.227.184 Anonynous Pr oxy 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 26
109. 65. 146. 144 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
31.154.19.5 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 22
82. 145. 210. 65 Eur ope 147.237.76. 86 navy.idf.il Block Ip Véb In drop 21
200. 119. 132. 194 Quat enal a 147.237.77.216 dover.idf.il SYNHood full table drop 10
62.219. 155. 195 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 10
109. 67. 104. 57 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
77.125.73. 154 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9

85. 250. 56. 42 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 8
79.176.117. 105 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
87.68. 70. 243 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5

80. 178. 147. 45 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5

50. 136. 19. 150 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5
79.183. 21. 218 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
194. 39. 218. 10 Eur ope 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5
37.26. 146. 241 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
87.68. 251. 15 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4

80. 246. 136. 165 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
192. 3. 152. 101 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table dr op 4

5. 29. 82. 250 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
2.52.157. 208 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 4
213.144.0.113 Ger nany 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4
2.52.153. 138 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4

62. 219. 254. 22 | srael 147.237.72. 167 ishurimaka.idf.il|B ock Wdp Al Nets drop 3
79.180.177. 169 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
77.125. 147. 56 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
91.211.116. 35 Lkr ai ne 147.237.76. 199 e.nakchal .idf.il |B ock Wdp All Nets drop 3
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|Top Attackers In IPS|

Attacker Address |Attacker GQountry Target Address |Site |Sgnat ure Devi ce Action |Count

95. 86. 102. 126 I srael 147. 237. 72. 166 aka.idf.il |CL000004: HTTP. options method (M crosoft) B ock 2




11-04-2015-14:04:05 to 11-04-2015-15:04:05

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry ‘Ste |Signature |Count
80. 246. 137. 76 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 2
149. 78. 251. 252 147.237.72. 166 I srael aka idf.il portscan: TCP O stributed Portscan 1
85. 250. 197. 136 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
31. 154. 91. 250 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
167. 114. 156. 16 147.237.77. 216 Canada dover.idf.il portscan: TCP O stributed Portscan 1
149. 78.58. 10 147.237.77. 216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
84.109. 152. 101 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
46. 19. 86. 85 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
31.13.97. 100 147.237. 72. 166 I'rel and aka.idf.il portscan: TCP D stributed Portscan 1
185. 27. 105. 190 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Attacker Address ‘Attacker Gountry |Target Addr ess Ste |Signature Devi ce Action |Oount |
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 830
109. 226. 20. 135 |l srael 147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 454
95. 86. 119. 183 | srael 147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 385
8.37.227.184 Anonyrous Proxy [147.237.77.216 |dover.idf.il|drop Frst packet isn't SN drop 259
194. 39. 218. 10 Eur ope 147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 158
46. 19. 85. 243 | srael 147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 125
79.180.177.169 [l srael 147.237.77.233 |atal.idf.il [Bad TCP sequence |SNretransnit with different w ndow scal e noni t or 92
37.26. 148. 195 | srael 147.237.72.166 |aka.idf.il |dr op Frst packet isn't SN drop 82
54.187.55. 213 Lhited Sates 147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 80
192.114.91. 247 |Israel 147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 70
81.218.251.250 [Israel 147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 68
217.132.32.223 |lsrael 147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 66
185.27.105. 190 |[Israel 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 63
62.128. 42. 106 I srael 147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 60
149. 78. 154. 69 | srael 147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 60
46. 19. 86. 10 I srael 147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 59
212. 235. 28. 30 I srael 147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 53
5.29. 251. 225 | srael 147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 51
31.154.19.5 I srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 51
31.168.245. 1 I srael 147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 50
79.178.154. 79 | srael 147.237.77.216 |dover.idf.il|drop First packet isn't SYN drop 50
185. 120. 126. 30 147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 44
5. 255. 253. 157 Russi an Federation |[147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 44
54.72.73.168 Irel and 147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 43
79.180.177.169 |lsrael 147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 42
212.179.90. 106 |[Israel 147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 42
104.53.248. 183 |lhited Sates 147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 41
79.182.35. 111 I srael 147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 39
52.16.5.197 Lhited Sates 147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 37
79.178.123.1 | srael 147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 36
37.26. 146. 241 I srael 147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 35
85. 250. 135. 252 [l srael 147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 34
66. 249. 69. 26 | srael 147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 34
213.57.188. 35 I srael 147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 33
50. 136. 19. 150 Lhited Sates 147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 33
46. 19. 85. 142 | srael 147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 32
64.233.172.155 |lhited Sates 147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 31
54.72.0.55 Irel and 147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 30
85. 250. 56. 42 | srael 147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 28
5.29.6.130 I srael 147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 28
50. 87. 144. 145 Lhited Sates 147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 27
2.54.8.249 | srael 147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 27
71.32.162. 204 Lhited Sates 147.237.77.216 |dover.idf.il|dr op First packet isn't SN drop 27
2.54.57.20 I srael 147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 26
46. 19. 85. 115 | srael 147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 26
95. 86. 78. 50 I srael 147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 26
109. 67. 104. 57 | srael 147.237.77.216 |dover.idf.il|dr op First packet isn't SN drop 25
62.219. 155.195 |lsrael 147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 25
46. 210. 233. 88 I srael 147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 24
66. 249. 69. 42 I srael 147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 24
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |Site Sgnature Action ‘Count

176. 12. 145. 147 |l srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Gode B ock 61
176. 12. 145. 147 |I srael 147.237.0.19 |madimatal .idf.il Bg.'\g.'ylf; 32‘; Sane Response (bde (404) in Session from B ock 24
46. 19. 86. 34 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 21
2.54.37.59 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 18
149. 78. 251. 252 |l srael 147.237.72. 166 [aka. i df . i | Mil ti pl e Unhaut horized LRL Access from 149. 78. 251. 252 B ock 17
46.19.86.100 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 6
46.19.86.113 |lIsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 6
46.19. 85. 95 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 5
80.179.78.66 |lIsrael 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt B ock 4
80.179.78.66 |l srael 147.237.72. 166 |aka. i df . i | m;:(:’:;d. ilf}agtai‘;r; azgee‘l/?:n_i‘t’:teﬁ: Sﬂp B ock 4
66.249.65.83 |l srael 147.237.76. 147 |chi nuch. aka. i df . i | mzh?ﬁhiﬁ i‘:’f z?”l szioﬁtfnccess on B ock 3
93.172. 172. 220 |I srael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 3
93. 172, 172. 220 |I srael 147.237.72. 166 |aka. i df . i | m ;Ji(:_uit;d_ iﬁ’}a;t;‘;r; azeei/?:‘n_if‘;eﬁ: gﬂp B ock 3
213.57.188.35 |Israel 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 3
171. 107. 24. 219 |Chi na 147.237.77. 170 |naar achot . i df . i | Dstributed PHP Attenpt B ock 3
54.210.135.42 |lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to www aka. i df .il/894-he/ hanaz. aspx  |Bl ock 2
93.172. 172. 220 |I srael 147.237.72. 156 [aman. i df . i | PHP At t enpt Bl ock 2
37.26.149.179 |[lsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
171. 107. 24. 219 |Chi na 147.237.77. 170 [maar achot . i df . i | Mil ti pl e Unhaut hori zed LRL Access from 171.107. 24. 219 B ock 2
93.172. 172. 220 |I srael 147. 237. 72. 156 |aman. i df . i | mu;:;;.i iz;d. iﬁjgcxizzsget;f o st et us. php B ock 2
37.26.149. 227 |lsrael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock

149. 78. 251. 252 |l sr ael 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt B ock
2.54.134.5 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock

149. 78. 251. 252 |I srael 147. 237.72. 166 |aka. i df . i | m ;L:_”it;’fd_ iﬁ’}a;t;‘;r; azeei/?:‘n_if‘;teﬁz_ gﬁp B ock 2
5.29.251.225 |Israel 147.237.72. 156 [aman. i df . i | Unaut hori zed HTTP Met hod Bl ock 2
66.249.65.93 |[lIsrael 147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
149. 78. 221. 132 |I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to wwu aka.idf.il/giys B ock 1
207.46.13.150 |Uhited Sates |147.237.72.166|aka.idf.il Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
79.181.120.49 |[lsrael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
2.52.44.195  [israel 147.237. 72. 166 |aka. i df . i | Untraceabl e S Sessi ons: Protocal violation None 1

(SSL_CONN CLI ENT_HELLO
i . Uhaut hori zed URL Access to
149. 78. 251. 252 |l srael 147.237.72. 166 |aka. i df . i | wiw aka i df i 1/ nai v i yus/ ki osk/ [ obj ect obj ect ] B ock 1

il D stributed Lhauthori zed URL Access on

66.249.67.71  |lIsrael 147.237.72. 166 [aka. i df . 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
109. 66.179. 11 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Lhaut hori zed UR. Access from 109. 66.179. 11 B ock 1
. . . D stributed Unaut hori zed URL Access on

66.249.65.80 |Israel 147. 237.76. 147 |chi nuch. aka. i df . i | i chi nuch. aka, i df i1/ 404, htm B ock 1

216.218. 206. 66 |Lhited Sates [147.237.0.19 |nadimatal .idf.il Uhaut hori zed URL Access to 147.237.0. 19/ B ock 1
m ny- kosher-kravi . id ing - : i

46.19.85.133 |Israel 147.237.0. 17 my Doubl e UR. Encoding - paraneter: ReturnUrl in B ock 1
foil mny-kosher-kravi .idf.il/tenpl ates/| ogi n. aspx

184. 105. 139. 68 |Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to 147.237.77.216/ B ock 1

81.218.241.26 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hor | zed LR Access to B ock 1

ww aka. i df.il/sip storagelfil es/ 6/ 67906. pdf

. . D stributed Lhauthori zed URL Access on
31.154.92.223 |Israel 147.237.72. 166 |aka. i df . i | v aka. i o . i 1/ aj ax/ pages/ f an st at us. php B ock 1

Paraneter Type Mol ati on PageNumin

68. 180. 230. 224 |Whited States |147.237.76.31 [nakchal .idf.il vw nakhal i df i 1/ 1111- he/ nakhal . aspx Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 65. 115 [l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel {1 | es/ 7/ 2347, | pg B ock 1
149. 78. 221. 132 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
) . . Unknown Paraneter anp;list in
54.210.135.42 |Uhited Sates [147.237.72.166|aka.idf.il ww aka. i of i1/ chanat 2/ ki al i/ def aul t. asp None 1
208.115.113. 82 |Lhited Sates [147.237.77.176 |nat pash. i df .i | Unaut hori zed URL Access to www cogat . idf.il/894-en B ock 1
176.13.7.170 |lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
149. 78. 255. 165 |l srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ webr esour ce. axd B ock
. . Unknown Paraneter gt; in
66.249. 67. 122 |l srael 147.237.72. 166 |aka. i df . i | v aka. i cf i |/ mai n/ r abanut / gener al . aspx None 1
109. 66. 179. 11 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to wan aka.idf.il/sip storagel/files/ 9/ B ock
216.218.206. 68 |Lhited Sates [147.237.72.166|aka.idf.il D stributed Uhaut hori zed URL Access on 147. 237. 72. 166/ B ock
195. 3. 144. 124 |Latvia 147.237.77.216|dover. i df . il Dstributed PHP Attenpt B ock 1
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