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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country |Target Address|Site |Signature |Device Action|Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3096
66. 249. 79. 43 Lhited Sates 147.237.77.170 naar achot . i df . i || TGP handshake vi ol ation, first packet not syn |drop 982
66. 249. 67. 79 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 364
66. 249. 67. 122 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 358
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 319
66. 249. 79. 45 Lhited Sates 147.237.77.170 naar achot . i df . i ||TAP handshake vi ol ation, first packet not syn |drop 301
66. 249. 67. 67 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 270
0.0.0.0 147.237.77.216 dover.idf.il SWNHood full table dr op 226
66. 249. 67. 210 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 156
66. 249. 67. 73 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 81
212.143.110. 33 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 49
176. 12. 147. 236 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 45
2.54.11.48 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
79.178. 102. 232 | srael 147.237.77.216 dover.idf.il SWNHood full table dr op 20
46.19. 85. 135 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 11
2.54.8.50 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 11
84. 229. 150. 219 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 10
212.143.110. 33 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 6
62.219. 167. 150 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 6
46. 19. 85. 22 | srael 147.237.77.216 dover.idf.il SWNHood full table dr op 6
2.54,155. 42 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
176. 12. 147. 236 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 6
2.54.11.48 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 5
212. 25. 83. 133 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
46. 19. 85. 22 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 5
37.46. 39. 244 | srael 147.237.77.216 dover.idf.il SWNHood full table dr op 5
109. 64. 216. 32 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
185. 32. 179. 82 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
80. 246. 139. 81 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 4
109. 64. 39. 215 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
185. 32. 179. 65 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
213.57.165. 14 | srael 147.237.77.216 dover.idf.il SWNHood full table dr op 4
46. 19. 85. 16 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
46. 19. 86. 95 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
176. 12. 145. 168 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 3
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP-M SG S owl ori s- DC5- Var 1 dest - r eset 3
213.8.21.25 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 3
2.54.143. 215 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
80. 246. 139. 73 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
62.219. 112. 225 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
176. 12. 141. 194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
176.13.0. 44 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
222.186. 34. 48 Chi na 147.237.76. 31 nakchal .idf.il |JLM Under Attack_ _Con_Tcp dr op 2
95. 86. 127. 157 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
176. 13. 3. 22 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
37. 26. 146. 135 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 2
82.213.48.5 Pal estinian Territory, Qcupieql47.237.77.216 dover.idf.il SYNHood full table drop 2
222.186. 56. 42 Chi na 147.237.76. 199 e. nakchal .idf.il|JLM Under _Attack_Con_Tcp drop 2
80. 246. 137. 209 | srael 147.237.77.216 dover.idf.il SWNHood full table dr op 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count

194. 114. 146. 227 I srael 147. 237.72. 166 aka.idf.il [C1000004: HTTP. options method (M crosoft) B ock 18
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

104. 128. 144. 131(147. 237. 76. 44 |Canada e.refush.idf.il |[ET SCAN NVAP -sS w ndow 2048 1
91.135.111.85 |[147.237.72. 166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
82. 80. 196. 44 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 235 147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
194, 114. 146. 227|147, 237. 72. 166 |I srael aka.idf.il portscan: TP D stributed Portscan 1
185.32.115.52  |147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
167. 114. 156. 16 [147.237. 77. 216 |Canada dover.idf.il portscan: TCP D stributed Portscan 1
104. 128. 144. 131|147. 237. 76. 44 |Canada erefush.idf.il |ET SCAN NVAP -f -sS 1
82.81.27.95 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
79.176.159. 67 |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
37.26.148.153  [147.237.72. 166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1

i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,

221. 160. 254. 96 |147. 237. 76. 148 g‘f’rea’ Republ i ¢ gocenter.aka idf. il 0 S T T B e For():/e 1
185. 120. 126. 30 |147.237.72. 166 akaidf.il portscan: TCP D stributed Portscan 1
176.13. 3. 143 147, 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature

84.94.32.197 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 328
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 99
31.168. 215. 233 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 98
46.19. 86. 74 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 90
54.187.55.213 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 86
185. 27.105. 190 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 79
62.219.112. 225 |Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 75
37.76.199. 227 (F;ajcis;iigjja” Territory.\1 47, 237. 7. 216 |dover. i df .i drop Frst packet isn't SN drop 70
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 66
212.179. 155. 129|l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 63
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 59
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 55
176. 12. 147.100 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 54
37.26.146.135 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 53
212.179.90. 106 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 51
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 50
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 49
77.126.12.141 |Israel 147.237.72. 166 |aka. i df . Streaning Engi ne: TCP Invalid invalid segnent retransnissi on drop 48

Ret r ansni ssi on Packet dr opped.

46. 19. 85. 22 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 48
2.52.12. 60 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 45
54.72.73. 168 Ireland 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 44
100. 100. 64. 194 147.237.72. 166 |aka. i df .il drop First packet isn't SYN drop 41
2.54.153. 150 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 40
5. 255.253. 157 |Russi an Federation 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 39
79.182.123.241 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 38
185. 27.105. 189 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 37
2.52.133.110 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 36
95. 86. 94. 149 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 36
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 36
46. 210. 167. 155 |l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 34
46. 19. 86. 240 I srael 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence I'nval i d ACK nunber nmonitor |33
178. 25. 3. 243 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 33
212.143.110. 33 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 32
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 32
66. 249. 69. 34 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 31
132. 74. 56. 157 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 27
176. 12. 147. 236 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 26
66. 249. 69. 42 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 26
5.29.126.4 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 26
66. 249. 69. 26 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 25
81.218.132.130 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 25
212. 25.102. 57 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 24
46. 19. 86. 178 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 24
213.57.236.24 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 24
31.154. 164. 239 |[Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 24
85.250.174.68  |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 24
109. 200. 30. 154 |United Ki ngdom 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 24
82.80.17.163 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 23
84.229.150.219 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 23
192. 114. 105. 254 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 22
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46. 19. 86. 161 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 21
2.52.32.45 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 18
80. 246. 139. 203 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 16
185.32.179.25 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 15
81.218.57.230 | srael 147.237.72. 166 |aka. i df . i | m;}i(guit sfcf illj}a;tar;gr; azgii/lfj:n_ﬁ‘;‘;fiz :fr:p B ock 10
81.218.57.230 |Israel 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 10
176.12. 145. 147 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 9
31.168.98.222 [israel 147.237.77. 216 |dover.idf .l Mil tipl e Unhaut hori zed URL Access from 31. 168. 98. 222 B ock 7
46. 19. 86. 33 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 6
2.54.41.218 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
46.19. 85. 34 I srael 147.237.77.243|nobi [ e.i df . i | Lhaut hori zed URL Access to nobile.idf.il/authentication/ i ndex B ock 4
84.108.37.223 [Israel 147.237.72. 156 [aman. i df . i | Mil tipl e Unauthori zed URL Access from 84.108. 37. 223 B ock 3
46.19. 85. 72 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
185. 32.179. 112 |Israel 147.237.77.243|nobi [ e.i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login B ock 3
84.108.37.223 [Israel 147.237.72. 156 [aman. i df . i | PHP At tenpt B ock 3
84.108.37.223 |[lIsrael 147.237.0.34 |tikshuv.idf.il [PHP Attenpt B ock 3
185. 32. 179. 167 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
84.108.37.223 |l srael 147.237.0.34 |tikshuv.idf.il m”ttlhgguzve? dﬂ‘l fgjcae)flsp;g%s/ fan stat s php Bl ock 3
46. 19. 86. 34 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
194.90. 25. 122  |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.52.43.72 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
46. 19. 86. 152 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
104. 243. 129. 210 147.237.77. 170 |maarachot . i df . i | |Ostributed PHP Attenpt B ock 2
2.52.43.72 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
176.12.141. 212 |l srael 147.237.77.243|nobi | e.i df . i | Uhaut hori zed URL Access to nobile.idf.il/sachar/i ndex B ock 2
104. 243. 129. 210 147.237.77. 170 [maar achot . i df . i | [Unaut hori zed URL Access to wwu maar achot . i df . i | /wp-1 ogi n. php B ock 2
37.26.149. 174  |lIsrael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: Protocol violation (SSL_CGONN QLI ENT_HELLQ None 2
2.54.184.180 | srael 147.237.72.166 |aka. i df . i | mugfaori';??l l/":m ﬁftcssszsl\zxfw ki .1/ i /i yusi v g yus! general . asp |2 O 2
92.113.154.3  |Ukraine 147.237. 72. 166 |aka. i df . i | Dstrbured Lt hori zed W :Cslcierf:geosr; body/ | nages! mai .| pg Bl ock 2
46. 19. 85. 162 | sr ael 147.237.77. 216 [dover . i df . i | Distributed Malformed URL B ock 2
46.116.221.55 |Israel 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt B ock
213.8.21.25  [Israel 147.237.76.42 [refuah.idf.il |75 020 b horized éﬁaﬁciifx on Bl ock 1
84.111.84.3 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
46. 19. 85. 162 I srael 147.237.77.216|dover . i df . il Ilegal HITP \ersion B ock 1
66.249.74.104 |lsrael 147.237.77. 170 |maar achot . i df . i | [Unaut hori zed URL Access to 147.237.77. 170/ pdf / fil es/ 5/ 112785. pdf Bl ock 1
141.212.122.64 |[lhited Sates [147.237.76.86 |navy.idf.il Mal formed URL proxyt est . znap. i 0: 80 B ock 1
85.65.3.177  |Israel 147.237.77. 234 |hal ag. i df . i | 1D4§F Z'e,?uﬁdﬁl?ﬁ’?i‘;;';iiwﬁ/ﬁﬁ??ﬁ l"’gi . Bl ock 1
66.249.65.112 |Israel 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76.42/ si p_storagel fil es/ 7/ 2277. j pg |B ock
195.3.144. 124 |Latvia 147.237.77. 176 [mat pash. i df . il |PHP Attenpt B ock 1
176.12.138.18 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 1
2.54.50.7 I srael 147.237.76.42 [refuah.idf.il  |J50 o0 haufori zed ﬁaﬁc‘i‘:’; on Bl ock 1
66.249. 67.225 [Israel 147.237.76.31 |nakchal .idf.il |Uauthorized LRL Access to nakhal .idf.il/page. asp B ock 1
46.116.221.55 | srael 147.237.72.166 |aka. i df . i | m;j(:’it jfd. ilf}agtai‘;r; aZ;l /?:n_if‘;fﬁ: g;‘p B ock 1
213.57.165.14 |[Israel 147.237.77. 216 |dover.idf .l Uhaut hori zed URL Access to waw idf.il/https:/wanidf.il/ B ock 1
84.111.153.190 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
81.218.116. 129 |[Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
46.19. 85. 162 I srael 147.237.77. 216 |dover.idf .l Mil tipl e Unknown HTTP Request Met hod from 46. 19. 85. 162 B ock 1
66.249.74.108 |lsrael 147.237.77. 170 |maar achot . i df . i | [Unaut hori zed URL Access to 147.237.77.170/ 71836- he/ maar achot . aspx |Bl ock 1
31.168.98.222 |[Israel 147.237.77.216|dover . i df . il Uhaut hori zed LRL Access to waw i df.il/images/ shared/ honetitl eback.gif |B ock 1
147.236.113.1 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
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