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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country |Target Address|Site |Signature |Device Action|Count|
66. 249. 79. 43 Lhited Sates 147.237.77.170 naar achot . i df . i || TGP handshake vi ol ation, first packet not syn |drop 8193
66. 249. 69. 34 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 7453
66. 249. 67. 79 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 4627
66. 249. 67. 67 Lhited Sates 147.237.77.74 lawidf.il TCP handshake vi ol ation, first packet not syn|drop 4412
136. 0. 99. 10 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 3737
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3169
66. 249. 67. 73 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 2472
66. 249. 79. 45 Lhited Sates 147.237.77.170 naar achot . i df . i || TGP handshake vi ol ation, first packet not syn |drop 2087
64.233.172.171 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1881
66. 249. 93. 203 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 1584
66. 249. 67. 6 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 865
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 783
185.7.121.0 Pal estinian Territory, Qcupiedql47.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 287
0.0.0.0 147.237.77.216 dover.idf.il SWNHood full table dr op 268
66. 249. 67. 202 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 198
66. 249. 79. 41 Lhited Sates 147.237.77.170 naar achot . i df . i ||TAP handshake vi ol ation, first packet not syn|drop 82
37. 26. 146. 215 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 59
46.19. 86. 231 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 53
37.26. 147. 150 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 31
2.54.18. 159 | srael 147.237.77.216 dover.idf.il SWNHood full table dr op 24
84.108. 222. 42 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 12
46.19. 86. 199 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
212.179.21. 194 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 10
84.111. 36. 127 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
81.101. 122. 99 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il SYNHood full table drop 9
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP-M SG- Sl owl ori s- DCS- Var 1 dest - r eset 8

82. 145. 209. 17 Eur ope 147.237.76. 42 refuah.idf.il ock Ip Wb In drop 7
192.118.11.120 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
199. 203. 176. 50 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 5

62. 90. 163. 78 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
54.244. 22. 103 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
2.54.57.188 | srael 147.237.77.216 dover.idf.il SWNHood full table dr op 4
79.180.177.187 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
91.221. 58. 25 CGer many 147.237.77. 216 dover.idf.il SYNHood full table drop 4

80. 246. 136. 237 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 4
192.118.11. 120 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
93.172.0. 25 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4

66. 249. 69. 26 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 4

46. 116. 200. 75 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4

80. 246. 136. 235 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
192. 116. 94. 67 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
176. 13. 4. 208 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3

81. 218. 206. 82 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 3

46. 19. 86. 198 | srael 147.237.77.216 dover.idf.il SWNHood full table dr op 3
146. 185.57.7 | srael 147.237.72. 156 anan. i df.il ock Wp Al Nets drop 3

80. 246. 137. 51 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
2.54.14, 159 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 2

66. 249. 67. 122 Lhited Sates 147.237. 72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 2
165. 228. 200. 225 Australia 147.237.77.216 dover.idf.il SYNHood full table dr op 2
54.72.73. 168 Irel and 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgna1ure Devi ce Action |Oount |
217.12.204.163 |Wkraine 147.237.72.166 |aka.idf.il |C1000108: HITP. Trying to locate existing FCkedi tor Bl ock 1
31.154.91. 48 I srael 147.237.72.166 |aka.idf.il [Cl000098: Bl ock - dns poisoning Bl ock 1
58.180.228.110 |Korea, Republic of |147.237.77.216 |dover.idf.il|9221: HITP. PUT Method Execution over HTTP/ VbDAV B ock 1
106. 38.241.106  [China 147.237.72.166 |aka.idf.il |ClL03: HTTP. User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 2
85. 64. 120. 24 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
82. 80. 126. 182 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
5. 28. 166. 23 147. 237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
188.138. 9. 51 147.237.72. 14 Ger many dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 1024 1
128. 139. 16. 180 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
84.108. 222. 42 147.237.77. 216 I srael dover.idf.il portscan: TCP O stri buted Portscan 1
212.29.202. 206 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
188. 120. 151. 122 147. 237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address ‘Ste ‘Signature
212.179.21. 194 |Israel 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 2207
46. 19. 86. 178 | srael 147.237.77. 216 |dover. i df .il |dr op First packet isn't SN drop 219
77.127.240.136 |lsrael 147.237.77. 216 |dover. i df il |dr op First packet isn't SYN drop 200
37.26. 146. 215 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 153
2.54.132. 127 | srael 147.237.77. 216 |dover. i df .il |dr op First packet isn't SN drop 149
208. 115.113. 89 |lhited Sates 147.237.77. 216 |dover. i df il |dr op First packet isn't SYN drop 143
85. 158. 138. 21 Cer many 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 141
37.26.148.139 |lsrael 147.237.77. 216 |dover. i df .il |dr op First packet isn't SN drop 84
37.76.199. 227 ga:lcis;ii:;a” Territory: 1147, 237. 77. 216 |dover. i o .i1 |dr op First packet isn't SN dr op 69
46.19. 86. 199 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 50
85.158. 139. 101 |Uhited Ki ngdom 147.237.77. 216 |dover.idf il |dr op First packet isn't SYN drop 49
62.219.99.130 |lsrael 147.237.77. 216 |dover. i df il |dr op First packet isn't SN drop 48
109.160.179. 96 |Israel 147.237.77. 234 |nal ag.i of .i1|Bad TCP sequence mdgitvrsa:;rit Wth different moni tor |46
66.249.93.192 |lhited Sates 147.237.77. 216 |dover. i df il |dr op First packet isn't SYN drop 44
119. 224. 26. 199 |New Zeal and 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 44
41. 33.232. 66 Egypt 147.237.77. 216 |dover. i df .il |dr op First packet isn't SN drop 44
213.8.90.250  |israel 147.237.77. 243 |rabit e i o || S2M NG Engine: TP Invalid invalid segnent retransmissi on drop 39
Ret r ansni ssi on Packet  dr opped.
192. 114. 23. 209 |lsrael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 36
192. 114. 105. 254 |l srael 147.237.77. 216 |dover.idf il |dr op First packet isn't SYN drop 36
46. 19. 86. 196 | srael 147.237.77. 216 |dover. i df il |dr op First packet isn't SN drop 35
176. 106. 227. 26 |l srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 32
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf il |dr op First packet isn't SYN drop 32
193. 188. 136. 30 |Lebanon 147.237.77. 216 |dover. i df il |dr op First packet isn't SN drop 31
66. 249. 69. 26 | srael 147.237.77. 216 |dover. i df .il |dr op Frst packet isn't SN drop 31
136. 0. 99. 10 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 30
165. 228. 200. 225|Australia 147.237.77. 216 |dover. i df il |dr op First packet isn't SN drop 30
212.179.90. 106 |[Israel 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 30
81.218.251. 250 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 29
37.26.147.150 |lsrael 147.237.77. 216 |dover. i df .il |dr op First packet isn't SN drop 28
192. 114. 23. 210 |lsrael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 28
79.179.135. 119 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 28
46. 19. 86. 20 | srael 147.237.77. 216 |dover. i df .il |dr op First packet isn't SN drop 27
84. 109. 81. 118 | srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 27
185.35.48.1 Uni ted Ki ngdom 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 26
46. 19. 86. 90 | srael 147.237.77. 216 |dover. i df .il |dr op First packet isn't SN drop 25
66. 249. 69. 42 | srael 147.237.77. 216 |dover. i df .il |dr op First packet isn't SN drop 25
81.218.101. 250 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 24
31.168.13.78 | srael 147.237.77. 216 |dover. i df .il |dr op First packet isn't SN drop 24
46. 19. 85. 163 | srael 147.237.77. 216 |dover. i df .il |dr op Frst packet isn't SN drop 24
109. 160. 179. 96 |l srael 147.237.77. 216 |dover.idf il |dr op First packet isn't SYN drop 24
192.114. 23. 208 |l srael 147.237.77. 216 |dover. i df .il |dr op First packet isn't SN drop 24
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 23
109. 200. 30. 154 |United Ki ngdom 147.237.77. 216 |dover.idf il |dr op First packet isn't SYN drop 23
79.176.20.197 |lsrael 147.237.77. 216 |dover. i df .il |dr op First packet isn't SN drop 22
79. 176. 24. 185 | srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 22
82.166.22.106 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 22
5.29.2.199 | srael 147.237.77. 216 |dover. i df il |dr op First packet isn't SN drop 21
185. 120. 126. 63 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 21
192.118. 11. 120 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 21
31.168.100.81 |lsrael 147.237.77. 216 |dover. i df il |dr op First packet isn't SN drop 20
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46. 19. 86. 157 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unknown HTTP Request Method from 46. 19. 86. 157 Bl ock 16
40.77.167. 90 Lhited Sates [147.237.76. 147 [chi nuch. aka. i df . i|Unaut hori zed URL Access to waw chi nuch. aka. i df.il/404. htm B ock 6
176. 13. 4. 208 I srael 147.237.77.243|nobi l e. i df . i | O stributed Unhaut hori zed LRL Access on nobi | e. i df . il/sachar/i ndex B ock 4
212.179.5.3 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Unauthorized URL Access from212.179.5.3 Bl ock 3
77.127.150. 6 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 3
94.179. 168. 186 |Ukrai ne 147. 237.72. 166 |aka. i df . i | chaut hori aed (R Access 1o rages! bocly! i rages! mai .| pg Bl ock 3
208.115.113.88 |Lhited States |147.237.76.86 |navy.idf.il Unhaut hori zed URL Access to navy.idf.il/giyus/foruntasp/ showf orumasp |B ock 3
46.116.171.46 |Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46. 19. 85. 201 I srael 147.237.77.243|nobi l e. i df . i | O stribut ed Suspicious Response Code Bl ock 3
79.182.141.19 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 2
46.19. 85. 211 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
2.54.148. 187 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
31.168.18.224 |lIsrael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Qxde Character in URL Bl ock 2
208.115.113.88 |lhited Sates [147.237.76.86 |navy.idf.il Mil tipl e Unauthorized URL Access from 208. 115, 113. 88 B ock 2
46.98.73.71 Wkrai ne 147.237.72.166 [aka. i df . i | mu;l?:ri Id?eidl /'\ﬁ:aih%i E/Jljg e?u\:sh;r::ri cat i onser vi ce. asnx/ get aut huser B ock 2
46. 19. 85. 225 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
176.13.14.221 |Israel 147.237.77. 243 |nobi | e. i df . i | nﬂ;ﬂt : ?ro',fzf‘lj , Cu;‘eggrcﬁim;esn <t ohi 1 ddocunent s/ 1071 B ock 2
46.19.86. 4 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code Bl ock 2
46.19. 85. 169 I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
2.54.170.93 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
212.117. 140. 158|I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to ww aka. idf.il/main/gi yus/ v navy. i df.il B ock 2
176.12. 147. 191 |Israel 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.116.171.46 |Israel 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1440-he/atal . aspx B ock 2
66.249. 67. 13 | srael 147.237.72. 166 |aka. i df . i | Di stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
5.29.107. 44 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
192. 116. 190. 74 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
46.19.86.251  |Israel 147.237.76.42 [refuah.idf.il (50D et hori zed ﬁaﬁc‘;‘;i on B ock 1
141.212.122. 64 |Uhited Sates |147.237.72. 156 [aman. i df .i | Mal formed URL proxytest. zmap. i 0: 80 B ock 1
66.249.67.190 |[lIsrael 147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ 1091- he/ pat zar . aspx Bl ock 1
46.19. 85. 18 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 1
66. 249. 65. 80 I srael 147.237. 76. 147 [chi nuch. aka. i df . i|D stributed Unhaut hori zed URL Access on waw chi nuch. aka. i df . i | /404. ht m [Bl ock 1
46.19.86.157  |[israel 147.237.72. 166 |aka. i df . i | m”a?(‘f:i ;"I'T /ﬁqz/e;tyu'\s’f;;o/dap‘i‘;‘gf;e”ses?oingesti?i‘pti0 i Bl ock 1
81.218.116.129 [Israel 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to www | aw i df.il/aj ax/ pages/ fan_stat us. php B ock

46.19. 85. 177 I srael 147.237.77. 216 |dover.i df . il Il11egal HTTP Version _ atuvc=19%7CA44; __ at uvs=5639de15dcd6e8f e000 B ock 1
213. 8. 90. 250 | srael 147.237.77.243|nobi l e. i df . i | Lhaut hori zed URL Access to nobile.idf.il/sip storage B ock
66.249.67.59  |[Israel 147.237.72. 166 |aka. i df . i | i;t rzi;;‘ftff 1;%"’/‘“;;;03 ;e;uxexf;s_sa‘s’gx Bl ock 1
2.52.134.66 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
141.212.122. 64 |thited Sates [147.237.76.31 |nakchal .idf.il Distributed Mal formed URL B ock 1
79.182.147. 172 |Israel 147.237.77.216|dover . i df . il Distributed Uauthorized URL Access on waw i df .il/aman B ock 1
46. 19. 85. 118 | srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code Bl ock 1
212.179.5.3 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/sip_storagelfil es/8/ B ock 1
66.249.67.204 |[Israel 147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237. 77. 74/ 336- he/ pat zar . aspx B ock 1
2.54.157.117 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
66. 249. 65. 93 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Di stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
46.19. 86. 223 I srael 147.237.77.243|nobi [ e.i df . i | Dstributed Suspicious Response Code B ock 1
46.19.85.177  |[israel 147. 237.77. 216 |dover . i df . i | iglnsy_sgrofgﬁhaﬁgzzfa;;‘g??/?\g?ng 2026bb; in LR B ock 1
217. 194. 206. 200]1 srael 147.237.72. 156 [aman. i df . i | Unaut hori zed URL Access to waw anan. i df.il/main/gi yus/ B ock
79.177.145.189 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to v aka. i df.il/https: /v aka.idf.il/ B ock
66.249.67.65  |Israel 147.237.72. 166 |aka. i df . i | ?4? rzi:;;tl’;ezc.' 1%:35/‘“;30;} gzie;ujéexf:sazgx Bl ock 1
37.26.146.232 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 1
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