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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
66. 249. 79. 43 Lhited Sates 147.237.77.170 naarachot . i df.il |TCP handshake viol ation, first packet not syn |drop 7900
66. 249. 69. 34 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4328
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3090
66. 249. 67. 210 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 2194
68. 180. 228. 112 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2060
66. 249. 67. 235 Lhited Sates 147.237.77.176 nat pash. i df.il TCP handshake viol ation, first packet not syn |drop 1809
66. 249. 69. 26 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1685
66. 249. 67. 73 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 1006
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 890
82. 145. 216. 189 Eur ope 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 781
66. 249. 67. 122 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 357
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 239
41. 33. 232. 66 Egypt 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 114
176.12.149. 228 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 40
213.151. 38. 107 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
132. 74. 56. 84 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 15
183. 56. 172. 222 Chi na 147.237.76. 42 refuah.idf.il B ock_Udp Al _Nets drop 11
217.194. 194. 65 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
147. 236. 238. 22 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
66. 249. 67. 194 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 9
79.177.116.121 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
194. 150. 168. 95 Ger nany 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 8
176. 12. 149. 228 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 7

66. 249. 67. 227 Lhited Sates 147.237.77.176 nat pash.idf.il TCP handshake viol ation, first packet not syn |drop 6
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP-M SG- Sl owl ori s- DOS- Var 1 dest - r eset 6

89. 138. 222. 65 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
176. 106. 227. 77 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5

50. 87. 144. 145 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4
109. 67. 206. 226 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
194. 150. 168. 95 Ger many 147.237.77. 216 dover.idf.il SYNHood full table drop 4
212.179.21.194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4

46. 19. 86. 162 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 4

62. 219. 254. 22 | srael 147.237.72. 167 ishurimaka.idf.il|B ock Wdp Al Nets drop 3

80. 246. 139. 90 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
2.52.12.76 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 3

66. 249. 79. 45 Lhited Sates 147.237.77.170 naarachot . i df.il |TCP handshake viol ation, first packet not syn |drop 3
37.26. 147. 244 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
5.22.134. 240 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
185. 22. 32. 15 Lebanon 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2

79. 176. 53. 203 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2

37. 26. 148. 219 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2

5. 28. 189. 69 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
192. 116. 167. 41 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2

66. 249. 67. 13 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 2
176.228. 190. 5 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 2

81. 89. 96. 89 Ger nany 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
52.16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2
41.33.231. 90 Egypt 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
78.186. 62. 98 Tur key 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
37.26. 148. 210 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature |sti ce Action |Oount
81.218. 251. 252 I srael 147.237.77.176  |nat pash. i df.il C1000004: HITP. options nethod (M crosoft) B ock 6
198. 20. 69. 74 Lhited Sates 147.237.76. 38 e.e.neitav.idf.il [13840: TLS QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry [Ste |Signature

2.52.36.185 147.237.72.156  [Israel aman. i df.il PQLI CY- OTHER TCP packet with urgent flag attenpt 42
82. 80. 176. 124 147.237.72.166 |Israel aka idf.il portscan: TCP Distributed Portscan 1
79.176. 127. 218 147.237.72.166 |Israel aka.idf.il portscan: TCP D stributed Portscan 1
77.125. 82. 246 147.237.72.166 [Israel aka idf.il portscan: TCP D stributed Portscan 1
46.19. 85. 192 147.237.72.166 |Israel aka idf.il portscan: TCP Distributed Portscan 1
2.54.11. 63 147.237.72.166 |Israel aka.idf.il portscan: TCP D stributed Portscan 1
198. 20. 69. 74 147.237.76. 38 Lhited Sates eeneitav.idf.il [ET DROP Dshield B ock Listed Source 1
176.13.0. 101 147.237.77.216 |israel dover.idf.il portscan: TCP Distributed Portscan 1
111. 93. 198. 54 147.237.77.234 |Iindia hal ag.idf.il ET SCAN NVAP -sS wi ndow 4096 1
79.182. 27. 243 147.237.72.166 [Israel aka idf.il portscan: TCP D stributed Portscan 1
77.127.197.79 147.237.77.216 |israel dover.idf.il portscan: TCP Distributed Portscan 1
66.249. 79. 41 147.237.77.170 |lhited Sates naarachot.idf.il |ET SCAN NVAP -sA (2) 1
41.33.231.90 147.237.77.216  |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 1
213.57.204. 53 147.237.72.166 |Israel aka.idf.il portscan: TCP Distributed Portscan 1
193. 105. 134. 220  |147. 237.76. 34 Sweden yohal an. i df .il ET SCAN NVAP -sS wi ndow 1024 1
176.12. 151. 149 147.237.77.216  |Israel dover .idf .i | portscan: TCP DO stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
212.179.21. 194 |Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 520
82. 145. 216. 189 |Eur ope 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 101
94.159. 177. 97 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 68
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 61
176. 106. 227. 111l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 58
2.52. 36. 185 | srael 147.237.72. 156 |anan.idf .il drop First packet isn't SYN drop 53
213.57.141.150 |Israel 147.237.72. 166 |aka. i df .| Bad TCP sequence VSUYEZﬁSrCZI rea”sm't wehdifferent | oonitor |53
149.78.15.190 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 50
46. 19. 86. 244 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 49
62.219.175. 10 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 48
79.177.116. 121 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 48
147.236. 238. 22 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 47
84.94.32.197 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 46
46.117. 199. 224 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 46
2.54. 146. 35 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 43
212.143.116. 166|I srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 42
212.199.242.70 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 40
62.219.235.35 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 39
66.249.69.26  |Uited Sates |147.237.77. 216 |dover. i of . i1 Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 30
Ret r ansni ssi on Packet dr opped.
185. 27. 105. 96 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 30
2.52.132.210 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 28
46. 19. 85. 135 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 27
68. 180.228. 112 |Lhited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 27
5.28.189. 69 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 26
157.55.39.236 [Lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 26
178. 25. 3. 243 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 26
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 25
176. 12. 149. 228 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 25
66.249.93.192 |lLhited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 24
81.218.208. 169 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 24
2.54.172. 66 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 22
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 22
87.69.37.129  [israel 147. 237. 77. 216 |dover i df .1 Streamng Engine: TCP Invalid  imalid segrent retransmassi on. drop 21
Ret r ansni ssi on Packet dr opped.
54.224.21.23 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 21
37.26.149.169 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 21
212. 25.102. 57 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 21
2.54.39. 150 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
78.186. 62. 98 Tur key 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 18
87.69.92.239  |israel 147. 237. 77. 216 | dover. i of . i1 Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 18
Ret r ansni ssi on Packet dr opped.
52. 16. 5. 197 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 18
149. 78. 29. 142 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 16
46.121. 244.106 |israel 147. 237, 72. 167 | shurimaka i o || S NG Engine: TGP Invalid invalid segnent retransssi on. drop 16
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 160 I srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 16
66. 249. 69. 26 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 15
77.127.197.79 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 15
31.154.254. 47 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
82. 166. 22. 3 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
85. 250. 224. 118 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
100. 100. 58. 129 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 12
50. 87. 144. 145 Lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 12
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|Top Attackers In V\AF|

At acker

Devi ce

wawn aka. i df . i |/ mai n/ sachar/ decl ar at i onof enpl oynent . aspx

Count ry Target Address |[Site Sgnature Action ‘Count

176.13.15. 142 |l srael 147.237.77.243|nobi l e. i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login B ock 9
46.19.85.221 |Israel 147.237.77.243|nobi | e.i df . i | Mil tipl e Unaut hori zed URL Access from 46. 19. 85. 221 Bl ock 3
80. 246.136. 72 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Whaut hori zed URL Access on nobil e.idf.il|/sachar/i ndex B ock 3
176.13.1.162 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Whaut hori zed URL Access on nobil e.idf.il/sachar/index B ock 2
176.13.14. 175 |l srael 147.237.77.243|nobi | e.i df . i | D stributed Lhaut hori zed URL Access on nobi | e.idf.il/sachar/index Bl ock 2
79.180.138.99 |[lIsrael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
2.54.50.55 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
185. 120. 126. 50 147.237.72. 166 |aka. i df . i | m;(gﬂt? iﬁj}?a%pzﬁeﬁﬁ‘?zﬁ; on Bock |1
68.180. 230. 29 |Uhited Sates|147.237. 7. 176 |mat pash. i df . i | magi;zr’é?el\f/olloagé?r /'Dcaggeat'\“"zsi;x Hock |1
66.249.67.13 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
89. 248.169. 36 |Netherlands |[147.237.77.216|dover.idf.il VL\;L;N i'jf_ﬁ(;\l_é,?hgtreg,gﬁcggcri pts/jquery/jquery-1.4.2.mn.js Bl ock 1
79. 183. 169. 204 |I srael 147.237.77.216|dover. i df . i | Lhaut hori zed LRL Access to v idf.il/https:/wwidf.il/ B ock 1
2.52.42.146 I srael 147.237.72.167|i shurimaka. i df .il |Untraceabl e SS. Sessions: (pen Mde None

212.76.105. 77 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to v aka.idf.il/https:/wan aka.idf.il/ Bl ock

176.13.18. 249 I srael 147.237.0.17 in:jfn.yi-|k03her kravi. :'rllln;agaklosﬁrra-nlfrtae\;i I?qgfw: r?a; r;?(/icr: eat ecapt chai mage. aspx None 1
66.249.69.15 |[Israel 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt Bl ock 1
141.212.122. 64 |Lhited Sates|147.237.76.42 |refuah.idf.il Mal formed URL proxytest. zrmap. i 0: 80 B ock 1
61. 135. 190. 200 |Chi na 147.237.0.15 |kosher-kravi.idf.il |Uauthorized URL Access to 147.237.0. 15/ B ock 1
2.54.145.124 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
82.81.250.59 |Israel 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to wawidf.il/sip storage/files/2/ B ock 1
79.177. 174. 157 | srael 147.237.72. 166 |aka. i df . i | 'O'u'ri?;l/ i?ta;egdsngggzzszzg;kﬁf’ nai v kapat 2/ res Bock |1
185. 120. 126. 50 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka.idf.il/ufi/reaction/ B ock

66.249.67.46 |Israel 147.237.77.233|atal .idf.il Unhaut hori zed LRL Access to 147.237.77.233/ Bl ock 1
94.199. 238. 15 LKJi]irfge({jjom 147.237.77.216|dover. i df . i | Distributed Suspici ous Response Code B ock 1
46.19.85.221 |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂtgﬁr(;le??/tg‘eggfytesem e/ stchi | ddocunent s/ 1362 Bock |1
80. 230. 38. 227 |[lsrael 147.237.72. 166 [aka. i df . i | Unknown Paraneter _ EVEN in ww aka. i df .il/main/sachar/default.aspx |None

2.52.132.151 |[lIsrael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None

176.13.18. 249 [israel 147.237.0.17 irr:j][Tyi-lkosher-kraV| " |Mitiple Illegal Parameter Encoding from176.13. 18, 249 None 1
66.249.69.34 |Israel 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to www i df.il/1133-17047-h B ock 1
62.219.175.10 |Israel 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
141.212. 122. 64 |Lnited Sates|147. 237. 77. 176 [nat pash. i df . i | Mal formed URL proxytest. zmap. i 0: 80 B ock 1
31.168. 180. 136 | srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ reset . css Bl ock 1
85.64.32.163 |Israel 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
79.177. 174. 157 I srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from?79.177. 174. 157 B ock 1

Unhaut horized LRL Access to wuw at al.i Qf . i~I /1498- he/ at al . aspx 12433
188. 165. 15. 210 |France 147.237.77.233|atal .idf.il gzg;g/zaé/;ﬁzﬂ;?uﬁa;ggg g:/ gg 2'51/31 D’\ll?N;DSEQZFNQB;DE;?/%Q?NNP B ock 1
N,D, D%

66.249.67.54 |Israel 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ robot s. t xt B ock 1
94.230.93.162 |[lIsrael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
46. 19. 86. 27 I srael 147.237.72. 156 [aman. i df . i | Unaut hori zed URL Access to www anan. i df . il/nodiin/defaul t. aspx' Bl ock 1
2.52.164.132 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
180. 76. 15. 149 |Chi na 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to v aka. i df .il/giyus/ general /defaul t.a Bl ock 1
66.249.69.42 |Israel 147.237.77. 216 |dover.i df . i | D stributed Suspicious Response Code Bl ock 1
66.249. 65. 112 I srael 147.237.76.42 |refuah.idf.il ;2?_”;2;’_”7;_632/?") !’:tcoizsg;/(f’i | es/ 613426, pg Bock |1
141.212.122. 64 |Lhited Sates|147. 237. 77. 226 \é\;M\iI'IChanm z. aka.| Mal formed URL proxytest. zmap. i o: 80 B ock 1
37.26.148. 214 |Israel 147.237.72.167|i shurimaka.idf.i| |Utraceable SSL Sessions: (pen Mde None 1
85.64. 241. 236 || srael 147.237.76.42 |refuah.idf.il ?45; r2'3b7‘“7eg f;figq%”hzsdr ;’taﬁczﬁ on Bock |1
208.115. 113. 88 |Wi ted States|147.237.76.86 |navy.idf.il Mil tiple Unauthorized URL Access from 208. 115. 113. 88 B ock

176.13.16.98 |lsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx Bl ock

66. 249. 67. 190 |Israel 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to 147.237.77. 74/ robots. txt Bl ock 1
104.236. 16. 238 147.237.76.31 [nakchal . i df . il nu;lilrl:etiIh.oir(ljfz.eiC:| /lé'::l-ﬁ‘:/:izih;o. aspxshar ed/ user cont r ol s/ header upper/ Bl ock !
46.120.223. 45 |Israel 147.237.72. 166 |aka. i df . i | tnknoun Paraneter _VI EABTATEENCRYPTED i n None |1
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