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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country |Target Address|Site |Signature |Device Action|Count|
66. 249. 67. 73 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 4518
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 2812
66. 249. 79. 41 Lhited Sates 147.237.77.170 naar achot . i df . i ||TAP handshake vi ol ation, first packet not syn|drop 1859
66. 249. 67. 67 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 1694
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1643
66. 249. 79. 43 Lhited Sates 147.237.77.170 naar achot . i df . i ||TAP handshake vi ol ation, first packet not syn |drop 1540
66. 249. 69. 42 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 536
178. 255. 215. 87 France 147.237.77.216 dover.idf.il TP handshake viol ation, first packet not syn|drop 416
66. 249. 79. 45 Lhited Sates 147.237.77.170 naar achot . i df . i ||TAP handshake vi ol ation, first packet not syn|drop 411
212. 14.228. 158 Pal estinian Territory, Qcupi eq147.237.77.176 nat pash. i df.i| |TGP handshake viol ation, first packet not syn |drop 405
66. 249. 67. 79 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 341
66. 249. 69. 26 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 169
54.187.55. 213 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 9

66. 249. 69. 34 Lhited Sates 147.237.77.216 dover.idf.il TP handshake vi ol ation, first packet not syn|drop 6

62. 219. 254. 22 | srael 147.237.72. 166 aka.idf.il ock Wp Al Nets drop 6
79.181. 180. 191 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
212. 14.228. 158 Pal estinian Territory, Qcupi eq147.237.77.216 dover.idf.il SYNHood full table drop 5
79.182. 185. 73 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP-M SG- Sl owl ori s- DOS- Var 1 dest - reset 4

85. 65. 203. 32 | srael 147.237.77.216 dover.idf.il SWNHood full table dr op 3

66. 249. 67. 6 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 3
176. 13. 14. 157 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
162. 243. 199. 26 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1

41. 33. 231. 90 Egypt 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
212.14. 228. 158 Pal estinian Territory, Qcupieql47.237.77.216 dover.idf.il SYN H ood del ete reset drop 1

52. 16. 5. 197 Lhited Sates 147.237.77.216 dover.idf.il TP handshake vi ol ation, first packet not syn |drop 1
183. 60. 48. 25 Chi na 147.237. 76. 197 e. hinush.idf.il ock Udp All Nets Gon Limt drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgnature Devi ce Action |Oount |
46.121. 96. 55 I srael 147.237.77.170 |maarachot.idf.il |CL000004: HITP. options nethod (M crosoft) B ock 4
58. 59. 239. 98 Chi na 147.237.77.233 |atal .idf.il Cl000108: HTTP. Trying to |l ocate existing FQeditor Bl ock 4
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|Top Attackers In |D|

‘ Target Address

A tacker

Signature

Gountry
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 11
66.249.79.41 |147.237.77.170|thited Sates  |mmarachot.idf.il |ET SCAN NVAP -sA (2) 4
66.249.67.79 [147.237.77.74 [Wited Sates  |lawidf.il ET SCAN NVAP -sA (2) 4
66.249.67. 122 [147.237.72.166 [Lhited Sates  |akaidf.il ET SCAN NVAP -sA (2) 2
66. 249. 67. 6 147.237.72.166|hited Sates  [akaidf.il ET SCAN NVAP -sA (2) 2
194. 63. 140. 74 |147. 237.77. 227 g;;;’} on e. hamaz. i df .i | ET SCAN Potential SSH Scan 2
194. 63. 140. 74 [147.237.77. 121 :Z;:I“i o e navy.idf.il ET SCAN Potential SSH Scan 2
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
_ . |ET SCAN Behavioral Uhusual Iy fast inbound Tel net Gonnecti ons,
114. 34. 33. 33 147.237.77.19 |Tai wan lawforumidf.il . 1
Potential Scan or Brute Force
194. 63.140. 74 |147.237. 76. 202 gzz;;'} on e.halag.idf.il ET SCAN Potential SSH Scan 1
89.248. 174. 117 |147.237.0.19  |Net herl ands nadi matal.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
194. 63. 140. 74 |147. 237.76. 197 gz:;;”i o ehimshid.il |ET SCAN Potential SSH Scan 1
194. 63. 140. 74 |147.237.76. 42 |RSSIan refuah.idf.il ET SCAN Potential SSH Scan 1
Feder at i on
194. 63. 140. 74 |147.237.76.34 gz:;;”i o yohalan.idf.il  |ET SCAN Potential SSH Scan 1
14.216. 219 37 1147 237 0.33 |oni na il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
T I ' Potential Scan or Brute Force
194. 63. 140. 74 |147.237.8. 46 gz:;;”i o e.chinuch.idf.il |ET SCAN Potential SSH Scan 1
194. 63. 140. 74 |147. 237. 77. 243 |¥SSI &0 nobi | e.idf.il ET SCAN Potential SSH Scan 1
Feder at i on
Russi an . ) .
194. 63. 140. 74 |147.237.8. 14 . e.orchot.idf.il ET SCAN Potential SSH Scan 1
Federati on
194. 63, 140.74 |147.237.0.34 |RSSIan tikshuv.idf.il ET SCAN Potential SSH Scan 1
Feder at i on
194. 63. 140. 74 |147.237.0.15 gz:;;”ion kosher-kravi .idf.i|ET SCAN Potential SSH Scan 1
194. 63. 140. 74 |147.237.77.19 :ZZ:;”W” lawforumidf.il |ET SCAN Potential SSH Scan 1
89.248.174. 117 |147.237.0.33  [Nether| ands idf.il ET SCAN Potential VNC Scan 5900- 5920 1
194. 63. 140. 74 |147. 237. 76. 199 g;;;’} on e.nakchal .idf.il |ET SCAN Potential SSH Scan 1
194. 63. 140. 74 |147. 237. 76. 148 :Z;:I“i o gacenter. aka. i df .i [IET SCAN Potential SSH Scan 1
194. 63. 140. 74 |147.237.76.38 g;;;’} on eemitav.idi.il |ET SCAN Potential SSH Scan 1
194. 63. 140. 74 |147.237.72. 14 :Z;:I“i o dover.idf.il(old) |ET SCAN Potential SSH Scan 1
194. 63. 140. 74 |147.237.8. 27 g;;;’}on e.madi matal .idf.i|ET SCAN Potential SSH Scan 1
194. 63, 140. 74 |147. 237. 77. 233 |¥SSI &0 atal.idf.il ET SCAN Potential SSH Scan 1
Federati on
194, 63. 140.74 |147.237.0.35 |SSIan akavs. i df i | ET SCAN Potential SSH Scan 1
Feder at i on
194. 63. 140. 74 |147. 237.77. 178 :Z;:I“i o e.mtpash.idf.il |ET SCAN Potential SSH Scan 1
104.63.140. 74 |147.237.0.33 |RSSian idf.il ET SCAN Potential SSH Scan 1
- 02, 140 neol T Feder at i on '
194. 63. 140. 74 |147.237.77.61 :Z;:I“i o e.cogat.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 250
1.254.6.66 Ok‘f)re& Republic 1147 237.77. 216 |dover.idf. i1 |drop Frst packet isn't SN drop 176
54.187.55.213 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 171
37.26. 149. 223 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 84
213.57.33.131 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 83
46. 19. 85. 238 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 75
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 66
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 56
66.249.60.42  |Uited Sares  |147.237. 7. 216 |dover. iar. i1 | SAMNg Engine: TP Invalid Invalid segnent retransmssion. drop 52
Ret r ansni ssi on Packet dr opped.
79.182.211.31 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 52
99. 240. 178. 184 |Canada 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 50
37.142. 207. 37 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 46
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 43
2.54.26.159 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 42
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 40
192.0.81.54 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 37
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 36
108.201.230.0 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 32
46. 19. 86. 95 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 32
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 30
66.249.60.34  |Uited Sares  [147. 237. 77, 216 |dover. iar i1 | 2" €M NG Engine: TCP Invalid invalid segrent retransnissi on drop 30
Ret r ansni ssi on Packet dr opped.
212.179.90. 106 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 28
66.249.60.26  |Uited Sares  |147.237. 7. 216 |dover. icr. i1 || CAMNg Engine: TP Invalid Invalid segnent retransmssion. drop 26
Ret r ansni ssi on Packet dr opped.
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 25
108.59.253.71 |lWhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 25
162.243.199.26 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 24
66. 249. 69. 34 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 24
157. 55. 39. 32 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 23
37.26.147.188 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 23
82.80. 25. 221 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 22
79.180. 168. 151 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 22
68. 151. 243. 252 |Canada 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 17
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop drop 17
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 17
207.46.13.177 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 16
5.255. 253 157 | Ussian 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 15
Federation
66. 249. 69. 26 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 15
66. 249. 69. 42 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 15
66.240.82.88  |Uited Sares  [147. 237 77. 216 |dover icr.i1 | S NG Engine: TCP Invalid Invalid segnent retransmssion drop 14
Ret r ansni ssi on Packet dr opped.
109. 200. 30. 154 [United Ki ngdom|147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 13
46. 19. 85. 136 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 13
107.77.70.117 |Uhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 13
207. 46. 13. 93 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 13
46. 19. 85. 33 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
54.244.22.103 |lhited Sates 147.237. 77. 176 |nat pash. i of .i | |dr op First packet isn't SYN drop 12
66. 249. 69. 42 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
198. 58.102. 158 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
66. 249. 69. 26 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 11
162.216.46.9  |Wited Sates  [147.237.72.156|aman.icf.il |Bad TCP sequence vs\?'r\]'droitvrsacnaslm'et wth dfferent moni tor |11
198.58.103. 114 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 11
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|Top Attackers In V\AF|

A tacker

Devi ce

country ‘Target Address |Site Sgnature Acti on ‘Count
109. 186. 62. 121 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut hori zed URL Access from 109. 186. 62. 121 B ock
109. 186. 62. 121 |l srael 147.237.72. 166 |aka. i df . i | PHP Attenpt B ock
m ny- kosher -kravi . i d i i
37.26.146.133 [Israel 147.237.0.17 my Paraneter Type Mol ation ReturnUl in B ock 2
f.oil mny-kosher-kravi . idf.il/tenpl ates/| ogi n. aspx
. . D stributed Unaut hori zed URL Access on
66.249.67.65 |Israel 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166 i n/ i yus/ gener al . aspx B ock 1
46.19.85.136 |[Israel 147.237.76.31 |nakchal .idf.il I11egal HTTP Version __at uvs=5639882ad1bca734000 B ock 1
: . . Uhaut hori zed URL Access to
199. 59. 148. 210 |Uhited Sates 147.237.77.216|dover. i df . i | v i f i /i p_storagel i1 es/ 1/ si 2e220x0/ 17471 | pg B ock 1
] . . Paraneter Type Mol ati on PageNumin
68.180.230.29 |lhited Sates 147.237.77. 176 |nat pash. i df . i | v cogat . i df i | / 2027- hel cogat . aspx B ock 1
. . Uhaut hori zed URL Access to
66. 249. 65. 112 |Israel 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ si p_storagel fi | es/ 1/ 3261 | pg B ock 1
66.249.69.32 |Israel 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to 147.237.77. 216/ robots. t xt B ock
46.19.85.136 |Israel 147.237.76.31 |nakchal .idf.il Mal formed URL _ atuvc=1 Bl ock
217. 69. 133. 221 iﬁiﬁi’}m 147.237.72. 166 |aka. i df . i | nknown Par ameter fb709480 in aka.idf.il/giyus/ None 1
. . . Paraneter Type Mol ati on PageNumin
68.180. 230. 167 |Lhited States  |147.237.76.31 [nakchal . i df .i | nakhal .i df i1/ 1117- hef nakhal . aspx Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 65. 118 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p st oragel {1 | es/ 8/ 2368. | pg B ock 1
. . Uhaut hori zed URL Access to
109. 186. 62. 121 |l srael 147.237.72. 166 |aka. i df . i | v aka. i of i |/ aj ax/ updat est at us. php B ock 1
. . . Uhaut hori zed URL Access to
66.249.69. 38 I'srael 147.237.77. 243|nobi | e. i df . i | nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1750 B ock 1
46.19.85.136 | srael 147.237.76.31 |nakchal .idf.il Wnknown HTTP Request Method px58ntjqymbSbakmiqds; in g 1
URL _ atuvc=l
84. 111. 100. 201 [ srael 147.237.72. 166 |aka. i df . i | llegal Byte Code Character in LR /main/kapatz//res B ock 1
our ces/ i mages/ i nner page/ goback. gi f
66.249. 67.6 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
40.77.167.88 |lnited Sates 147.237.76. 147 |chi nuch. aka. i df . i | Distributed thauthorized LR Access on Bl ock 1
waw. chi nuch. aka.idf.il/404. htm
193. 106. 206. 10 |I srael 147.237.77. 176 |mat pash. i df . i | Unaut hori zed LRL Access to wwu cogat . idf.il/894-en B ock 1
68.180. 228. 112 [Lhited Sates 147.237.77. 216 |dover . i df . i | Suspi ci ous Response Code Bl ock 1
) . . Uhaut hori zed URL Access to
54.210.135.24 |Wited Sates  [147.237.77.74 [lawidf.il vawc | aw i df i |/ 163- 6967- hel pat zar . aspx. Bl ock 1
109. 64.29.55 |Israel 147.237.76. 42 |refuah.idf.il Uhaut hori zed URL Access to 147. 237. 76. 42/ f avi con. i co B ock 1
. . Uhaut hori zed URL Access to
66.249.67.59 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
46.19.85.136 |[Israel 147.237.76.31 |nakchal .idf.il Abnormal |y Long Request net hod B ock 1
199. 30. 24. 228 |Wited Sates  |147.237. 76. 147 |chi nuch. aka. i df . i | Distributed thauthorized LR Access on B ock 1
waw. chi nuch. aka.idf.il/404. htm
68. 180. 229. 239 [Lhited Sates 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
66.249. 65.80 |Israel 147.237.76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to ww chi nuch. aka.idf.il/404. htm  |B ock
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