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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
66. 249. 67. 122 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 3402
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2619
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1013
54.187.55.213 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 645
66. 249. 67. 79 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 605
66. 249. 67. 6 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 414
66. 249. 67. 67 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 349
66. 249. 67. 13 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 35
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- M SG- Sl owl ori s- DOS- Var 1 dest - r eset 9
66.249. 79. 41 Lhited Sates 147.237.77.170 naar achot . i df .il TCP handshake viol ation, first packet not syn |drop 7

66. 249. 79. 43 Lhited Sates 147.237.77.170 naarachot . i df . il TCP handshake viol ation, first packet not syn |drop 6
101. 95. 129. 11 Chi na 147.237.76. 198 e.yohal an.idf.il Bl ock_UWp Al _Nets drop 2
108. 59. 253. 71 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2

66. 249. 69. 34 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2
91.228.167. 130 9 ovaki a 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
205. 203. 135. 1 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
220.111. 56. 160 Japan 147.237.76. 148 ggcenter.aka.idf.il|B ock Udp All _Nets drop 1
46.19. 141. 25 Snitzerl and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
180. 49. 109. 223 Japan 147.237. 76. 34 yohal an.idf.il Bl ock_UWp Al _Nets drop 1
71.6.216. 40 Lhited Sates 147.237. 76. 30 hi nush. i df . il B ock_Udp Al _Nets dr op 1

66. 249. 69. 42 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
183. 195. 151. 2 Chi na 147.237.76. 198 e.yohal an.idf.il B ock_Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site |Sgnature Devi ce Action |Oount

151. 80. 44. 115 Italy 147.237. 72. 166 aka.idf.il C1000106: HTTP. naj estic bot B ock 1
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|Top Attackers In |D|

A tacker .
Target Address ount ry Signature
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 10
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 5
66.249.79.43  |147.237.77.170|lhited Sates [mmarachot.idf.il |ET SCAN NVAP -sA (2) 2
119. 73. 228. 136 |147. 237. 77. 178 |S ngapore emtpash.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
89. 248. 160. 155 |147. 237.76. 42 |Net her| ands refuah.idf.il ET SCAN Potential SSH Scan 1
5.39.222.253 |147.237.76. 177 [Net her| ands ncore.idf.il ET SCAN Potential SSH Scan 1
_ _ . |ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
218. 161. 68. 246 [147.237.8.28 [Tai wan e.nobi | e-ks.idf.il ) 1
Potential Scan or Brute Force
, , . |ET SCAN Behavi oral Unhusual |y fast inbound Tel net Gonnecti ons,
183. 193. 22. 122 |147. 237. 76. 147 |Chi na chinuch. aka.idf.il . 1
Potential Scan or Brute Force
119.10. 8. 133 |147.237. 76. 176 |Chi na test.ncore.idf.il |ET SCAN Potential SSH Scan 1
5.39.222.253 |147.237.76. 202 |Net her| ands e halag.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘S’te ‘Signature
107.167.108. 178|Uhited Sates |147.237.77.216|dover.idf.i|dr op Frst packet isn't SN drop 389
73.179.56.235 |lhited States |147.237.77. 216 [dover.idf.i|dr op Frst packet isn't SN drop 191
149.78.154.69 |l srael 147.237.77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 154
91.228.167.130 [Sovakia 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 96
54.187.55.213 |lhited States |147.237.77. 216 [dover.idf.i|dr op Frst packet isn't SN drop 92
108.72.226.85 [lhited Sates |147.237.77.216 |dover.idf.i|dr op Frst packet isn't SYN drop 85
66.240.60.34  |uited Sates |147. 237,77, 216 |dover. icf.i || €M NG ENgine: TCP Inval id Invalid segnent retransmssion. Packet |, 66
Ret ransn ssi on dr opped.
79.182.211.31 |lsrael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 63
205.203.135.1 |Lhited States |147.237.77. 216 [dover.idf.i|dr op Frst packet isn't SN drop 52
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 50
66.249.60.26  |Uited Sates |147. 237,77, 216 |dover. icr. i[> | €A NG Engine: TCP Inval id Invalid segnent retransmssion. Packet |, 42
Ret r ansn ssi on dr opped.
68.97.113.152 |Wnited Sates [147.237.77.216|dover.idf.i|dr op Frst packet isn't SN drop 39
138.163. 160. 42 [lhited Sates |147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 34
66.249.60.42  |Uited Sates |147. 237,77, 216 |dover. icri |2 | €A NG ENgine: TCP Inval id Invalid segnent retransission. Packet |, 34
Ret r ansm ssi on dr opped.
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 31
212.199. 182. 150|l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 28
54.72.73.168 Irel and 147.237.77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 25
76.110.98.182 |lLhited States |147.237.77. 216 [dover.idf.i|dr op Frst packet isn't SN drop 24
68.180.228.112 |Lhited States |147.237.77. 216 [dover.idf.i|dr op First packet isn't SYN drop 23
41. 33. 231. 90 Egypt 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 22
68. 4. 93. 63 Lhited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 21
52. 16. 5. 197 Lhited Sates |[147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 19
2.52.161. 207 | srael 147.237.77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 17
184.32.13.142 |Uited Sates |147.237.77.216|dover.idf.i|dr op Frst packet isn't SN drop 16
67. 168. 45. 6 Lhited Sates |[147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 16
212.179.90. 106 |l srael 147.237.77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 15
91.228.167.109 [ ovakia 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 15
50.87.144.145 |Lhited States |147.237.77. 216 [dover.idf.i|dr op First packet isn't SYN drop 15
66. 249. 69. 26 | srael 147.237.77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 14
66. 249. 69. 42 | srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 14
122.56.102.94 [New Zeal and |147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 14
85. 250. 158. 44 |l srael 147.237.77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 13
108. 31.182. 147 |Uhited Sates |147.237.77.216|dover.idf.i|dr op Frst packet isn't SN drop 13
66. 249. 69. 34 Lhited Sates |[147.237.77.216 |dover.idf.i[dr op First packet isn't SYN drop 12
101.180. 99. 106 |Australia 147.237.77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 12
66.240.78.44  |uited Sates |147. 237,77, 238 |l ag.ich i |2 €A NG BNgine: TCP Inval id Invalid segnent retransmssion. Packet | 12
Ret ransm ssi on dr opped.
50.45.196.198 |Lhited States |147.237.77. 216 [dover.idf.i|dr op Frst packet isn't SYN drop 12
109. 66. 119.46 |l srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 12
198.58.103. 158 |[lhited Sates |147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 12
66. 249. 69. 26 Lhited Sates |[147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 11
108.59.253.71 |Uhited Sates |147.237.77.216|dover.idf.i|dr op Frst packet isn't SN drop 10
100. 100. 124. 215 147.237.72. 166 |aka.idf.il |dr op Frst packet isn't SN drop 10
201. 103. 192. 22 |Mexi co 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 10
66.249.78.51  |lWited Sates |147.237.77.234 |hal ag.idf .i Streaning Engi ne: TCP Invalid Invalid segnent retransmssion. Packet |, 10
Ret ransn ssi on dr opped.
108. 18.223. 140 |[thited Sates |147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 10
157. 55. 39. 32 Lhited Sates |[147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 10
41. 33. 231. 90 Egypt 147.237.77. 216 |dover. i df .i|dr op SAMrul e drop 9
41. 33. 232. 66 Egypt 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 9
66.249.93.196 |Lhited States |147.237.77. 216 [dover.idf.i|dr op Frst packet isn't SN drop 9
46. 19. 86. 156 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 9
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qountry |Target Address |Site dgnature Action ‘Count
68. 180. 229. 239 |lLhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. idf.il/main/giyus/ undefined/ Bl ock 2
198.20.69.74 |Wited Sates 147.237.76.42 |refuah.idf.il |Unauthorized URL Access to 147.237.76. 42/ B ock
. . . Paraneter Type M ol ati on PageNumin
68.180.230.29 [United Sates 147.237.77. 176 [nat pash. i df . i | v cogat . i df . | / 1038- ar/ cogat . aspx B ock 1
66. 249. 67. 60 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
162.216.46.9 [Lnited Sates 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/list20050529. htm B ock
66. 249. 74. 108 |l srael 147.237.77. 170 |maar achot . i df . i ||Unaut hori zed URL Access to 147.237.77.170/ pdf/files/ 1/ 112921. pdf |B ock
. . Unhaut hori zed URL Access to
66. 249. 65. 115 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel fi | es/ 1/ 3481 | pg Bl ock 1
. . . Paraneter Type M ol ati on PageNumin
68. 180. 230. 224 [Whited Sates 147.237.76.31 |nakchal .idf. il | o i i171073- hel nakhal . aspx B ock 1
. . Unhaut hori zed URL Access to
66.249.67.65 |[Israel 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p_st or age/ f | es/ 8/ 71098. doc Bl ock 1
23.21.144.29 |nited Sates 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/wp-admn/ B ock 1
162. 254. 149. 38 |Lhited Sates 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to refua.atal .idf.il/wordpress/wp-adnin/ B ock 1
68.180. 228. 112 |Lhited Sates 147.237.77. 216 |dover . i df . i | D stributed Suspicious Response Code B ock 1
66.249. 65. 118 |Israel 147.237.76.42 |refuah.idf.il Ml tipl e Unaut hori zed URL Access from 66. 249. 65. 118 B ock 1
104. 33.97.119 |lhited Sates 147.237.77.233|atal .idf.il Enai|l collector robots 14 B ock 1
- - Unhaut hori zed URL Access to
66.249.67.71 |[Israel 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p st orage/ {1 es/ 6/ 70246. pf B ock 1
37.140. 188. 112 gg;:ﬂ on 147.237.72. 166 |aka. i df . i | Unknown Pararet er Docl D in wwwe aka. i df . il/giyus/ at uda/ None 1
176.13.2.206 |Israel 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
68. 180. 228. 112 |Lhited Sates 147.237.77.216|dover. i df . il Paraneter Type Mol ation PageNumin ww i df.il/1779- he/ dover. aspx B ock 1
66.249.67.13 |[Israel 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
104.33.97.119 |wnited Sates 147.237.77.233|atal .idf.il eMi | Hoar di ng B ock 1
66. 249. 69. 40 | srael 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to 147.237.77. 216/ scri pt resour ce. axd B ock 1
. . Unaut hori zed URL Access to
45.35.71.181 147.237.77. 176 [mat pash. i df . i | v cogat . i df i 1/ shar ed/ user cont rol s/ header upper / Bl ock 1
191. 252. 44. 242 |Brazi 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua.atal.idf.il/bl og/ wo-admn/ B ock 1
66.249.67.13  |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to v aka.idf.il/val tam B ock 1
157.55. 39. 117 |lhited Sates 147.237.76.31 |nakchal .idf.il [Wauthorized LR Access to 147.237.76.31/robots. txt B ock 1
66.249.74.104 |Israel 147.237.77. 170 [maar achot . i df . i [|Uhaut hori zed URL Access to 147.237.77.170/ pdf /fil es/ 1/ 112221, pdf |B ock 1
64.210.232.73 |lhited Sates 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal .idf.il/test/wp-adnin/ B ock 1
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