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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
66. 249. 67. 79 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |[drop 3937
203.104. 11. 76 Australia 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3189
203.104.11. 77 Australia 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2879
66. 249. 67. 202 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 2462
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2295
203.104. 11. 25 Australia 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 2285
66. 249. 67. 73 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |[drop 1568
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1324
66. 249. 67. 67 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 850
66. 249. 79. 43 Lhited Sates 147.237.77. 170 naar achot . i df . il | TGP handshake viol ation, first packet not syn |drop 367
66. 249. 67. 210 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 321
66. 249. 79. 45 Lhited Sates 147.237.77.170 naar achot . i df . i1 | TGP handshake vi ol ation, first packet not syn |drop 222
66. 249. 67. 13 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |[drop 214
167. 114. 156. 198 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 131
66. 249. 67. 194 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 116
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- M SG- Sl owl ori s- DC5- Var 1 dest - r eset 12
66. 249. 69. 42 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 11
66. 249. 69. 34 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5

66. 249. 67. 248 Lhited Sates 147.237.77. 233 atal.idf.il TCP handshake viol ation, first packet not syn |[drop 4

62. 219. 254, 22 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets dr op 3

66. 249. 79. 80 Lhited Sates 147.237.77. 170 naar achot . i df . il | TGP handshake vi ol ation, first packet not syn |drop 2

70. 133. 149. 130 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
157. 55. 39. 32 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1

66. 249. 79. 41 Lhited Sates 147.237.77.170 naar achot . i df . i1 | TGP handshake viol ation, first packet not syn |drop 1
41.33. 231. 90 Egypt 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 1
188. 138. 9. 50 Ger many 147.237.76. 34 yohal an.idf.il [B ock Udp All Nets dr op 1
108. 59. 253. 71 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
193. 242. 218. 6 Sntzerl and 147.237. 76. 86 navy.idf.il Bl ock Up Al Nets drop 1
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 1
204. 42. 253. 2 Lhited Sates 147.237. 76. 42 refuah.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Sgnature Devi ce Action |Oount ‘
5.9.111.70 Ger many 147.237.77. 216 |dover.idf.il CL000106: HTTP. maj estic bot B ock 1
177.153.16. 116 |Brazil 147.237.77.170 |maarachot.idf.il |25 HITP. access to administrator/index. php -> Quarantine B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count|
41.33.231.90 147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 7
195. 34.150. 18  [147. 237.77. 216 [Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
66.249. 79. 41 147.237.77.170 |lnited Sates naarachot.idf.il |ET SCAN NVAP -sA (2) 2
119. 10. 8. 133 147. 237.76. 201 |China eatal.idf.il ET SCAN Potential SSH Scan 1
119. 10. 8. 133 147.237.76. 44 |China erefuah.idf.il [ET SCAN Potential SSH Scan 1
79.138.70.153 |147.237.0. 34 Sweden tikshuv.idf.il ET SCAN Potential SSH Scan 1
68. 65. 121. 91 147. 237.77. 227 ehanaz.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
188.138. 9. 51 147.237.76.176 |Ger many test.ncore.idf.il |[ET SCAN NMAP -sS wi ndow 1024 1
187.192. 19. 201 |147.237. 8. 46 Mexi co e.chinuch.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
119. 10. 8. 133 147.237.76. 198 |[Chi na e.yohalan.idf.il |ET SCAN Potential SSH Scan 1
119. 10. 8. 133 147.237.0.35 Chi na akavs. i of . i | ET SCAN Potential SSH Scan 1
79.138.70.153  |147.237.0.19 Sweden nadi matal .idf.il |ET SCAN Potential SSH Scan 1
188.138. 9. 51 147. 237.76. 196 |Ger many esvivaidf.il |ET SCAN Rapi d POP3 Gonnections - Possible Brute Force Attack 1
188.138. 9. 51 147.237.76.31 |Ger many nakcha .idf.il  |ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
5.29.79. 89 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 2166
167. 114. 156. 198|Canada 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 468
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 304
203.104.11.77 |Australia 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 146
203.104.11.76 |Australia 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 140
203.104.11.25 |Australia 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 137
79.182.211. 31 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 54
72.200.208.46 |Lhited States |147.237.77.216 |dover.idf.il |drop Frst packet isn't SN drop 53
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 48
70.133.149. 130 |Wited Sates [147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 47
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 47
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 45
172. 56. 5. 252 Lhited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 45
54.244.22.103 |hited States |147.237.0.34 |[tikshuv.idf.i|dr op Frst packet isn't SN drop 44
109.163.234.2 |Ronani a 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 42
52.16.5.197 Lhited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 40
212.199. 182. 150]I srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 39
198. 84. 196. 246 |Canada 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 38
54.244.22.103 |lhited Sates |147.237.72.166|aka.idf.il dr op First packet isn't SN drop 37
68.180.228. 112 |lhited States |147.237.77.216 |dover.idf.il |drop Frst packet isn't SN drop 36
66.249.60.34  |Uited Sates |147. 237, 77. 216 |dover.icr.i1 [ €M NG Engine: TP Invalid nvalid segnent retransmssion. drop 36
Ret r ansni ssi on Packet dr opped.
17.142.152.72 |Uited Sates |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 28
24.91.137.251 |hited States |147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 27
212.179.90. 106 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 25
50.87.144.145 |Wited Sates [147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 25
109. 200. 30. 154 LKTi;;éjom 147.237.77. 216 |dover.idf.il |[drop First packet isn't SN drop 24
162.200.77.18 |hited Sates |147.237.77.216|dover.idf.il [drop First packet isn't SN drop 22
108.59.253. 71 [thited Sates |147.237.77.216|dover.idf.il |drop Frst packet isn't SN drop 22
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 21
207. 46. 13. 38 Lhited Sates |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 20
207.46.13.177 |Lhited States |147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 16
66. 249. 69. 26 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 16
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 16
5.9.111. 70 Ger many 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 14
17.142.152.110 |thited Sates |147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 14
17. 142. 152. 85 Lhited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 14
66.249.60.26  |uited Sates |147.237. 77, 216 |doveriof.i1 |2} €M NG BNgine: TCP Inval i d nval i d segnent retransmssi on. drop 14
Ret r ansm ssi on Packet dr opped.
178.38.77.193 |Swtzerland 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 13
162.243.199.26 |[Uhited Sates |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 13
65. 157. 96. 99 Lhited Sates |[147.237.77.216|dover.idf.il |dr op First packet isn't SYN drop 13
41.130.201.7 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 13
157.55.39.236 |Uhited Sates |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 13
198.58.103. 102 |[thited Sates |147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 12
113.37.89. 186 |Japan 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
198.58.103. 114 |[thited Sates |147.237.77.216|dover.idf.il |drop First packet isn't SN drop 12
208.115.113.89 |Lhited States |147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
157. 55. 39. 32 Lhited Sates |[147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 12
107.170.63.50 |lhited Sates |147.237.77.216|dover.idf.il |drop First packet isn't SN drop 12
176.9.25.72 Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
66.240.60. 42 |Uited Sates |147. 237, 77. 216 |dover.icr.i1 |2 €M NG Engine: TP Invalid Invalid segrent retransmssion. drop 12

Ret ransm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
79.181.50. 74 | srael 147.237.77.243|nobi | e. i df . i | Mil tiple Unaut hori zed URL Access from 79. 181. 50. 74 B ock 7
. . . Unaut hori zed URL Access to
79. 181. 50. 74 I srael 147.237.77.243|nobi | e. i df . i | nobi l e, i o . i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1152 B ock 4
54.244.22.103 |whited Sates |147.237.76.147|chi nuch. aka.idf.il Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 3

. . Unaut hori zed URL Access to
66.249. 69. 42 | sr ael 147.237.77. 216 dover . i df . i vy i df . i | /i df/ consol e/ sear ch_r esour ces. aspx Bl ock !
. . D stributed Uhaut hori zed URL Access on
66. 249. 67. 59 | srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
177.153.16. 116 |Brazil 147.237.77. 170 |n@ar achot . i df . i | Lhaut hori zed URL Access to maarachot. i df.il/wp-1ogin. php B ock 1
: . . Unaut hori zed URL Access to
68.180.228.175 |lhited Sates |147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9182- he/ r ef uah. aspx Bl ock 1
. . D stributed Uhaut hori zed URL Access on
66.249.67.250 |Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
. . Unaut hori zed URL Access to
167. 114. 156. 198|Canada 147.237.77.216|dover . i df .i | wiw i df i |/ shar ed user cont r ol s/ header upper / Bl ock 1
. . Unaut hori zed URL Access to
66.249. 74.104  |Israel 147.237.77. 170 [maar achot . i df . i | 147. 237, 7. 170/ peff /11 es/ 3/ 109973, pef B ock 1
66. 249. 67. 60 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1399- he/ at al . aspx Bl ock 1
Unaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77. 216 |dover.i df .i | wwwy. i df . i 1/1362-17477-hel kkkkkkk=6e8675d0kkkkkkk_6e8675d |B ock 1
0
. ny- kosher - kravi . i df _
74.82.47.3 Lhited Sates |147.237.0.16 0 Unaut hori zed URL Access to 147.237.0. 16/ B ock 1
66. 249. 69. 26 I srael 147.237.77.216|dover.idf .i | Unaut hori zed URL Access to vww i df.il/atal 1/izkor/ vi ew text.asp Bl ock 1
46. 19. 86. 95 I srael 147.237.77.216|dover .i df . i | O stributed Suspicious Response Qode Bl ock 1
174.129.228. 67 |Uited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
66.249.74.106 |[Israel 147.237.77. 170 [maar achot . i df . i | Ml tipl e Unaut horized URL Access from 66. 249. 74. 106 Bl ock 1
. . D stributed Uhaut hori zed URL Access on
66. 249. 67. 65 | srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
184. 105. 247. 196|thited Sates [147.237.76.39 |nobile. neitav.idf.il |Uhauthorized URL Access to 147.237.76. 39/ B ock 1
. . D stributed Unhaut hori zed URL Access on
66. 249. 69. 34 | srael 147.237.77.216|dover.i df . i | vow i df i 1/ at al 1/ zkor / vi ew i . asp B ock 1
; ; URL is Above Root Drectory
176.31.191. 26 France 147.237.77. 216 dover . i df . i vwwv i df.il/../shared/clientscripts/jquery/jquery-1.4.2.nmn.js Bl ock !
. . Unaut hori zed URL Access to
66.249. 74.108 |l srael 147.237.77. 170 |maar achot . i df . i | 147.237. 77, 1700 pef /11 es/ 2/ 112332, pdf B ock 1
66.249.67.209 |[Israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to nakhal .idf.il/page. asp B ock 1
192. 228. 148. 212 |Mil aysi a 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to /tnunbl ock. cgi Bl ock 1
66. 249. 69. 42 I srael 147.237.77.216|dover.idf .i | Unaut hori zed URL Access to wwwidf.il/atal 1/izkor/vi ew i ng. asp Bl ock 1
. . Unaut hori zed URL Access to
66.249. 65. 115 |l srael 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ si p_st or agel fi | es/ O/ 3350. | pg B ock 1
177.153. 16. 116 |Brazil 147.237.77. 170 [maar achot . i df . i | PHP At t enpt Bl ock 1
68.180.228. 112 |Wited Sates [147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 1
66.249.67.234 [Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to 147.237.72.166/ robot s. t xt Bl ock 1
: . . Unaut hori zed URL Access to
208.115.113.88 |lhited Sates |147.237.76.86 [navy.idf.il navy. i df . i 1/ gi yus/ f or und asp/ showf or um asp Bl ock 1
82.118.237.101 |Rulgaria 147. 237.76. 147 |chi nuch. aka. i df . i | Lhaut hori zed URL Access to 147.237. 76. 147/ B ock 1
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