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|Top Attackers | n DDoS- Def ence |

Attacker
Address

Attacker Country

Target

Address

‘Site

‘Signature

66. 249. 67. 67 Lited Sates 147.237.77.74 lawidf.il :;]; handshake violation, first packet mot |, 4167
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 2442
167. 114. 156. 16 Canada 147. 237. 77. 216 dover.idf.il HTTP- PCST- Segnent ed- DoS dest -reset 2067
66. 249. 69. 26 Lhited Sates 147.237.77. 216 dover.idf.il I;Jr? handshake violation, first packet mot . ) 629
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 392
68. 96. 59. 120 Wited Sates 147.237.77.216  |dover.idf.il ;?; handshake violation, first packet mot |, 164
66. 249, 67. 122 Lited Sates 147. 237. 72. 166 akaidf.il :;]; handshake violation, first packet mot |, 147
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il ;c/]; handshake vi ol ation, first packet not drop 29
66. 249. 67. 210 Lited Sates 147.237.77.74 lawidf.il :;]; handshake violation, first packet mot |, 25
50. 141. 109. 34 Lhited Sates 147.237.77. 216 dover.idf.il ;c/]; handshake vi ol ation, first packet not drop 18
178.38. 77. 193 St zer| and 147.237.77. 216 dover.idf.il :;]; handshake violation, first packet mot |, 8
81.218. 235. 10 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop

109. 102. 148. 28 Ronani a 147.237.77. 216 dover.i df il Z;]: handshake violation, first packet mot . 7
85.113. 118. 1 g";'cis;i'gc'ja” Territory, 147.237.77.216  |dover.idf.il SN Hood full table drop 5

62. 219. 254. 22 | srael 147.237. 72. 166 akaidf.il B ock Udp Al Nets dr op 3

62. 219. 254. 22 | srael 147.237.72. 167 ishurimaka.idf.i|B ock Udp All Nets drop 3
222.186. 56. 42 Chi na 147.237.76. 197 e hinush.idf.il |JLM Under Attack Con_Tcp drop 2

85. 25. 103. 50 CGer many 147.237. 76. 44 e.refuah.idf.il |Block Wdp All _Nets drop 1
204. 42. 253. 2 Lhited Sates 147.237. 76. 30 hi nush. i df . i | B ock_Udp Al _Nets drop 1
71.6.167. 142 Lhited Sates 147.237.76. 31 nakchal .idf.il B ock Wp Al Nets drop 1
172.98. 67. 23 147.237.77. 216 dover.i df il Z;]: handshake violation, first packet mot . 1

85. 25. 103. 50 CGer many 147.237.76. 197 e hinush.idf.il |Block Wdp All _Nets drop 1

66. 249. 67. 250 Wited Sates 147.237.72.166  |aka idf.il I;]; handshake violation, first packet mot |, 1
52.16.5. 197 Lhited Sates 147.237.77. 216 dover.idf.il I;Jr? handshake violation, first packet mot . ) 1
204. 42. 253. 2 Lhited Sates 147.237.76. 31 nakchal .idf.il B ock_Udp Al _Nets drop 1
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP-M SC- Sl owl ori s- DO5- Var 1 dest - reset 1
71.6.186.90 Lhited Sates 147.237. 76. 200 eitan.aka.idf.il |Block Udp All Nets drop 1

60. 48. 250. 166 Ml aysi a 147.237.76. 197 e.hinush.idf.il |Bock Udlp Al Nets drop 1
188. 138. 1. 218 CGer many 147.237. 76. 34 yohal an.idf.il B ock_ Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Device Action |Oount |

217.12. 204. 163 Wkrai ne 147.237.77.216  |dover.idf.i| [Cl000108: HITP. Trying to | ocate existing FO<editor ock 1
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|Top Attackers In ID|

‘Target Address ‘Attacker Qountry

Ste

‘Signature

41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il [Tehila - Perl LW wth fake user agent

195. 34. 150. 18 [147. 237. 77. 216 |Austria dover.idf.il [Tehila - Perl LW with fake user agent

66.249.67.79 |147.237.77.74 |Wited Sates lawidf.il |ET SCAN NVAP -sA (2)

188.19 5. 177|147 237 76,30 |RUSSian hivmsh i df i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
Federation Potential Scan or Brute Force

68.65.121.91 [147.237.76. 202 e.halag.idf.i|ET SCAN NVAP -sS w ndow 1024
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|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address |Ste Signature
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 255
54.187.55.213 |lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 76
91.228.127. 198 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 68
79.182.211. 31 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 65
212.199. 182. 150]I srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 51
109. 102. 148. 28 |Ronani a 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 50
52.16.5.197 Lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 48
184.194. 246. 168|Lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 43
54.72.73.168 Irel and 147.237.77. 216 |dover.idf .il drop First packet isn't SYN drop 40
68. 96.59. 120 Lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 39
46. 19. 85. 59 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 39
212.179.90. 106 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 36
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 36
50. 87.144. 145 |lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 29
100. 100. 29. 24 147.237.77. 216 |dover.idf .il drop First packet isn't SYN drop 26
65. 157. 96. 99 Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 22
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 22
149. 20. 63. 13 Lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 21
66.249.69.34  [Uited Sates [147.237.77.216|dover.idf.il Streamng Engine: TP Invalid invalid segnent retransmission drop 20
Ret r ansm ssi on Packet dr opped.
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 20
37.26.149.178 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 18
213.151. 35.218 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 15
66. 249. 69. 26 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
84.108. 104. 109 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 13
41.33.231. 90 Egypt 147.237.77. 216 |dover i df .i | drop SAMrul e drop 13
149. 78. 54. 89 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
178.38.77.193 |Swtzerland 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
66.249.69.26  |Uited Sates |147.237.77. 216 |dover.idf.il Streaning Bngine: TCP Invalid  invalid segnent retransnission dr op 12
Ret r ansni ssi on Packet dr opped.
109. 160. 217. 4 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
66.249.69.42  |nited Sates |147.237.77. 216 |dover. idf.il Streamng Engine: TCP Invalid invalid segnent retransmissi on. drop 12
Ret r ansni ssi on Packet dr opped.
68.180.228. 112 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 12
46.121.70.140 |israel 147, 237.76. 200 |eitan aka. i .1 | SAM NG Engine: TP Invalid finvalid segnent retransnissi on dr op 12
Ret r ansni ssi on Packet dr opped.
83. 250. 115. 140 |Sweden 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 11
172. 56. 26. 96 Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 11
70.208.75.231 |lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 11
157. 55. 39. 32 Lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 11
54.244.22.103 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 10
66. 249. 69. 42 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 10
207.46.13.177 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 10
207.174.206. 37 |Lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 10
66. 249. 69. 34 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 9
219.74.38.206 |9 ngapore 147.237.77. 216 |dover.idf .il drop First packet isn't SYN drop 9
157.55.39.236 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 9
131.253.25.180 |[Lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 9
219.74.38.145 |9 ngapore 147.237.77. 216 |dover.idf .il drop First packet isn't SYN drop 8
109. 200. 30. 154 LKJ?ir:;gom 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
149. 88. 185. 178 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
203. 127. 96. 248 |9 ngapore 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
64. 41. 200. 102 Lhited Sates |[147.237.76. 147 |chi nuch. aka. i df.il|dr op SAMrul e drop
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
193. 201.225. 11 |lkrai ne 147.237.77. 170 [maarachot . i df . il |[Miltiple Unauthorized URL Access from193.201.225. 11 B ock 15
193. 201. 225. 11 |krai ne 147.237.77. 170 |n@arachot . i df . i | [Mil tiple Adnin B ocking from 193. 201. 225. 11 B ock
193.201. 225. 11 |Wkraine 147.237.77. 170 [maarachot . i df . 1| [PHP Attenpt B ock
109. 65. 53. 95 | srael 147.237.77.243|nobi | e. i df . i | Mil tiple Unaut hori zed URL Access from 109. 65. 53. 95 Bl ock
. . . Unaut hori zed URL Access to
109. 65. 53. 95 I srael 147.237.77.243|nobi | e. i df . i | nobi l e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 B ock 3
193.201. 225. 11 |krai ne 147.237.77. 170 |maar achot . i df . i |  |Adnin B ocki ng B ock 1
] . . Paraneter Type M ol ati on PageNumin
68.180.230.29 |lhited Sates |147.237.77.176|mat pash.idf.il v cogat . i df . i 1/ 2027- hel cogat . asp Bl ock 1
66.249.67.122 [Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock
207. 46.13.77 Lhited Sates |147.237.72.166|aka.idf.il D stributed Suspici ous Response Code_Qust om Tenpor ary Bl ock
. . Unaut hori zed URL Access to
178.255. 215. 87 |France 147.237.77. 216 [dover . i df . i | www. i df . i |/ newsi t ef hebr ew kkkkkkk=d812141dkkkkkkk ds12141d |2 °K !
66. 249. 69. 34 I srael 147.237.77.216|dover . i df . il D stributed Suspici ous Response Qode B ock
66. 249. 67. 13 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock
. . D stributed Uhaut hori zed URL Access on
66.249. 67.234 |lIsrael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai n/ gi yus/ gener al . aspx Bl ock 1
207. 46.13.77 Lhited Sates |(147.237.72.166|aka.idf.il Lhknown Par aneter pageNumin ww aka. i df.il/patzar/klali/default.asp |[None 1
192. 151. 154. 130|lhited Sates |147.237.77.216|dover.idf .il DO stributed Suspici ous Response Qode B ock 1
66. 249. 74. 106 | srael 147.237.77. 170 [maar achot . i df . i | Unaut hori zed URL Access to 147.237.77. 170/ pdf/fil es/ 9/ 112999. pdf |Bl ock 1
. . D stributed Uhaut hori zed URL Access on
66. 249. 67. 65 I srael 147.237.72. 166 [aka. i df . i | 147. 237, 72. 166/ nai n/ gi yus/ gener al . aspx B ock 1
. . D stributed Uhaut hori zed URL Access on
66.249. 67.242 |lIsrael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai n/ gi yus/ gener al . aspx Bl ock 1
} . . . Unaut hori zed URL Access to
208.115.113.82 [lnited Sates [147.237.0.34 |tikshuv.idf.il vy ti kshuv. i df . |/ shar ed/ user cont r ol s/ header upper / B ock 1
192. 228. 148. 212 |Mil aysi a 147.237.0.15 |kosher-kravi . i df . i|Unaut hori zed URL Access to /tmunbl ock. cgi B ock
66. 249. 74. 108 | srael 147.237.77. 170 |maar achot . i df . i | Unaut hori zed URL Access to 147.237.77. 170/ pdf/fil es/ 5/ 105495. pdf |B ock
. . O stributed Uhaut hori zed URL Access on
66. 249. 67. 71 I srael 147.237.72. 166 [aka. i df . i | 147. 237, 72. 166/ nai n/ gi yus/ gener al . aspx B ock 1
157.55.39. 173 |Uhited Sates |147.237.77.233|atal .idf.il D stributed Uhaut hori zed URL Access on 147.237. 77. 233/ robot s. t xt B ock
66.249.67.250 |[lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ B ock
. . Unaut hori zed URL Access to
66.249.65. 112 [Israel 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ si p_ st orage/ 11 es/ 8/ si e100x0/ 2978. ] pg B ock 1
192. 228. 148. 212 |Mil aysi a 147.237.0.19 |[madimatal .idf.il |Uhauthorized URL Access to /tnunbl ock. cgi B ock
66.249.79.100 |[lIsrael 147.237.0.34 |tikshuv.idf.il Lhaut hori zed UR. Access to tikshuv.idf.il/nain/giyus/general . aspx B ock
. . Paraneter Type Mol ation InfoCenterltemin
66. 249. 67. 79 I srael 147.237.77.74 [lawidf.il v | aw i o |/t enpl at es/ getfi | ef getfi | e. aspx Bl ock 1
193. 201.225. 11 |lkrai ne 147.237.77. 170 [maar achot . i df . i |  |Whauthorized URL Access to naarachot. i df.il/wp-1ogin. php B ock 1
178. 255. 215. 87 |France 147.237.77.216|dover.i df . il Mil ti pl e Unauthori zed URL Access from 178. 255, 215. 87 B ock 1
66. 249. 69. 15 I srael 147.237.72. 156 [aman. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/ B ock 1
66.249.65. 118 | srael 147.237.76. 42 |refuah.idf.il tnauthori zed URL Access to B ock 1

147.237.76. 42/ si p_storage/ fil es/ 9/ 2349. | pg
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