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|Top Attackers | n DDoS- Def ence |

Attacker
Address

Attacker Country

Address

Signature

‘Target

167. 114. 156. 16 Canada 147.237.77.216  |dover.idf.il ;?s handshake viol ation, first packet not |, ) 15233
66. 249. 69. 26 Wited Sates 147.237.77.216  |dover.idf.il ;C/]; handshake viol ation, first packet not |, 12473
66. 249. 79. 45 ited Sates 147.237.77.170  |mmarachot.idf.il ;?s handshake viol ation, first packet not |, ) 10427
66. 249. 67. 79 Lhited Sates 147.237.77. 74 lawidf.il l;]; handshake violation, first packet not |, 7364
66. 249. 69. 34 Wited Sates 147.237.77.216  |dover.idf.il ;?s handshake viol ation, first packet not |, ) 6382
66. 249. 67. 73 Lhited Sates 147.237.77. 74 lawidf.il l;]; handshake viol ation, first packet not |, 5025
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2599
216.218.147.199  |Uited Sates 147.237.77.176  |natpash.idf.il l;]; handshake viol ation, first packet not |, ., 2021
66. 249. 67. 235 Wited Sates 147.237.77.176  |natpash.idf.il Z;J; handshake viol ation, first packet not |, 1936
66. 249. 69. 42 Wited Sates 147.237.77.216  |dover.idf.il l;]; handshake viol ation, first packet not |, ) 1852
66. 249. 67. 13 Wited Sates 147.237.72.166  |aka idf.il l;j; handshake viol ation, first packet not |, 1539
66. 249. 79. 41 Wited Sates 147.237.77.170  |maarachot. i df il l;]; handshake viol ation, first packet not |, ) 879
220.181.108.159  |China 147.237.77.216  |dover.idf.il Z;J; handshake viol ation, first packet not |, 625
66. 249. 67. 210 Wited Sates 147.237.77. 74 lawi of il l;]; handshake viol ation, first packet not |, ) 549
66. 249. 67. 67 Lhited Sates 147. 237.77. 74 lawidf.il Z;j; handshake viol ation, first packet not |, 493
68. 180. 228. 112 Wited Sates 147.237.77.216  |dover.idf.il l;]; handshake viol ation, first packet not |, ., 466
66. 249. 67. 219 Lhited Sates 147.237.77.176  |matpash.idf.il Z;j; handshake viol ation, first packet not |, 277
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HITP-M SC- Sl owl ori s- DOS- Var 1 dest - r eset 102
70. 162. 109. 69 Wited Sates 147.237.77.216  |dover.idf.il I;]; handshake viol ation, first packet not |, 60
0.0.0.0 147.237.77.216 __ |dover.idf.il SNFood full table drop 59
98. 217. 154. 182 Wited Sates 147.237.77.216  |dover.idf.il ;?s handshake viol ation, first packet not |, ) 52
94.26. 112, 134 Rl gari a 147.237.77.216  |dover.idf.il ;C/]; handshake violation, first packet not |, 32
149. 78. 211. 197 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
82.145.217. 161 Eur ope 147.237.76. 86 navy.idf.il ock_Ip Vb _In drop 24
213.57.223. 192 | srael 147.237.77.216 dover.idf.il SWNHood full table drop 21
66. 249. 69. 50 Wited Sates 147.237.77.226  |wuw chamat z. aka. i df .1 ;C/]; handshake violation, first packet not |, 19
149. 78. 73. 139 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 19
41.33.232. 66 Egypt 147.237.77.216  |dover.idf.il l;]; handshake viol ation, first packet not |, . 16
37.26.146. 174 I srael 147.237.77.216  |dover.idf.il Z;j; handshake viol ation, first packet not |, 11
216. 218. 147. 195 __ |United Sates 147.237.77.216 _ |dover.idf.il SINFood full table drop 9
37.142.128. 136 | srael 147.237.77.216 dover.idf.il SWNHood full table drop 8
185. 24. 207. 13 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
192. 168. 10. 104 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 7

75. 155. 185. 97 Canada 147.237.77. 216 dover.idf.il SN Hood full table drop 6
109. 65. 215. 92 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6

66. 249. 67. 194 Wited Sates 147.237.77. 74 lawi of il l;]; handshake viol ation, first packet not |, ) 5
2.54.15.124 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 4

85. 65. 132. 210 | srael 147.237.77. 216 dover.idf.il SN Hood full table drop 4

62. 219. 254. 22 | srael 147.237.72. 167 ishurimaka idf.il Bl ock_Ulp Al _Nets drop 3

62. 219. 254. 22 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 3

70. 198. 38. 205 Lhited Sates 147.237.77.216 dover.idf.il SWNHood full table drop 2

66. 249. 79. 43 Wited Sates 147.237.77.170  |naarachot.idf.il ;C/]; handshake violation, first packet not |, 2
176. 12. 142. 254 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
216. 174. 146. 2 Canada 147.237.72.166  |aka idf.il l;]; handshake viol ation, first packet not |, ) 2
82.205. 11. 152 (F;ajcis;i':('ja” ferritory, 147.237.77.216  |dover.idf.il SINFood full table drop 2

46. 4.94. 226 Ger many 147.237.77.216  |dover.idf.il l;]; handshake viol ation, first packet not |, . 2
216. 174. 146. 2 Canada 147.237.77.216  |dover.idf.il Z;j; handshake viol ation, first packet not |, 2
79.182. 181. 236 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
187. 180. 14. 37 Bazil 147.237.77.216  |dover.idf.il I;]; handshake violation, first packet not |, 2

5. 228. 186. 244 Russi an Federati on 147.237.72.166  |akaidf.il ;C/s handshake viol ation, first packet not |, . 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnai ure Devi ce Action |Oount
62.219. 154. 115 | srael 147.237.76.31  |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 7
198. 20. 69. 74 Lhited Sates 147.237.8.24 e lifestyle idf.il|13840: TLS (penSSL Heartbeat Packet Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry |Signature

41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 6
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
5.29.213. 81 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
193. 105. 134. 220 147. 237.76. 147 Sweden chi nuch. aka.i df . i1 ET SCAN NMAP -sS wi ndow 1024 1
115. 72. 103. 148 147. 237.76. 201 Mi et nam e.ata.idf.il ET SCAN Potential SSH Scan 1
115. 72. 103. 148 147.237.76. 176 Mi et nam test.ncore.idf.il ET SCAN Potential SSH Scan 1
115. 72. 103. 148 147.237.76.31 Mi et nam nakchal . i df il ET SCAN Potential SSH Scan 1
115. 72. 103. 148 147.237.0.35 Mi et nam akave. i df il ET SCAN Potential SSH Scan 1
104. 128. 144. 131 147.237.0. 33 Canada idf.il ET SCAN NMVAP -sS wi ndow 3072 1
188.138. 9. 51 147.237.77. 212 Ger many e. dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
115. 72. 103. 148 147. 237.76. 196 Mi et nam e.svivaidf.il ET SCAN Potential SSH Scan 1
115. 72. 103. 148 147. 237. 76. 86 M et nam navy.idf.il ET SCAN Potential SSH Scan 1
115. 72. 103. 148 147. 237. 0. 200 Mi et nam mu.idf il ET SCAN Potential SSH Scan 1
115. 72. 103. 148 147.237.0.15 Mi et nam kosher-kravi .i df .i | ET SCAN Potential SSH Scan 1
46.121. 156. 188 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Si gnature
41. 109. 49. 86 Ageria 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8527
216.218.147.199|lhited S ates 147.237.77. 176 |nat pash. i df .i | drop Frst packet isn't SYN drop 252
70.162.109.69 |Wnited Sates 147.237.77. 216 |dover. i df . Streaning Engine: TCP Invalid invalid segnent retransmission drop 72
Ret r ansni ssi on Packet dr opped.
2.54.30.216 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 57
216.218.147. 195|lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 25
41.33.231.90 Egypt 147. 237. 77. 216 |dover.i of .i | drop drop 23
187.180. 14. 37 Brazil 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 22
70.199.83.219 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 22
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 21
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 21
54.224.21.23 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 21
176. 106. 227. 64 |1 srael 147. 237. 77. 216 |dover. i df . i | Streamng Engi ne: TCP | nvalid |invalid segnent retransnission drop 18
Ret r ansni ssi on Packet dr opped.
77.127.24.25 | srael 147.237.72. 166 |aka. i df . il drop Frst packet isn't SYN drop 18
5.255. 253. 157  |Russi an Federation 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
66.249.83. 158 |Wnited Sates 147.237.77. 216 |dover. i df . Streaning Engi ne: TCP Invalid invalid segnent retransnission. drop 18
Ret r ansm ssi on Packet dr opped.
70.162.109.69 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
79.181.65.113 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
100. 100. 57. 239 147.237.72. 166 |aka.idf. il dr op First packet isn't SN drop 17
2.54.16. 149 I srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid |invalid segnent retransmssi on. drop 15
Ret r ansni ssi on Packet dr opped.
66.249.78.44  [Uited Qates 147.237.77. 234 |hal ag.i of .| Streaning Engine: TOP Invalid finvalid segrent retramsmssion. | oo 14
Ret r ansm ssi on Packet dr opped.
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
37.26. 148. 152 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 13
66.249.69.26  |Uited Sates 147. 237.77. 216 |dover . i df .i | Streaning Engine: TCP Invalid |invalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
70.198.38.205 |Lhited States 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d sequence nunber noni tor |12
80.246.133.31 | srael 147.237.77. 216 |dover. i i1 | €M NG Engine: TGP Invalid invalid segrent retramsmssion. | o 12
Ret r ansm ssi on Packet dr opped.
87.68.60.222 |israel 147.237.72. 166 |aka.i df . Streaning Engi ne: TCP Invalid invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dr opped.
37.142.128.136 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
176. 106. 46. 21 ga:lcis;ii:;a” Territory.\1 47, 237.77. 216 |dover. i df . i dr op First packet isn't SN dr op 12
66.249.69.42  |Uited Qates 147. 237. 77. 216 |dover. i of .| Streaning Engine: TCP Invalid |invalid segnent retransmssion. |, 12
Ret r ansm ssi on Packet dr opped.
109. 200. 30. 154 |United Ki ngdom 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
70.198.38.205 |lLited Sates 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber nmoni t or 12
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 10
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
75.155.185. 97 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 9
99.104.138.53 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 9
216.218. 147. 196|lhited S ates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
216.218. 147. 196|Lhited Sates 147.237.77. 176 |nat pash. i df . i | dr op First packet isn't SN drop 8
66. 249. 69. 34 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8
77.127.252.60 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
216.218. 147. 195|Lhited Sates 147.237.77. 176 |nat pash. i df . i dr op First packet isn't SN drop 8
85. 250. 241. 162 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8
198.58.103. 114 |lLhited Sates 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 7
85.138.50.190 [Portugal 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
46.19. 85. 34 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber monitor |7
52. 16. 5. 197 Lhited Sates 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 6
206.196.184.24 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
46.19.86.34  [Israel 147.237.72. 167 |ishurimaka i df.i|Bad TCP sequence ﬂﬁrﬁﬁgﬁégth moni tor |6
79.176.227.115 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
109. 67. 25. 146 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
149. 88. 143. 163 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 149. 88. 143. 163 B ock 12
82.81. 25. 167 I srael 147.237.72. 156 |aman. i df . i | PHP At t enpt B ock
82. 81. 25. 167 I srael 147.237.72. 156 [aman. i df . i | Unaut hori zed URL Access to www anan. i df . i|/aj ax/ updat est at us. php B ock
m ny- kosher - kr avi ) _
176.13. 17. 28 | srael 147.237.0. 17 Pdf il Mitiple Il1egal Paraneter Encoding from176.13.17.28 None 3
87. 68. 69. 222 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 3
82. 81. 25. 167 I srael 147.237.72. 166 [aka. i df . i | Ml tiple Unauthorized URL Access from 82.81.25. 167 B ock 3
212.76.117.202 |[lsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 3
46.19. 86. 126 I srael 147.237.77.243|nobi l e.i df . i | Ml tipl e Unauthorized URL Access from 46. 19. 86. 126 B ock 2
66. 249. 69. 42 I srael 147.237.77.216|dover . i df . i D stributed Suspicious Response Qode B ock 2
82.81. 25. 167 I srael 147.237.72. 166 |aka. i df . i | PHP Att enpt B ock 2
193. 201. 224. 32 |krai ne 147.237.77.216|dover.idf .l Ml ti pl e Unaut horized URL Access from 193.201. 224. 32 B ock 2
66. 249. 69. 42 I srael 147.237.77. 216 |dover.i df .l Ml tiple Unauthorized URL Access from 66.249. 69. 42 B ock 2
Il1legal Byte Code Character in URL dAt[[#27]]" APxEAVAE® A x§
. . [[#1]1 %! u[ [ #16] ] hAGE 62zA; ! [ [ #4] ] A x25A2As[ [ #23] ] AzAuxzxT[#31] ] &€
24.202.239.218 |Canada  |147.237.76.86 |navy.idf.il | ATnA. xoA 2] [ #14]] [ [ #8] ] A8l [ KAl « BV quEA: AS- qoEtx Bock |1
pn6AYf [ #28] ] Asv<va
82. 81. 25. 167 | srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to www aka. i df.il/aj ax/ updat est at us. php B ock 1
68. 180. 228. 112 g‘;ttees 147.237.77.216|dover.i df . il Paraneter Type M ol ati on PageNumin waw i df.il/1384- he/ dover. aspx Bl ock 1
66. 249. 67. 65 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ smal i mi showbi g. aspx  [B ock 1
193. 201. 224. 32 |krai ne 147.237.77.216|dover.idf.il Unhaut hori zed URL Access to v idf.il/editor/ editor/ B ock
141.212.122. 144 ;h;:ee: 147.237.76.30 |hi nush.idf.il Unaut hori zed URL Access to 147.237. 76. 30/ Bl ock 1
37.59.29.19 France 147.237.77.216|dover. i df .i |l D stributed Suspici ous Response Code B ock 1
2.52.32.226 I srael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77. 234/ i mages/ shar ed/ bul | et 1. gi f B ock 1
66. 249. 69. 48 I srael 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to 147.237.77. 216/ 1133- 19708- he/ dover . aspx |B ock 1
66.249.65.118 |lIsrael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ si p_storage/ fil es/0/2330.jpg |[B ock 1
Mal formed URL dAS[[#27]]" AxEAVAE® OTA x3[ [ #1]] x! u[ [ #16] ] hAE
24.202.239. 218 |Canada 147.237.76.86 |navy.idf.il i 6zA 1 [ [#4]] A" x+£5A?A;[ [ #23] ] AzAuxzxT [ #31] ] A€ A™x’A- xs B ock 1
A z[ [ #14] ][ #8] ] A—a€ [ knl « AVKY gx£A- AS- qcETx'pn6AYj [ #28] | Asv<va
. . Paraneter Read Qhly Molation in
85. 65.152. 221 |l srael 147.237.72. 166 |aka. i df . i | vw aka i dff i |/ mai v sachar/ f or got passwor d. aspx None 1
Lhi ted . . . Unaut hori zed URL Access to
69.171.230.97 Sates 147.237.0.34  [tikshuv.idf.il 147.237.0. 34/ si p_st orage/ fi | es/ 1/ si ze220x0/ 1751. j pg Bl ock !
208. 115. 111. 73 ;h;:ee: 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code B ock 1
66. 249. 67. 71 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
2.54. 44,131 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1135- he/ at al . aspx B ock 1
66. 249. 75. 15 I srael 147.237.72. 156 [aman. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/ B ock 1
66.249.67.13  [Israel 147.237.72. 166 |aka. i df . i | thknoun Paranet er 4d9c6f40 i n None  [1
waw aka. i df . il /gi yus/forund asp/ showf or um asp
176. 106. 227. 64 |l srael 147.237.77. 216 |dover. i df .i | Unaut hori zed URL Access to wwidf.il/894-he B ock 1
NULL Character in Method A[[#0]][[#0]][[#0]]!| AREAPUAEARI} r A—
24.202.239.218 [Canada 147.237.76.86 |navy.idf.il A A« A2 Aa+[ [ #0] ] A- A¥4qAVA—A™[ [ #28] ][ [ #15] ] AsA?A. AYA,A'A?; A— |B ock 1
A»A A A~
Lhi ted . . . Unaut hori zed URL Access to
69.171.230. 114 Sates 147.237.0.34  [tikshuv.idf.il 147.237.0. 34/ si p_st orage/ fi | es/ 4/ si ze220x0/ 1744. j pg Bl ock !
208. 115. 113. 84 Lsh'mt:: 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to waw | aw i df.il/tenpl at es/ honepage/ B ock 1
66.249.67.196 |[Israel 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77.74/ Bl ock 1
157. 55. 39. 236 ;ﬂ;ttee: 147.237.77.216|dover.idf . il Lhaut hori zed URL Access to waw i df.il/newsite/english/links. asp B ock 1
46. 19. 86. 126 I srael 147.237.77.243|nobi l e.i df . i | Uhaut hori zed LR. Access to nobil e.idf.il/sachar/index B ock 1
24.202.239.218 [Canada 147.237.76.86 |navy.idf.il Abnormal |y Long Request et hod B ock 1
66.249.83.130 I srael 147.237.72.166 |aka. i df . i | llegal Byte Qode Character in URL /mainkapatz//res Bock |1
our ces/ i nages/ i nner page/ goback. gi f
66. 249. 67. 46 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1423- he/ at al . aspx B ock 1
185, 25. 151. 159 |Pol and 147.237.72.167|i shurimaka.idf.i| |Wauthorized URL Access to testp4. pospr.waw pl /test proxy. php B ock 1
109. 67.190. 31  |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to v aka. idf.il/https:/wan aka.idf.il/ B ock 1
Unknown HTTP Request Method A[[#0]][[#0]][[#0]]!1 AAEA?UAEA
&I} Ar A—A A«[ A2 Ba+[ [ #0] ] A- A¥AqAVA—A™][ [ #28] | [ [ #15] ] AsA?A- AYAGA’
. . A2, A—PAKAAA in URL dAS[[#27]] " AxEAvAE° OTA %3
24.202.239.218 |Canada  [147.237.76.86 |navy.idf.il [[#1]] ! U[ [ #16]] hAGEi 62A; 1 [ [ #4]] A" x£5A2AG] [ #23] | AzAuxac] [ #31]] 4€ Bl ock 1
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