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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 5496
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCG- Tool - Swi t chbl adG dest - r eset 2787
66. 249. 67. 79 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 1670
52.16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1194
167. 220. 196. 128 Uni ted Ki ngdom 147.237.0. 34 tikshuv.idf.il |TGP handshake viol ation, first packet not syn |drop 1142
66. 249. 67. 67 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |[drop 989
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 917
41. 42. 147. 82 Egypt 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 885
66. 249. 67. 13 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 824
132.162.117. 239 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 601
0.0.0.0 147.237.77.216 dover.idf.il SYNHood full table drop 534
66. 249. 79. 43 Lhited Sates 147.237.77.170 naar achot . i df . i1 | TGP handshake vi ol ation, first packet not syn |drop 516
66. 249. 79. 45 Lhited Sates 147.237.77.170 naar achot . i df . il | TGP handshake viol ation, first packet not syn |drop 490
66. 249. 79. 41 Lhited Sates 147.237.77. 170 naar achot . i df . il | TP handshake viol ation, first packet not syn |drop 411
66. 249. 69. 42 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 316
66. 249. 67. 73 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |[drop 183
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 157
67.68. 24. 94 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 150
146. 185. 56. 162 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 32
79. 180. 168. 47 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 30
66. 249. 83. 158 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 22
185. 24. 207. 16 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 19
2.54.129. 32 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 17
23.242.215. 155 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table drop 17
46. 117. 242. 238 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
5.29.71.133 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 15
80. 246. 137. 253 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
79.177.201. 90 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 11
93. 47. 249. 99 Italy 147.237.77. 216 dover.idf.il SYNHood full table drop 10
5.22.129.212 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
84.229.132. 151 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
104. 162. 163. 237 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table dr op 10
47.16. 81. 243 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 9
37.142. 236. 249 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 8
212.179.21. 194 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 8
37.142.128. 154 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
2.54.178.227 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 7

85. 130. 209. 137 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 7
2.54.148. 35 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6

93. 172. 183. 208 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 6
176. 12. 148. 253 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 6

46. 31. 103. 60 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 6

95. 86. 127. 113 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
81.218. 141. 87 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 5

62. 90. 203. 34 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5

79. 181. 207. 250 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
132.162. 117. 239 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table drop 5
213. 151. 37. 96 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
176.13.7. 15 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
31.168. 218. 33 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 4
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Oount
202.134.8.135 Bangl adesh 147.237.77.216 |dover.idf.il| |ClL000108: HITP. Trying to | ocate existing FQKeditor B ock 6
5.29. 147. 113 I srael 147. 237.76. 42 refuah.idf.il |ClL000004: HTTP. options nethod (M crosoft) B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

|signature

66. 249. 83. 254 147.237.77. 233 Lhited Sates atal.idf.il ET SCAN NVAP -sA (2) 5
41.33.231.90 147.237.77. 216 Egypt dover.idf.il Tehila - Perl LW with fake user agent 3
167. 114. 156. 16 147.237.77. 216 Canada dover.idf il portscan: TCP DO stributed Portscan 2
66.249. 79. 43 147.237.77. 170 Lhited Sates n@ar achot . i df . i | ET SCAN NVAP -sA (2) 2
37.26.149. 241 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
188.138.9.51 147. 237.77. 234 Ger many hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
113.59. 33. 61 147. 237. 76. 86 Chi na navy. i df.il ET SCAN NVAP -sS w ndow 1024 1
109. 66. 200. 201 147.237.72. 166 I srael aka idf.il portscan: TCP O stributed Portscan 1
54.72.0.55 147.237.77. 216 Irel and dover.idf.il portscan: TCP DO stributed Portscan 1
46. 19. 85. 243 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
37.142.64.91 147.237.72. 166 I srael aka idf.il portscan: TCP O stributed Portscan 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW wth fake user agent 1
188.138.9.51 147.237.0. 16 Ger many ny- kosher-kravi .idf.il ET SCAN NVAP -sS wi ndow 1024 1
132. 162. 117. 239 147.237.77. 216 Lhited Sates dover.idf.il portscan: TCP O stributed Portscan 1
112. 216. 109. 98 147.237.72. 167 Korea, Republic of i shuri maka.idf.il ET SCAN Potential SSH Scan 1
95. 156. 251. 10 147. 237.77. 176 Ger many nat pash. i df i | ET SCAN NVAP -sS w ndow 1024 1
46.118. 155. 220 147.237.77. 216 krai ne dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

‘Attacker Country ‘Target Address ‘S’te ‘Signature
46. 120. 196. 230 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 1652
212.179.21. 194 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 1302
2.52.184. 140 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 313
2.54.35.198 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 147
47.16.81.243 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 138
2.52.156. 134 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 109
149. 78. 154. 69 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 102
37.26.149.241 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 92
46. 19. 86. 137 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 68
46. 19. 85. 202 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 67
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 64
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 59
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 58
37.26.148.186 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 56
46. 19. 85. 139 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 51
31.154.173.53 |lsrael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 49
207.46.13.31 |Uhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 49
66.249.83.171 |lnited Sates 147.237.77. 234 |hal ag.i of . Streaming Engine: TCP Invalid finvalid segnent retransmssi on, drop 48
Ret r ansni ssi on Packet dr opped.
66.249. 83. 161 |[lLhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 47
80. 178.157. 40 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 46
87.69. 248. 210 |[lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 45
212. 14. 228. 122 zlcisgiie”(ija” Territory. {147, 237. 77. 176 |nat pash. i o . i1 |dr op First packet isn't SWN drop 39
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 39
2.54.128.104 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 37
23.242.215. 155 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 37
50. 87. 144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 36
100. 100. 17. 169 147.237.72.166 |aka.idf . il dr op Frst packet isn't SN drop 35
100. 100. 6. 67 147.237.72. 166 |aka.i df .il drop Frst packet isn't SN drop 34
84.94.91. 119 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 32
109. 160. 141. 94 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 31
109. 67. 165. 127 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 30
46. 19. 86. 102 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 30
149. 88. 224. 77 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 29
66.249.69.42 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 29
109. 200. 30. 154 |Uni ted Ki ngdom 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 29
146. 185. 56. 162 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 28
176.13.6.139 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 27
46. 19. 86. 132 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 27
77.125.84.205 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 27
93.47.249.99 |ltay 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 25
46. 19. 85. 117 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 25
62.57.73.244 Spai n 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 25
5.29.5.124 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 25
37.142.128. 154 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 25
85. 64. 89. 28 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 24
37.142.64.95 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 24
46. 19. 85. 30 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 24
46. 19. 85. 218 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 24
176. 12. 148. 253 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 24
2.54.7.199 I srael 147. 237, 76. 200 [ei tan aka. i of.{ | €M NG Engine: TCP Invalid - finvalid segnent retransmissi on drop 24
Ret r ansni ssi on Packet dr opped.
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Acti on ‘Count
185.32.179. 112 |Israel 147.237.77.243|nobi | e. i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login B ock 9
213.57.170.195 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock
213.57.170. 195 | srael 147.237.72. 166 |aka. i df . i | m;(sﬂtjﬁ iﬁ’}?&%pﬁ?;ﬁlﬁfﬁﬁz on B ock 5
213.57.170. 195 |Israel 147.237.72. 166 |aka. i df . i | D stributed Whaut hori zed URL Access on wa aka. i df.il/ufi/reaction/ B ock
84. 95. 48. 97 I srael 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt B ock
84.95.48.97  [israel 147. 237.72. 166 |aka. i df . i | bstr buted i?’,ﬁ;‘jﬂpﬁi‘t’eﬁﬁfﬁﬁz on Bl ock 4
84.95. 48. 97 | srael 147.237.72. 166 |aka. i df . i | D stributed Lhaut hori zed URL Access on ww aka. i df.il/ufi/reaction/ B ock 4
DOstributed Paraneter Read Qhly Mol ation
79.178.178. 149 |lsrael 147.237.72. 166 |aka. i df . i | vy aka. i df . i1/ mai n/ gi yus/ mi yun/ m yunpr ocessquest i onnai r e. aspx None 4
par anet er
79.177.205.43 |israel 147.237.72. 166 |aka. i df . i | J?Wa;‘:;elr w???/ﬂﬁ/!a?hzi/?’;giigr ot onwi 22 reqi st e aspx None 3
66. 249. 65. 53 | srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to www chi nuch. aka.idf.il/404. htm B ock
176.13.22. 144 |Israel 147.237.77.243|nobi l e. i df . i | Distributed Whaut hori zed URL Access on nobil e.idf.il/sachar/i ndex B ock
37.26.147.199 | srael 147. 237.72. 166 |aka. i df . i | V%;J ;L;‘:td?qiwi;.t :/O;ii;l?s Method for Known LRL on B ock 2
79.182.206. 46 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
2.54.39.55 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
79.182.124.135 |[lIsrael 147.237.72. 156 [anan. i df . i | PHP Attenpt Bl ock 2
79.182.124.135 [Israel 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to vww aman. i df . i |/ aj ax/ updat est at us. php B ock 2
31.154.91.114 [israel 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt B ock 1
93.173.29.3 I 'srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to waw refua. atal .idf.il/aj ax/ updatestatus. php |B ock 1
66.249. 67.234 |Israel 147.237.72. 166 |aka. i df . i | ﬂ?”tzggr ;g?feéf‘mﬁfgis;ugfgi Jus/ gener al . aspx Bl ock 1
213.151. 32. 163 |l srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 1
84.228.164.80 |Israel 147.237.72. 166 |aka. i df . i | m;(gﬂt defd. iﬁj}?a%pzﬁeﬁﬁgﬁ; on Bl ock 1
46. 19. 85. 195 I srael 147.237.77. 216 |dover . i df . i | D stributed Unhknown HTTP Request Met hod B ock 1
79.182.181. 161 |Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Uhaut hori zed URL Access from 79.182. 181. 161 B ock 1
68.180.228.175 [lLnited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 9692- he/ r ef uah. aspx  |Bl ock 1
31.154.92.223 |lIsrael 147.237.72. 166 |aka. i df . i | D stributed Lhaut hori zed URL Access on w aka. i df.il/ufi/reaction/ B ock 1
109. 186. 156. 95 |l srael 147. 237.72. 166 |aka. i df . i | @;\f ;li(;l:td?’i H’ﬁt“tts;r;ﬁaf:i sfcﬁﬁsls on B ock 1
2.52.152. 77 I srael 147.237.76. 42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ t ext . css B ock 1
87.69.87.158  |israel 147. 237.72. 166 |aka. i df . i | V%;J ;L;‘:td?qiwi;.t :loéii ;fsd/ Method for Known LRL on B ock 1
66.249. 65. 118 [Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ 1. he/ 960. css B ock 1
46.229.164.98 |nited Sates [147.237.0.34 |tikshuv.idf.il m”ttlhgrfve? dﬁ‘l fgﬁ:fesd/tlj’sercomrol of header Upper Bl ock 1
37.142.103.176 |[Israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to nakhal .idf.il/sip_storage/files/2/1682.doc"  |Bl ock 1
149.88.85.50  |Israel 147. 237.72. 166 |aka. i df . i | \'fm;f;]'(s”fjfd iﬁ’}?&‘;’{jpﬁi‘:eﬁﬁgfﬁﬁz on Bl ock 1
79.179.137. 105 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
31.154.91.114 |israel 147.237.72. 166 |aka. i df . i | m;:ﬂt ;’fd_ iﬁ’}?ﬁiﬁﬂpﬁﬁ;ﬁlﬁfsﬁz on Bl ock 1
109.64.172.57  |israel 147.237.72. 166 |aka. i df . i | mn;k":i gf'rﬁr;er:m?;/ S—acv'ha'f\/’\gﬂe Es'f'f:g)'?TED in None 1
66. 249. 69. 34 I srael 147.237.77. 216 |dover.idf .il Uhaut hori zed URL Access to wwwi i df . il/894-en/idf gdover. aspx B ock 1
66. 249. 65. 55 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ si p_storage/ fi | es/ 8/ 2418.j pg |B ock 1
217.194. 199. 151l srael 147.237.72. 156 [anan. i df . i | SSL Lhtraceabl e Gonnection - Unknown SSL Sessi on None 1
84.228.164.80 |[lIsrael 147.237.72. 166 |aka. i df . i | D stributed Lhaut hori zed LRL Access on wa aka. i df.il/ufi/reaction/ B ock 1
79.182.181. 161 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to wan aka.idf.il/sip storagel/files/8/ B ock 1
I11egal HITP \ersion
46.19.85.195  |[Israel 147.237.77. 216 |dover . i df . i | _pk_i d. 20. 8af c=e6403868357c7af f . 1423772643, 5. 1446563829. 1446563 |B ock 1
829.; pk ses. 20. 8af c=*
176. 106. 227. 186 I srael 147.237.72. 166 |aka. i df . i | m ;}i;‘;td‘:f’iw;“:gg;ﬁaf:i gfcﬁﬁsls on Bl ock 1
68.180. 230. 167 |lLhited Sates [147.237.76.31 |nakchal .idf.il Par aneter Type M ol ati on PageNumin nakhal .idf.il/1111-he/ nakhal . aspx  |Bl ock 1
141.212. 121. 208|lnited Sates [147.237.0.34 |ti kshuv.idf.il D stributed Wauthorized URL Access on 147.237. 0. 34/ Bl ock 1
2.54.10.70 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
87.69.245.180 |Israel 147. 237.72. 166 |aka. i df . i | V'?ﬂ;;;;:‘:td‘:f’iw;”ttgg}ﬁaf:i foess on Bl ock 1
66. 249. 67. 41 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1
66. 249. 65. 34 I srael 147.237.76. 42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ si p_storage/ i | es/ 6/ 2616. j pg |Bl ock 1
40.77. 167. 98 Lhited Sates [147.237.76. 147 |chi nuch. aka. i df . i|D stributed Wnhauthorized URL Access on v chi nuch. aka.idf.il/404. htm [B ock 1
149. 88. 85. 50 I srael 147.237.72. 166 |aka. i df . i | D stributed Lhaut hori zed URL Access on ww aka. i df.il/ufi/reaction/ B ock 1
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