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11-03-2015-16:04:00 to 11-03-2015-17:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
66. 249. 79. 41 Lhited Sates 147.237.77.170 naar achot . i df . il | TGP handshake viol ation, first packet not syn |drop 3247
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCG- Tool - Swi t chbl adG dest - r eset 2543
66. 249. 67. 13 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 1683
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 299
5. 28. 154. 52 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 134
81. 218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 109
212.179.21.194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 51
79.183. 125. 205 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 36
213.151. 40. 2 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 32
46. 120. 138. 151 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 30
84. 109. 107. 66 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
2.54.131. 57 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 24
79.180. 130. 114 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
37.26. 147. 132 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 20
213.57. 224. 240 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 19
87.69. 79. 94 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 14
77.127.160. 209 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 13
2.52.185.178 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
77.127.201. 14 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
87.69. 109. 28 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 11
46.19. 85. 5 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
109. 66. 174. 51 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
77.125. 86.43 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
2.54.131. 57 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 6
77.127.201. 14 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 6
2.54.154. 175 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 5
79.177.138.9 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
93.173. 46. 75 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
81.218. 169. 249 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
79.179.177. 186 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
46.19. 85. 5 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
37.26. 147. 243 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 4
84.94. 103. 47 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
2.52.153. 150 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
37.26. 147. 132 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 4
212.179. 23. 24 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
185. 32. 179. 224 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
176.13.1. 68 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 3
87. 68. 166. 136 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
46. 19. 86. 223 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
46. 19. 85. 56 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
2.52.63.195 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 3
46.19. 85. 213 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
149. 78. 25. 174 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 3
176. 13. 10. 91 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
46. 19. 85. 65 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 3
37.26. 149. 225 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 3
132. 72. 15. 202 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
2.52.63.195 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
91.143.227. 173 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 2




11-03-2015-16:04:00 to 11-03-2015-17:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Oount
148.177.1.218 Lhited Sates 147.237.72. 166 aka.idf.il CL000004: HTTP. options nethod (M crosoft) B ock 4
212.25.79. 205 I srael 147.237.77. 216 dover.idf.il |Cl000004: HTTP. options nethod (M crosoft) Bl ock 2




11-03-2015-16:04:00 to 11-03-2015-17:04:00

|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 2
46.19.85.8 147.237.77. 216 I srael dover.idf.il ET SCAN NVAP -sA (2) 1
5.102. 254. 202 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
212.76. 100. 230 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
176.12. 147. 179 147.237.72. 166 I srael aka idf.il portscan: TCP Distributed Portscan 1
109. 67. 61. 145 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
104. 128. 144. 131 147.237.77.61 Canada e.cogat.idf.il ET SCAN NVAP -f -sS 1
79.179. 11. 47 147.237.72. 166 I srael aka idf.il portscan: TCP Distributed Portscan 1
46. 19. 86. 51 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
46.19. 85. 142 147.237.77. 216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
2.54. 63. 184 147.237.72. 166 I srael aka idf.il portscan: TCP Distributed Portscan 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
167. 114. 156. 16 147.237.77. 216 Canada dover . idf.il portscan: TCP D stributed Portscan 1
104. 128. 144. 131 147.237.77.61 Canada e.cogat.idf.il |ET SCAN NVAP -sS wi ndow 2048 1
80. 246. 133. 153 147.237.77. 216 I srael dover . idf il portscan: TCP D stributed Portscan 1
46.120. 138. 151 147.237.77. 216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
46. 19. 86. 36 147.237.72. 166 I srael aka idf.il portscan: TCP Distributed Portscan 1




11-03-2015-16:04:00 to 11-03-2015-17:04:00

|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
146. 185. 58. 66 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 1301
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 1052
176.13.9. 213 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 113
131. 137. 245. 206 |Canada 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 110
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 101
173.48.65.136 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 99
109. 66. 7. 52 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 90
168. 63. 200. 167 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 61
Sreanming Engine: TGP Invalid i i ssi
46. 19. 86. 84 I'sr ael 147.237.72. 167 |i shuri maka. i of . i 9 =g Invalid segrent retransmssion. | 60
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i ssi
46.19.86.235  |israel 147.237.72. 167 | shuri maka. i df . i 9 =g Invalid segnent retransmssion. g . 60
Ret r ansni ssi on Packet dr opped.
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 59
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 58
93. 40. 235. 72 Italy 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 57
213.151.53.59 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 53
2.54.154. 62 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 52
84.228.239.221 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 51
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 49
Sreaning Engine: TGP Invalid i i ssi
46.19.86.142  [Israel 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. |, 48
Ret r ansmi ssi on Packet dr opped.
5.28.154. 52 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 47
85.130. 201. 121 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 47
207.46.13. 31 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 46
157.56. 2. 61 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 44
79.182.202. 169 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 43
160. 62. 4. 100 Sni t zer| and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 42
62.209.9. 14 Bahrai n 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 42
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 40
79.179.177. 186 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 40
79.138.133.72 |Sweden 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 40
84.109. 107.66 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 39
41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf .i | drop First packet isn't SW drop 37
192.117.179. 97 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 37
Sreaning Engine: TGP Invalid i i ssi
46.19.86.224  |israel 147.237.77. 243 |nobi l e i df . i1 9 =g Invalid segnent retransmssion. | 36
Ret r ansni ssi on Packet dr opped.
41. 33.232. 66 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 33
176.12.148.18 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 33
77.127.201. 14 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 32
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 31
23.27.248.98 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 30
82. 166. 22. 50 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 29
Sreaming Engine: TGP Invalid i i ssi
66.249.83. 168 |Lnited Sates 147.237.77. 234 |nal ag. i o . i 9 =9 Invalid segnent retransmssion. |, ., 28
Ret r ansni ssi on Packet dr opped.
37.26.146.149 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 28
109. 67. 165. 127 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 28
100. 100.54. 71 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 27
46.19.85.5 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 25
192.114.91. 214 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 25
79.183.125. 205 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 25
Sreaning Engine: TGP Invalid i i ssi
95.86.115.228 | srael 147.237.76. 200 |ei tan. aka. i of . 9 =g Invalid segnent retransmssion. g ., 24
Ret r ansni ssi on Packet dr opped.
100. 100. 39. 79 147.237.72. 166 |aka.i df .il drop Frst packet isn't SYN drop 24
185. 37. 12. 200 ga:lcisgi':éa” Termitoryly 47, 237. 77. 176 [ratpash. idf.il  |dr op First packet isn't SN drop 23
213.57.183. 64 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 21
212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 21
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|Top Attackers In V\AF|

At acker

Devi ce

ountry Target Address |Site Sgnature Acti on ‘Count
66. 249. 83. 218 |[lIsrael 147.237.76.200(ei tan. aka. i df . il Dstributed Too Mainy of the Sane Response Code (404) B ock 18
87.69.87.158 |Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 87.69. 87. 158 B ock 13
212.179.21. 194 |I srael 147.237.76.200(ei tan. aka. i df . il Dstributed Too Many of the Sane Response Code (404) B ock 12
95. 86. 115. 228 |l srael 147.237.76.200(ei tan. aka. i df . il Dstributed Too Mainy of the Sane Response Code (404) B ock 12
66. 249. 83.210 |Israel 147.237.76.200|ei tan. aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 11
138. 134. 102. 16 I srael 147.237.76.86 |navy.idf.il Ml ti pl e Uhaut horized LRL Access from 138.134. 102. 16 B ock 10
66. 249. 83. 214 |lIsrael 147.237.76.200(ei tan. aka. i df . il Dstributed Too Mainy of the Sane Response Code (404) B ock 10
213.57.157.76 |lsrael 147.237.72. 166 |aka. i df . i | Ostributed PHP Attenpt B ock 8
. . D stributed Uhaut hori zed URL Access on
213.57.157. 76 |lsrael 147.237.72. 166 |aka. i df . i | wiw aka. i of . i 1/ aj ax/ updat est at us. php Bl ock 8
213.57.157.76 |lsrael 147.237.72. 166 |aka. i df . i | D stributed Whaut hori zed LRL Access on waw aka. i df.il/ufi/reaction/ B ock 7
. . D stributed Uhaut hori zed URL Access on
84.228.164.80 |[lsrael 147.237.72. 166 |aka. i df . i | wiw aka. i of i 1/ aj ax/ updat est at us. php Bl ock 6
66.102.9.79 Lhited Sates|147.237.76.200eitan. aka.idf.il Distributed Too Many of the Same Response Code (404) B ock 6
31.154.91. 114 |Israel 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 6
84.228.164.80 |lsrael 147.237.72. 166 |aka. i df . i | D stributed Whaut hori zed LRL Access on ww aka. i df.il/ufi/reaction/ B ock 6
66.102. 9. 89 Lhited Sates|147.237.76.200|eitan. aka.idf.il Distributed Too Many of the Same Response Code (404) B ock 6
. . D stributed Uhauthori zed URL Access on
31.154.91. 114 |[Israel 147.237.72. 166 |aka. i df . i | wiw aka. i o . i 1/ aj ax/ updat est at us. php B ock 6
31.154.91.114 |Israel 147.237.72. 166 |aka. i df . i | D stributed Whaut hori zed LRL Access on ww aka. i df.il/ufi/reaction/ B ock
84.228.164.80 |lIsrael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt Bl ock
176. 12. 144. 129 |I srael 147.237.77.243|nobi l e. i df . i | Unaut hori zed LRL Access to nobile.idf.il/sachar/index B ock
87.69.87.158 |Israel 147.237. 72. 166 |aka. i df . i | Ostributed Lhauthori zed Method for Known LR on Bock |4
wwy aka. i df . i |/ nai n/ gi yus/
212.179.21.194 |l srael 147.237.0.19 |[nadimatal .idf.il Mil ti pl e Uhaut hori zed URL Access from 212.179. 21. 194 B ock 4
. . . Unaut hori zed URL Access to
46.19.85.102 |[lIsrael 147.237.77. 243 |nmobi | e. i df . i | nobi | e, i o i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1465 Bl ock 4
81.218. 251. 251 |l srael 147.237.77. 170 |maar achot . i df . i | Mil tipl e Lhaut hori zed URL Access from 81.218. 251. 251 B ock
66.102.9. 71 Lhited Sates|147.237.76.200|ei tan. aka.idf.il Dstributed Too Many of the Sane Response Code (404) B ock
80. 246. 140. 37 | srael 147.237.72. 166 |aka. i df . i | Distributed hauthorized Mthod for Known LRL on B ock 2
wwy aka. i df . i |/ nai n/ gi yus/
85.65.224.80 |[lsrael 147.237.72. 166 |aka. i df . i | Ostributed PHP Attenpt B ock 2
. . D stributed Uhaut hori zed URL Access on
85.65.224.80 |lIsrael 147.237.72. 166 |aka. i df . i | wiw aka. i of . i 1/ aj ax/ updat est at us. php Bl ock 2
85.65.224.80 |lsrael 147.237.72.166|aka. i df . i | O stributed Whaut hori zed LRL Access on waw aka. i df.il/ufi/reaction/ B ock 2
207.232.27.5 |Israel 147.237.72. 166 |aka. i df . i | ;"e"séi' g:)e Untraceabl e S3. Sessions from207.232.27.5 (Lhknown S {0 1
66.249.65.75 |lsrael 147.237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
46.117.247.51 |Israel 147.237.72. 166 |aka. i df . i | Dstributed Lhaut hori zed URL Access on www aka. i df.il/ufi/reaction/ B ock 1
176.13.18.34 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
79. 176. 209. 145 |l srael 147.237.72. 156 |aman. i df . i | SSL Uhtraceabl e Connection - (pen Mde None 1
37.26.149.181 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
109. 186. 41. 55 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for waww aka. i df . i |/ mai n/ sachar/ hore. aspx |B ock 1
66. 249. 67. 196 |l srael 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to 147.237.77. 74/ robot s. t xt Bl ock 1
84.228.2.8 I srael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 1
192. 198. 151. 45 |Eur ope 147.237.72. 166 [aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 1
79.183.23. 144 |lsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx |Bl ock 1
46.19.85.216 |Israel 147.237.77.216|dover.i df . il D stributed Wknown HTTP Request Met hod B ock 1
. . D stributed Uhaut hori zed URL Access on
149.78.18.73 |lIsrael 147.237.72. 166 |aka. i df . i | ww aka. i o i1/ htt ps: /v aka, i df i1/ Bl ock 1
. ] Mil tiple Fullw dth/Hal fw dth Lhi code Encodi ng on URY Par anet er (+)
109. 64. 172. 57 |Israel 147.237.72. 166 |aka. i df . i | from 109. 64. 172, 57 Bl ock 1
66.249. 67.6 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to www aka. i df . i|/894-he/ chi nuch. aspx B ock 1
) www. chamat z. aka. i ) o
46. 229. 164. 100 [Lhited Sates|147. 237. 77. 226 df il Unaut hori zed URL Access to wwu chanat z. aka. i df . i1/404. aspx B ock 1
176.13.18.79 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 1
. . D stributed Unaut hori zed URL Access on
81.218. 179. 164 |l srael 147.237.72. 166 |aka. i df . i | ww aka i df i1/ bt t ps: /vew aka i df i 1/ Bl ock 1
Unknown Par anet er
79.179.186.85 |Israel 147.237.72. 166 [aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl aceHol der $quest i onUpdat e$hi ddenUpdat e |[None 1
Question in ww aka.idf.il/nain/giyus/faqg. aspx
. . S Uhtraceabl e Gonnection - Protocol violation
37.142.148. 238 |l srael 147.237.77.216|dover.idf.il (SSL OOAN CLI ENT FI N SH RESUVED SESSI QN) None 1
. . Uhaut hori zed URL Access to
66.249.69.32 |Israel 147.237.77.216|dover . i df . i | 147.237. 7. 216/ 1133- 19815- he/ i df gdover . aspx Bl ock 1
Dstributed Paraneter Read Qnly Mol ation
213.57.157. 192 |l srael 147.237.72. 166 |aka. i df . i | wn aka. i df . i1/ mai n/ gi yus/ mi yun/ m yunpr ocessquest i onnai r e. aspx None 1
par angt er
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