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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site |Signature Device Action Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 2354
0.0.0.0 147.237.77. 216 dover.idf.il |SINHood full table dr op 775
104. 152. 52. 67 Lhited Sates 147.237.77. 216 dover.idf.il |TQP Scan (vertical) drop 169
46. 19. 86. 229 | srael 147.237.77.216 dover.idf.il |SINHood full table drop 55
2.54.1.118 | srael 147.237.77.216 dover.idf.il |SINHood full table drop 55
212.179. 21. 194 | srael 147.237.77.216 dover.idf.il |SINHood full table dr op 48
192.117. 136. 121 | srael 147.237.77.216 dover.idf.il |SYINHood full table dr op 33
188. 120. 150. 248 | srael 147.237.77. 216 dover.idf.il |SINHood full table dr op 30
31.168. 142. 42 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 30
2.54.63.10 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 28
149. 88. 124. 126 | srael 147.237.77.216 dover.idf.il |SINHood full table dr op 27
185. 32. 179. 153 | srael 147.237.77.216 dover.idf.il |SINHood full table dr op 25
79.180. 127. 90 | srael 147.237.77. 216 dover.idf.il |[SYINHood full table drop 19
79.176. 188. 27 | srael 147.237.77. 216 dover.idf.il |SINHood full table dr op 18
176. 12. 147. 126 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 18
176. 12. 147. 126 | srael 147.237.77.216 dover.idf.il |SYN Hood unverified cookie drop 17
37.26. 146. 128 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 15
80.179. 17. 80 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 14
176. 12. 147. 126 | srael 147.237.77. 216 dover.idf.il |SYNHood del ete reset drop 14
192. 114. 23. 209 | srael 147.237.77. 216 dover.idf.il |SINHood full table dr op 14
80. 246. 136. 153 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 13
109. 67. 189. 101 | srael 147.237.77.216 dover.idf.il |SINHood full table drop 13
176.13. 2. 52 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 12
93.173. 29. 87 | srael 147.237.77. 216 dover.idf.il |[SYINHood full table drop 12
46. 210. 131. 83 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 12
176.13.1. 139 | srael 147.237.77. 216 dover.idf.il |SINHood full table dr op 11
85. 250. 123. 38 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 11
82. 80. 56. 21 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 10
165. 225. 76. 56 Lhited Sates 147.237.77.216 dover.idf.il |SINHood full table dr op 10
109. 226. 15. 58 | srael 147.237.77. 216 dover.idf.il |[SYINHood full table drop 10
109. 66. 24. 23 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 10
2.54.132. 65 | srael 147.237.77. 216 dover.idf.il |SINHood full table dr op 9
2.54.28. 95 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 9
62. 219. 253. 242 | srael 147.237.77.216 dover.idf.il |SYINHood full table drop 8
46. 19. 85. 91 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 8
10.0.0.1 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 8
46.116. 198. 187 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 7
84.111. 65. 159 | srael 147.237.77. 216 dover.idf.il |SINHood full table dr op 7
46.19. 85. 91 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 7
185. 120. 126. 19 147.237.77.216 dover.idf.il |SINHood full table drop 7
5. 29. 234. 82 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 6
84. 95. 251. 242 | srael 147.237.77. 216 dover.idf.il |[SYINHood full table drop 6
46.117. 98. 169 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 6
84.228. 48. 102 | srael 147.237.77. 216 dover.idf.il |SINHood full table dr op 6
176. 13. 3. 177 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 6
46. 19. 86. 150 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 5
212.179. 221. 223 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 5
62.219.172.178 | srael 147.237.77. 216 dover.idf.il |[SYINHood full table drop 5
149. 78. 24. 253 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 5
132. 66. 154. 88 | srael 147.237.77. 216 dover.idf.il |SINHood full table dr op 5
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|Top Attackers In IPS|

Attacker Address tacker Gountry Target Address |Sgna1 ure Devi ce Action |Oount |
212.25.106. 78 I srael 147.237.76. 31 nakchal .idf.il [C1000004: HTTP. options method (M crosoft) Bl ock 5
95. 30. 146. 146 Russi an Federation |[147.237.76.42 refuah.idf.il [C1000108: HITP. Trying to | ocate existing FCKeditor Bl ock 1
95. 30. 146. 146 Russi an Federation |147.237.77.74 lawidf.il C1000108: HITP. Trying to | ocate existing FQ<editor Bl ock 1
69. 30. 215. 122 Lhited Sates 147.237.72.166 |aka.idf.il C1000106: HITP: naj estic bot Bl ock 1
95. 30. 146. 146 Russian Federation |[147.237.77.233 |atal.idf.il Cl1000108: HITP. Trying to locate existing FO<editor Bl ock 1
80. 179. 205. 25 | srael 147.237.72.166 |aka.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
95. 30. 146. 146 Russian Federation |[147.237.72.166 |aka.idf.il C1000108: HTTP. Trying to locate existing FQ<editor Bl ock 1
212.179.21.194 [Israel 147.237.77.216 |dover.idf.il 13840: TLS (penSSL Heartbeat Packet Bl ock 1
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|Top Attackers In |D|

Attacker Address ‘Target Addr ess |Attacker Qountry |Ste |Signature |Count |
62.219. 127. 229 147.237.77.216  |israel dover.idf.il portscan: TCP D stributed Portscan 1
37.142.137.128 147.237.72.166  |Israel aka.idf.il portscan: TCP D stributed Portscan 1
2.54.131. 231 147.237.72.166  |Israel akaidf.il portscan: TCP D stributed Portscan 1
189. 179. 214. 254  |147.237.77.216  |Mexico dover.idf.il portscan: TCP D stributed Portscan 1
104. 152. 52. 67 147.237.77.216 |Lnited Sates dover.idf.il portscan: TCP D stributed Portscan 1
80. 246. 133. 141 147.237.77.216  |Israel dover.idf.il portscan: TCP D stributed Portscan 1
79.177. 172. 74 147.237.72.166  |Israel akaidf.il portscan: TCP D stributed Portscan 1
66. 249. 67. 216 147.237.72.166 |Lnited Sates aka.idf.il portscan: TCP D stributed Portscan 1
41.33.231.90 147.237.77.216  |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 1
31.184.242. 17 147.237.77.216  |Russian Federation  |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
198. 20. 69. 98 147.237.8.28 Wited Sates e.nobi le-ks.idf.il |ET SCAN NVAP -sS wi ndow 3072 1
188.138. 9. 51 147.237.76. 42 Ger many refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
95.131. 110. 119 147.237.77.216  |Wnited Ki ngdom dover.idf.il portscan: TCP DO stributed Portscan 1
79.183. 26. 91 147.237.72.166  |Israel aka.idf.il portscan: TCP D stributed Portscan 1
66. 249. 75. 2 147.237.77.233 |Wnited Sates atal.idf.il ET SCAN NVAP -sA (2) 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
216.177.129.21 |lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 121
46. 19. 85. 59 I srael 147.237.72. 167 |ishurimaka. i df .i|Bad TCP sequence Invalid ACK nunber noni t or 82
Sreamng Engine: TCP Invalid i i ssi
31.154.91.43  |israel 147.237. 72. 167 |i shuri maka. i f . i 9 =g Invalid segent retransmssion. drop 60
Ret r ansni ssi on Packet dr opped.
212.179.21. 194 |Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 53
176.12.147. 126 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 36
66.249.83.158 |lhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SYN drop 33
208.115.111. 73 |lhited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SN drop 32
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 30
192. 198. 151. 43 |Eur ope 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 30
80. 246. 136. 153 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 29
80. 74.103. 31 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 25
37.142.236. 247 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 25
46. 19. 86. 43 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 24
100. 100. 58. 157 147.237.72. 166 |aka.idf . il drop First packet isn't SYN drop 24
165.225.76.56 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 23
46. 19. 85. 23 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 21
54.81.101.210 |lhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SYN drop 21
85.250.123.38 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 20
Sreaning Engine: TP Invalid i i Ssi
66.249.78.173 |Uited Sates |147.237.77. 216 |dover. i df . 9 =g Inval i d segnent retransmssi on. drop 20
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
93.173.179.25 |israel 147.237. 72. 167 |i shuri maka. i f . i 9 =g Invalid segent retransmssion. drop 20
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TP Invalid i i Ssi
66.249.78.166 |Uited Sates |147.237.77. 216 |dover. i df . 9 =g Inval i d segnent retransmssi on. drop 20
Ret r ansni ssi on Packet dr opped.
64.233.172. 171 |lhited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 19
86.87.11.194 Net her | ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 19
66.249.83.161 |lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 18
52.16.5.197 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 18
192. 114. 105. 254 |l srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 18
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 18
46. 19. 86. 205 | srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Inval i d ACK nunber noni t or 18
79.176. 188. 27 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 18
64.233.172.163 |lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 18
100. 100. 105. 185 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop 17
178. 241. 158. 253|Tur key 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 17
185. 120. 126. 19 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 17
46. 19. 85. 243 | srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 16
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 16
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 16
5.102. 254.233  |[Israel 147.237.72. 166 |aka. i df .i| Bad TCP sequence Invalid ACK nunber noni t or 15
Sreamng Engine: TCP Invalid i i ssi
66.249.78.159 |United Sates |147.237.77.216 |dover.idf.il 9 =g nval i d segnent retransmssi on. drop 14
Ret ransni ssi on Packet dr opped.
37.26.146.128 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
79.183.195.8 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
208.69.40.101 |lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 13
80. 179. 17. 80 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
79.182.59. 18 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
66. 249. 88. 91 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 12
149. 88.124. 126 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
66.249. 78. 159 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
100. 100. 91. 128 147.237.76.86 |navy.idf.il dr op First packet isn't SN drop 12
2.54.28.95 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
66.249.78.159 |lhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SYN drop 12
105. 107. 105. 181|A geria 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site Sgnature Action ‘Count
212.179.21. 194 | srael 147.237.77. 216 |dover . i df . i | zcz"\ﬁng ;{ tlgi Same Response (bde (404) in Session from B ock 38
193. 202. 110. 184|Net her | ands 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 193.202. 110. 184 B ock 24
95.86.115. 228 I srael 147.237.76. 200 [ei tan. aka. i df . i [fge” gy, & 20¢ SaT® Fesponse Code (404) T Session from Bl ock 19
92.105. 25.0 Shitzerl and 147.237.76.200|ei tan. aka. i df . i l|D stributed Too Miny of the Same Response Code (404) B ock 16
82. 80. 56. 21 I srael 147.237.76.86 |navy.idf.il Ml tipl e Unaut hori zed URL Access from 82. 80. 56. 21 B ock 12
46.116.80.231 |[Israel 147.237.0.34 |tikshuv.idf.il |Miltiple Unauthorized URL Access from 46.116. 80. 231 Bl ock 7
46.116.80.231 |Israel 147.237.0.34 [tikshuv.idf.il |Dstributed PHP Attenpt B ock 4
87.69. 87. 158 I srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Uhaut hori zed Method for Known URL from 87.69. 87. 158 B ock 3
132.66.198.88 |Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed Method HEAD for wwwy aka. idf.il/mai n/giyus/ Bl ock 3
132. 74.10. 78 I srael 147.237.77. 170 |n@ar achot . i df . i I{Unhaut hori zed URL Access to naarachot.idf.il/pdf/files/ 7/ 109407. pdf B ock 2
85. 65. 224. 80 I srael 147.237.72. 166 [aka. i df . i | Dstributed PHP At tenpt B ock 2
85.65.224.80 | srael 147.237.72. 166 |aka. i df . i | m;zﬂt? iﬁr}a;tgsrljpz:\?eﬁtﬁfzﬁz on B ock 2
46.117.247.51 |Israel 147.237.72. 166 [aka. i df . i | Dstributed PHP At tenpt B ock
149. 88.234.33  |Israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None
85. 65. 224. 80 | srael 147.237.72. 166 |aka. i df . i | D stributed Unhauthori zed LRL Access on waw aka. i df .il/ufi/reaction/ B ock
46.117.247.51 |Israel 147.237.72. 166 |aka. i df . i | m;ﬂtjﬁ iﬁ'}a;tar:;rljpzd?:eﬁtﬁ‘;csﬁz on Bl ock 2
46.117.247.51 |Israel 147.237.72. 166 |aka. i df . i | D stributed Wnhaut hori zed LRL Access on waw aka. i df.il/ufi/reaction/ Bl ock
80. 246.140.37  |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method PCST for wwwe aka. i df . i/ nai n/giyus/ B ock
46.121.74.170 |Israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None
185.32.179. 112 [Israel 147.237.77. 243 |nobi | e. i df . i | Ef)gﬁrzt o T?’Ffsgcﬂgf; icﬂgngi‘s';‘ixfgd in B ock 1
82.81. 29. 20 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237.76. 42/ styl e/ shared/ | ayout 2. css B ock
77.126. 10. 95 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary Bl ock
66. 249. 67. 65 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ smal i ni showbi g. aspx |B ock
87.69.87.158  |Israel 147.237.72. 166 |aka. i df . i | m;&ab“itdiéiw;‘f 2/0;; ;:’S‘i Method for Known LRL on Bl ock 1
46.116.80.231 |[Israel 147.237.72. 166 |aka. i df . i | D stributed Wnhaut hori zed LRL Access on waw aka. i df.il/ufi/reaction/ Bl ock 1
212.179.21.194 |[Israel 147.237.77. 216 |dover . i df . i | Too Many 404: Response Code per Session B ock 1
81.218.251. 251 |[Israel 147.237.77. 170 [maar achot . i df . i [|Uhaut hori zed URL Access to maarachot . idf.il/pdf/files/ 0/ 112230. pdf B ock 1
46. 19. 85. 243 | srael 147.237.77.216|dover. i df .i | Abnormal |y Long Request net hod Bl ock 1
176.12.149.52  [Israel 147.237.76.42 |refuah.idf.il [J50 > ed hauhori zed ;ﬁj‘aﬁc‘;‘;ﬁ on B ock 1
66. 249. 67. 247 |l srael 147. 237.77. 170 |n@ar achot . i df . i I{Unaut hori zed URL Access to 147.237.77. 170/ B ock 1
85. 250. 109. 104 |l srael 147.237.72. 166 |aka. i df . i | D stributed Unhauthori zed LRL Access on waw aka. i df .il/ufi/reaction/ B ock 1
66.249. 64. 108 |l srael 147.237.77.74 |lawidf.il Unhaut hori zed URL Access to 147.237.77.74/ B ock 1
84.111. 14.50 I srael 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt Bl ock 1
2.54.19. 139 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response CQode B ock 1
149. 78. 251. 252 |l srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
79.180. 199. 245 |[Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il/https:/waw aka.idf.il/ Bl ock 1
66.249.67.71  |israel 147. 237. 72. 166 |aka. i df . i | ?4?. r2i3t7’f’t7ez‘_j 1%23”;£°;/i;e;u?g‘eﬁgfzf.sazgx B ock 1
46.19.85.243  |israel 147. 237.77. 216 |dover . i df . i | Lg:f:éeSg;g’g;;’b‘z‘ei';ie_séggfg; ' Bl ock 1
176.13. 18. 34 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
109. 66. 192. 50 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.249.74.100  |Israel 147.237.77. 176 mat pash. i df .i] |Miltiple Unauthorized UR. Access from 66.249. 74. 100 Bl ock 1
87.69.16. 116 | srael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 1
66.249. 64.118 [Israel 147.237.77.74 [lawidf.il Lhaut hori zed URL Access to 147.237.77. 74/ tenpl ates/ getfil e/ getfil e. aspx |B ock 1
46.116.80.231 |Israel 147.237.0.34 [tikshuv.idf.il |Wauthorized URL Access to wwu tikshuv.idf.il/ajax/updatest at us. php Bl ock 1
203. 133. 168. 94 g}ﬁ;‘lic o |147.237.72.156|anan. i df il Lhaut hori zed LRL Access to list.ips.gov. i/ nudiin/ defaul t. aspx B ock 1
84.111.14.50  |israel 147.237.72. 166 |aka. i df . i | m;li(z_”it? ilf}a;t;(;ﬂpzcgtje:?&tﬁg_czﬁz on B ock 1
2.54.153.173 | srael 147.237.72. 166 |aka. i df . i | Uht raceabl e SSL Sessi ons: Qpen Mbde None 1
Ostributed Paraneter Read Qnly Mol ation
80.179.205.25 |[lIsrael 147.237.72. 166 [aka. i df . i | ww aka. i df . i |/ mai n/ gi yus/ mi yun/ m yunpr ocessquest i onnai r e. aspx None 1
par anet er
66.249.67.122 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df . il/1149- he/ chi nuch. aspx B ock 1
87. 69. 87. 158 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for ww aka. i df . il/mai n/ gi yus/ general . aspx  |B ock 1
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