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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
66. 249. 78. 159 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2918
46. 19. 86. 125 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2537
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2215
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 636
195. 191. 52. 10 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 282
81.218.37.2 | srael 147.237.72. 167 i shuri maka.idf.il|Anonmal y- TLS renegotiation-d i dest - reset 211
79.183. 175. 215 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
46. 120. 244. 169 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 25
46. 19. 86. 93 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 23
85. 65. 63. 248 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
109. 64. 157. 199 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
85. 250. 198. 85 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 18
176. 13. 18. 129 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 16
176.12.142. 190 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 15
2.54.61.92 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
84.109. 144. 43 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
79.182. 34. 62 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 13
79.178.112. 59 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
79.177.189. 171 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
95. 35. 207. 247 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 11
5.29. 210. 148 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
84.111.56. 23 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
81.218. 48. 37 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 10
89. 139. 177. 20 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
93.172.181. 185 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
109. 65. 56. 180 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 9
80. 246. 139. 32 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
79.176.111. 148 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
79.176.126. 93 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 8
183. 90. 37. 224 S ngapor e 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 8
46.121. 128. 248 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
212.179. 230. 180 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 8
37.26.149. 138 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
2.54.29. 44 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
192. 116. 218. 93 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 6
149.78.72. 72 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
85. 65. 126. 60 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
46. 19. 86. 125 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 6
84.94. 48. 157 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 6
37.142.64.91 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
109. 64. 157. 199 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 5
93. 173. 255. 55 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
46. 19. 86. 76 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
10.0.0.8 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 5
2.54.177. 86 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
79.181. 8. 200 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
2.54.141.104 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 5
194.177.16.3 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
109. 186. 24. 74 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
192.117.2. 168 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount |
37.142.97. 248 I srael 147.237.76.31  |nakchal .idf.il CL000004: HITP. options nethod (M crosoft) B ock 2
93.172.116. 167 |[Israel 147.237.77.170 |mmarachot.idf.il [Cl000004: HTTP. options nethod (M crosoft) B ock 2
95. 30. 146. 146 Russi an Federation [147.237.0.34 tikshuv.idf.il C1000108: HITP. Trying to | ocate existing FOkeditor B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

185.58.201.28 |147.237.77. 170 |Lebanon naarachot.idf.il |ET SCAN NVAP -sA (2) 2
108. 61. 222. 183 |147.237.8.24 |lhited Sates |elifestyle.idf.il |[ET SCAN NVAP -sS w ndow 4096 1
84.94. 214. 50 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
67.214.204. 126 |147.237.77.179|Whited Sates [e.nazi.idf.il ET SCAN Potential SSH Scan 1
67.214.204. 126 |147.237.76.199 |lhited Sates [e.nakchal .idf.il |ET SCAN Potential SSH Scan 1
67.214.204. 126 |147.237.72.14 |Wited Sates |dover.idf.il(old) |ET SCAN Potential SSH Scan 1
200. 114. 65. 142 |147.237.8.14 |Gile e.orchot.idf.il |ET SCAN Potential SSH Scan 1
66.249. 64. 181 |147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 1
194.90.129. 16  |147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
46. 19. 86. 6 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
2.54.142.79 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
149.78.228.38 |147.237.77.216|Israel dover.idf.il portscan: TCP DO stributed Portscan 1
89.139. 14. 163  |147.237.72. 166 | srael aka.idf.il portscan: TCP O stributed Portscan 1
79.178. 13. 67 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
67.214.204.126 |147.237.77.61 |lhited Sates |e.cogat.idf.il ET SCAN Potential SSH Scan 1
67.214.204. 126 |147.237.76.148|lhited Sates |[gacenter.aka idf.i|ET SCAN Potential SSH Scan 1
220. 181. 108. 158|147. 237. 72. 166 |Chi na aka.idf.il portscan: TCP O stributed Portscan 1
66.249. 67.232 |147.237.72.166 |Wited Qates |akaidf.il SE?\/E?-APAO-E'Apache mod_ssl - non- S8 connection to SSL port 1
deni al of service attenpt
200. 114. 65. 142 |[147.237.0.33 |Guile idf.il ET SCAN Potential SSH Scan 1
46.121.67.217 [147.237.77. 216l srael dover.idf.il portscan: TCP DO stributed Portscan 1
188.138. 9. 51 147. 237. 72. 156 |Ger many anan.idf.il ET SCAN NVAP -sS w ndow 1024 1
37.26.146.205 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
185.32.179.35 |147.237.72. 166 |I srael aka.idf.il portscan: TCP DO stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address Ste |Signature Devi ce Action |Count |
195.191.52. 10 | srael 147.237.77.216 |dover.idf.il drop First packet isn't SN |drop 1758
31.154. 27. 186 | srael 147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN |drop 1585
212.179.21. 194 | srael 147.237.77.216 |dover.idf.il drop First packet isn't SN |drop 846
95. 35.178.13 | srael 147.237.77.216 |dover.idf.il drop First packet isn't SN |drop 611
213. 244. 65. 90 Pal estinian Territory, Qcupied [147.237.77.216 |dover.idf.il drop First packet isn't SN |drop 481
5.28.189. 79 | srael 147.237.77.216 |dover.idf.il drop First packet isn't SN |drop 428
46. 19. 86. 76 | srael 147.237.77.216 |dover.idf.il drop First packet isn't SN |drop 248
205.203.135. 1 Lhited Sates 147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN |drop 205
38.111. 147. 88 Lhited Sates 147.237.77.216 |dover.idf.il drop First packet isn't SN |drop 154
2.54.186. 11 | srael 147.237.77.216 |dover.idf.il drop First packet isn't SN |drop 134
83.244.6.13 Pal estinian Territory, Qcupied [147.237.77.216 |dover.idf.il drop First packet isn't SN |drop 102
2.54.22.75 | srael 147.237.77.216 |dover.idf.il drop First packet isn't SN |drop 93
193. 169. 70. 108 | srael 147.237.77.216 |dover.idf.il drop First packet isn't SN |drop 78
79.181. 24. 175 | srael 147.237.77.216 |dover.idf.il drop First packet isn't SN |drop 71
149. 78. 154. 69 | srael 147.237.77.216 |dover.idf.il drop First packet isn't SN |drop 66
66. 102. 8. 238 Lhited Sates 147.237.77.216 |dover.idf.il drop First packet isn't SN |drop 65
95. 86. 97. 160 | srael 147.237.77.216 |dover.idf.il drop First packet isn't SN |drop 61
100. 100. 39. 79 147.237.72.166 |aka.idf.il drop First packet isn't SN |drop 60
54.72.0.55 Irel and 147.237.77.216 |dover.idf.il drop First packet isn't SN |drop 55
212.179. 90. 106 | srael 147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN |drop 52
176. 219. 144. 234 |Turkey 147.237.77.216 |dover.idf.il drop First packet isn't SN |drop 50
149.78.72.72 | srael 147.237.77.216 |dover.idf.il drop First packet isn't SN |drop 50
118. 241. 234. 224 |Japan 147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN |drop 50
52. 16. 5. 197 Lhited Sates 147.237.77.216 |dover.idf.il drop First packet isn't SN |drop 50
41. 33. 231. 90 Egypt 147.237.77.216 |dover.idf.il drop First packet isn't SN |drop 47
46.19. 85. 13 | srael 147.237.72.166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or a7
46. 19. 85. 208 | srael 147.237.77.216 |dover.idf.il drop First packet isn't SN |drop 46
68. 180. 228. 112 Lhited Sates 147.237.77.216 |dover.idf.il drop First packet isn't SN |drop 46
207.232.27.5 | srael 147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN |drop 45
46. 19. 86. 125 | srael 147.237.77.216 |dover.idf.il drop First packet isn't SN |drop 45
212.143.173.198 [lsrael 147.237.77.216 |dover.idf.il drop First packet isn't SN |drop 45
46. 121. 30. 96 | srael 147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN |drop 43
5. 28. 166. 234 | srael 147.237.77.216 |dover.idf.il drop First packet isn't SN |drop 43
109. 67. 182. 193 | srael 147.237.77.216 |dover.idf.il drop First packet isn't SN |drop 43
54.72.73.168 Irel and 147.237.77.216 |dover.idf.il drop First packet isn't SN |drop 42
176.12.141. 113 | srael 147.237.77.216 |dover.idf.il dr op First packet isn't SN |drop 40
192. 114. 105. 254 |l srael 147.237.77.216 |dover.idf.il drop First packet isn't SN |drop 39
2.54.141. 104 | srael 147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN |drop 39
46. 19. 86. 183 | srael 147.237.77.216 |dover.idf.il dr op First packet isn't SN |drop 39
50. 87. 144. 145 Lhited Sates 147.237.77.216 |dover.idf.il drop First packet isn't SN |drop 37
2.54. 150. 203 | srael 147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN |drop 36
109. 200. 30. 154 Uni ted Ki ngdom 147.237.77.216 |dover.idf.il dr op First packet isn't SN |drop 36
192.118. 12. 102 | srael 147.237.77.216 |dover.idf.il drop First packet isn't SN |drop 35
192. 117. 2. 168 | srael 147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN |drop 35
176.13.7.111 | srael 147.237.77.216 |dover.idf.il dr op First packet isn't SN |drop 35
105. 106. 23. 133 Ageria 147.237.77.216 |dover.idf.il drop First packet isn't SN |drop 35
2.54.23.94 | srael 147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN |drop 35
41. 33. 232. 66 Egypt 147.237.77.216 |dover.idf.il dr op First packet isn't SN |drop 35
149. 88. 146. 11 | srael 147.237.77.216 |dover.idf.il drop First packet isn't SN |drop 34
46. 19. 85. 59 | srael 147.237.72.167 |ishwimakaidf.il |Bad TCP sequence |invalid AGK nunber noni t or 34
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
132.74.211.94  |Israel 147.237.76. 200 |ei tan. aka. i df . i | Iggl\znyzﬂ ;Ze Sane Response (bde (404) in Session from Bl ock 40
77.127.200.112 [israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Uhaut horized URL Access from 77.127.200. 112 Bl ock
82.80.155. 137 |[Israel 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt Bl ock
82.80.155.137 | srael 147.237.72. 166 |aka. i df . i | \?'\mj\zt ;Lg“itgfd. iﬂ?t;7rdp22?e?ét ﬁ‘;’;; on Bl ock 6
66.249.78.128 |[Israel 147.237.76. 147 |chi nuch. aka. idf .i| |Dstributed Suspicious Response Code_Qust om Tenporary Bl ock
82.80.155. 137 |l srael 147.237.72. 166 |aka. i df . i | Dstributed Unhaut horized URL Access on ww aka.idf.il/ufi/reaction/ |B ock
37.26.149.204 |Israel 147.237.77. 243 |nobi | e. i df . i | P ae! ?:jf?ffs\;cﬂaiic%gngggaegﬁsjmrd in Bl ock 6
176.12.145.22  |Israel 147.237.77.243|nobi l e. i df . i | Dstributed Uhaut hori zed URL Access on nobil e.idf.il/sachar/index Bl ock
79.181.38.224 |lIsrael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock
84.110.38.231 [Israel 147.237.0. 16 n|y| kosher-kravi.. T df r?fso”:;:rr_ Jbe .\i'id‘f". ﬁ;?&ﬁiﬁﬁﬁ?ﬂfgﬁm Lspassword in gy ooy 4
79.181.38.224 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df . i/ aj ax/ updat est at us. php B ock
192. 116. 232. 69 |l srael 147.237.76.31 |nakchal .idf.il Ml tiple Unhauthorized URL Access from 192. 116. 232. 69 Bl ock
77.127.200.112 [israel 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt Bl ock
79.178.202.22 | srael 147.237.72. 166 |aka. i df . i | aj;\lt ;Lzuit;d. iﬁr}?taiirdpz(jzct‘e;?;tﬁg?zﬁ; on Bl ock 3
46.120. 162. 214 |Israel 147.237.72. 166 [aka. i df . i | Dstributed Unaut horized URL Access on v aka.idf.il/ufi/reaction/ |B ock 3
37.26.146.133 |Israel 147.237. 7. 243 [nobi  e. i df . i | Dot bt ed Porene e /I{]ﬁg\gg’;:;;g:‘ i oar et e Qur rent Pasonor d Bock |3
64.86.141. 201 [Canada 147.237.77.216|dover . i df . il D stributed Suspicious Response Code Bl ock
46.120. 162. 214 |Israel 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt Bl ock
79.178.202.22 |lsrael 147.237.72. 166 |aka. i df . i | Dstributed PHP At enpt B ock
46.120.162. 214 [ srael 147.237.72. 166 |aka. i df . i | m ;Lg“itgfd_ ilﬂz:.'ta?(c/’rljpzzfegtﬁ;csﬁz on Bl ock 3
46.19.85.125  [Israel 147.237.76.42 |refuah.idf i Paraneter Type M ol 2t fggﬂﬁ?&‘;ﬁlﬂ;‘cem deriStxtlasthame in lpook |2
87. 69. 16. 109 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary Bl ock
66.249.74.100 |Israel 147.237.77. 176 |mat pash. i df . i | Ml tipl e Unaut hori zed URL Access from 66.249. 74. 100 Bl ock
DOstributed Paraneter Read Qnly Mol ation
37.142.106. 46 |Israel 147.237.72. 166 |aka. i df . i | wwe aka. i df . i 1/ mai n/ gi yus/ mi yun/ mi yunpr ocessquest i onnai r e. aspx None 2
par anet er
185.32.179.59 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None
109. 66. 41. 194 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for wwu aka. i df.i|/mai n/ gi yus/ Bl ock
DOstributed Paraneter Read Qnly Mol ation
91.205. 155. 66 [l srael 147.237.72. 166 [aka. i df . i | vy aka. i df . i |/ mai n/ gi yus/ i yun/ mi yunpr ocessquest i onnai r e. aspx None 2
par anet er
5.29.196. 11 | srael 147.237.72. 166 |aka. i df . i | Dstributed PHP At enpt B ock
79.178.202.22 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wx aka. i df.il/ufi/reaction/ Bl ock
176.13.1. 221 I srael 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Character in URL Bl ock
5.29.196. 11 I srael 147.237.72. 166 |aka. i df . i | aj;\lt ;Lzuit;d. iﬁr}?taiirdpz(jzct‘e;?;tﬁg?zﬁ; on Bl ock 2
Dstributed Paraneter Read Qnly Mol ation
80.178.198.73 |[lIsrael 147.237.72. 166 |aka. i df . i | v aka. i df . i |/ mai n/ gi yus/ mi yun/ mi yunpr ocessquest i onnai r e. aspx None 2
par anet er
192.117.2.168 |Israel 147.237.77. 216 |dover . i df . il Unaut hori zed URL Access to waw i df . il/hinush B ock
5.29.196. 11 I srael 147.237.72. 166 |aka. i df . i | D stributed Unhaut horized URL Access on www aka.idf.il/ufi/reaction/ |B ock
Dstributed Paraneter Read Qlly Mol ation
85. 130. 226. 205 [l srael 147.237.72. 166 [aka. i df . i | vy aka. i df . i |/ mai n/ gi yus/ mi yun/ mi yunpr ocessquest i onnai r e. aspx None 2
par anet er
2.54.128. 228 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
80. 246. 137. 4 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
66.249. 64. 244 [l srael 147.237.76. 147 |chi nuch. aka. i df .i| |Dstributed Suspicious Response Code Qust om Tenporary Bl ock 1
178.135.57.38 |Lebanon 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to ww i df.il/arabic/ Bl ock 1
141.212.122. 160|thited Sates [147.237.77.234|hal ag.idf.il Unhaut hori zed URL Access to 147.237.77.234/ Bl ock 1
109.64.35.46  |Israel 147.237.72. 166 |aka. i df . i | \?W;Vt ;&:ftd?c.'i ﬁﬁf{ Sg/i magi glcielsf on Bl ock 1
66.249.78.159 |[Israel 147.237.77.216|dover.idf . il D stributed Suspicious Response Code Bl ock 1
66.249.67.59  |Israel 147.237.72. 166 |aka. i df . i | Lﬁ;‘“gggr ;;?‘iegf‘naﬁfzisiut;gener ol . aspx Bl ock 1
204. 236. 235. 245|lhited Sates |147.237.77.233|atal . i df . il Unaut hori zed URL Access to 147.237.77.233/ robots. t xt B ock 1
31.186. 228. 94 zint:gom 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
Dstributed Paraneter Read Olly Mol ation
82. 80. 196. 44 I srael 147.237.72. 166 [aka. i df . i | vy aka. i df . i |/ mai n/ gi yus/ mi yun/ mi yunpr ocessquest i onnai r e. aspx None 1
par anet er
54.66.231.188 [Australia 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt Bl ock 1
176.12. 143. 126 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Gode Bl ock 1
46. 19. 86. 216 I 'srael 147.237.72.167|i shurimaka.idf .il |untraceabl e SSL Sessions: (pen Mde None 1
2.54.187.15 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
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