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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address |Site Signature Device Action |Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover. i df . i l|DCS- Tool - Swi t chbl adG dest - r eset 3160
0.0.0.0 147.237.77. 216 dover.idf.il|]SINHood full table drop 1108
66. 249. 67. 13 Lhited Sates 147.237.72. 166 aka.idf.il |TCP handshake viol ation, first packet not syn [drop 533
62. 90. 165. 46 | srael 147.237.77.216 dover.idf.il]SINHood full table drop 72
2.54.181.1 | srael 147.237.77. 216 dover.idf.ilJAnonal y- TLS-renegoti ation-Ad i dest - r eset 69
46.19. 85. 184 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 35
79.178.119. 11 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 30
2.54.142. 246 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 25
87.69.222. 124 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 25
2.54.23. 87 | srael 147.237.77.216 dover.idf.il]SINHood full table drop 25
46. 120. 140. 241 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 25
37.142. 148. 89 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 25
37.26. 148. 147 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 23
37.142.64. 136 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 23
2.54. 6. 56 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 23
46.19. 86. 180 | srael 147.237.77.216 dover.idf.il]SINHood full table drop 21
212.143. 3. 44 | srael 147.237.77. 216 dover.idf.il]SINHood full table drop 21
185. 120. 126. 55 147.237.77.216 dover.idf.i|]SINHood full table dr op 20
89. 139. 184. 97 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 20
176. 106. 46. 249 Pal estinian Territory, Qcupi ed|147.237.77.216 dover.idf.il|]SINHood full table drop 20
95. 35. 151. 97 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 20
2.54.146. 158 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 19
2.54.162. 101 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cooki e drop 18
89. 138. 228. 218 | srael 147.237.77.216 dover.idf.i|]SINHood full table dr op 16
176. 12. 148. 151 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 15
192.114. 91. 244 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 14
212.179.21.194 | srael 147.237.77.216 dover.idf.i|[SYNHood full table drop 12
46.121. 102. 134 | srael 147.237.77.216 dover.idf.i|]SINHood full table drop 11
109. 160. 143. 218 | srael 147.237.77.216 dover.idf.i|]SINHood full table drop 10
79. 183. 124. 145 | srael 147.237.77.216 dover.idf.i|]SINHood full table dr op 10
82.80.17.163 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 10
5. 29. 160. 138 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 9
79.181.114. 93 | srael 147.237.77.216 dover.idf.i|[SYNHood full table drop 9
87.69. 189. 161 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 9
46. 19. 86. 90 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 9
46.19. 85. 163 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 9
46.19. 86. 167 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cooki e drop 9
2.54.148. 68 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 9
77.126.12.20 | srael 147.237.77.216 dover.idf.i|[SYNHood full table drop 9
46.117. 94. 150 | srael 147.237.77.216 dover.idf.il]SINHood full table drop 9
84.94. 39. 148 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 8
82. 166. 88. 93 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 8
194. 90. 169. 2 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 8
176.12.137. 114 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 7
46. 19. 86. 87 | srael 147.237.77.216 dover.idf.i|[SYNHood full table drop 6
80. 246. 136. 37 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 6
134.191. 232. 68 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 6
37.26.147.221 | srael 147.237.77. 216 dover.idf.il]SYN Hood del ete reset drop 6
82.213.0.210 Pal estinian Territory, Qcupi ed|147.237.77.216 dover.idf.i|[SYNHood full table drop 6
37.26. 147. 221 | srael 147.237.77. 216 dover.idf.il|]SYN H ood unverified cooki e drop 6
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |SgnaIure |Devi ce Action |Count
93.172. 116. 167 I srael 147.237.77.170 |mmarachot.idf.il |CL000004: HITP. options nethod (M crosoft) B ock 1
2.54.54. 177 I srael 147.237.77.216 |dover.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |9te |Signature |Count\
84.108.75.188  [147.237.77.216 |l srael dover.idf.il [portscan: TCP Distributed Portscan 1
79.180.190. 35  [147.237.72. 166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
79.176.182. 101 |[147.237.77. 216 |l srael dover.idf.il |portscan: TCP D stributed Portscan 1
212.179. 102. 167|147. 237. 72. 166 || srael aka.idf.il portscan: TCQP D stributed Portscan 1
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 1
91. 144. 30. 96 147.237.77. 216 2;ijgri?ab dover.idf.il [portscan: TCP Distributed Portscan 1
82.80.156. 254  |147.237.72. 166 | srael aka.idf.il portscan: TGP D stributed Portscan 1
79.176.190. 122 |147.237.72. 166 || srael aka.idf.il portscan: TCQP D stributed Portscan 1
66.249. 67.224 |147.237.72. 166 |Wited Sates akaidf.il SE?.\/ER-APAO-E'Apache mod_ssl - non- S8 connection to SSL port 1
deni al of service attenpt
210. 61. 150. 154 |[147.237.8.50 |Taiwan e.tikshuv.idf.i[ET SCAN NVAP -sS wi ndow 1024 1
185.32.179.10 |147.237.72. 166 |I srael aka idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |dte Sig nature
46. 19. 86. 244 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 1248
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1040
46. 19. 86. 39 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 955
194. 114. 146. 227l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 689
2.52.180. 61 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 539
2.54.182. 148 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 465
5.29.224. 164 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 333
46. 19. 86. 37 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 230
79.183.124. 145 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 185
2.54.151. 142 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 175
109.67.50.81  |Israel 147, 237.76. 200 [ei tan aka i o 1 || €2M NG ENgine: TCP I nval id)invalid segnent retransmission. | 114
Ret r ansm ssi on Packet dr opped.
176.16.209.82 |Saudi Arabia 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 88
46.19. 86. 70 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 85
37.26.146.141 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 84
46. 19. 85. 199 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 69
37.142. 64. 86 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 68
193. 106. 206. 10 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 62
212.143.84.130 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 58
205.203.135.1 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 53
91. 144. 30. 96 Syrian Arab Republic [147.237.77.216|dover.idf.il drop First packet isn't SYN drop 50
84.109.166.70 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 48
2.54.178. 122 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 47
101.177.22. 167 |Austraia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 47
178. 193. 108. 150|Snt zerl and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 45
46. 19. 86. 31 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 45
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 42
149. 78.184. 118 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 41
176. 106. 46. 249 g‘ilcisgii:;a” Territory 147, 237. 77. 216 |dover. i of .| drop Frst packet isn't SN drop 39
2.54.162. 101 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 38
2.54.177.161 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 37
37.26.149.206 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 37
37.26.148.147 |israel 147. 237. 77. 216 |dover. i df . i | dr op g;erngcgsg gfs;ctsgc'j\' packet -4 op 36
37. 26. 148. 147 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 36
93.78.98. 176 Wkrai ne 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 34
2.52.61. 203 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 34
2.54.130. 158 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 33
2.54.38.199 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 33
168. 63. 200. 167 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 32
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 32
64.233.172.171 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 31
64.233.172.155 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 30
82.213. 0. 210 g‘ilcisgii:;a” Territony 47, 237. 77. 216 |dover. i of .| drop Frst packet isn't SN drop 30
176. 12. 143. 177 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 29
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 28
176.12.145.20 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 27
2.52.183. 65 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 27
66.249.78.166 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 26
84.94. 152. 30 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 26
46. 19. 86. 63 I srael 147.237.72. 167 |ishurimaka.idf.i[Bad TCP sequence Inval i d ACK nunber nmoni t or 25
2.54.24.75 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 25
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |[Site dgnature Action ‘Count
149. 88. 129. 216 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 149. 88. 129. 216 Bl ock 5
192. 117. 175. 226|1 sr ael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wawidf.il/aman Bock |4
84.229.35.245 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 3
192.117.49. 171 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to v aka.idf.il/sip storagel/files/6/ B ock 3
149. 88. 129. 216 |l srael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt Bock |[3
80.246.136.52 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
81.218.203.20 |Israel 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to ww cogat.idf.il/sip _storage/files/9/4629.]pg B ock 2
149. 88. 232. 199 |l srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to wanidf.il/nmivtza B ock 2
5.29.247. 168 I srael 147.237.77. 216 |dover.i df . il Distributed M formed UR Bock |2
5.29.247. 168 | srael 147.237.77.216 |dover. i df .i | Distributed Unknown HTTP Request Met hod B ock 2

Illegal Byte Code Character in Header ANAaneA}A-AgA" @] GAcAu[ [#25]] KB/RY
5.29.247.168  |[Israel 147.237.77. 216 |dover . i df . i | f[ 5}2#12]5]] ]Af/?{'[' [A#é]. ]A/;A%a- ﬁl;:f/li ﬁ; Eﬁ;&ﬁﬁﬁ?&?ﬂﬂ [#1]]8°& Bock |1

DVBATA- [ [#3]] A?[ [ #8] ] [ [ #22]] ofe[ [ #8] ] Ae Ao | AvA«UAZCez AS
2.54.19. 218 | srael 147.237.72. 166 |aka. i df . i | Too Many 403: Response Code per Session B ock 1
192.117. 49. 171 |Israel 147.237.72. 166 [aka. i df . i | Mil ti pl e Unhaut hori zed LRL Access from 192, 117. 49. 171 B ock 1
66. 249. 67. 71 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bock |1
46.19. 85. 191 I srael 147.237.77.216|dover. i df .i | Ill1egal HITP \ersion _pk_ses. 20. 8af c=* Bl ock 1
5. 29. 247. 168 I srael 147.237.77. 216 |dover.idf .il Mitiple Illegal Byte Gode Character in Header Val ue fromb5. 29. 247. 168 B ock 1
66.249.83.191 [Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
5.29.247. 168 | srael 147.237.77.216|dover . i df . i | D stributed Abnornal |y Long Request B ock 1
212.25.102.57 | srael 147. 237.72. 166 |aka. i df . i | ﬁ;}gﬁ?ﬁﬁfﬂ;ﬁﬂ; ;Jﬁ'_itsi:”parmt o None |1
176.12.151.81 |Israel 147.237.77.233|atal .idf.il Distributed Unhaut hori zed URL Access on 147.237.77.233/1135-he/ atal . aspx  |B ock
66. 249. 67. 6 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . il/main/general . aspx B ock
141.212. 121. 208 g‘;:ﬁ 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ Bock |1
14. 139. 244. 243 |india 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to www cogat.idf.il/sip _storage/fil es/6/4616.]pg B ock 1
5. 29. 247. 168 I srael 147.237.77. 216 |dover.idf . il Illegal Byte Gode Character in Header \Val ue B ock 1
2.54. 40. 137 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
66.249.67.122 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1

Mal formed URL
46.19. 85. 191 I srael 147.237.77.216|dover.idf .i | _pk_i d. 20. 8af c=e8e73185a4e34167. 1436095445. 4. 1446540517. 1446540517. B ock 1
149. 88. 129. 216 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . i1/ aj ax/ updat est at us. php B ock
85. 64. 49. 39 I srael 147.237.77. 170 |n@ar achot . i df . i | |Unhaut hori zed URL Access to naarachot.idf.il/pdf/files/7/113267. pdf Bl ock
5. 29. 247. 168 I srael 147.237.77. 216 |dover . i df . i | Mil tipl e Mal formed HTTP Header Line from5. 29. 247. 168 B ock 1
68. 180. 228. 175 g;:: 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
5.29.247. 168 | srael 147.237.77.216|dover . i df .i | Dstributed |11egal Byte Gode Character in Mt hod B ock 1
212.150.59. 209 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to www aka. i df . i |/ nai n/ sachar/ undef i ned B ock
176.13.12.178 |Israel 147.237.77.216|dover.idf .i | Uhaut hori zed URL Access to ww i df.il/aman/site/ spotting/ spotting. asp Bl ock

Uhaut hori zed URL Access to

wawv aka. i df . i |/ wepdwul | t e50dk5nj i 2nt npzbyczg9kf gj mi2gwagi dd2gwbai hdws

wah4hvm zawj szwhkzai | d2gwbai bd2qwagi bdxychgr ocmvmbgxkzwzhdwxOl nf zc
66.249.67.13 |lsrael  |147.237.72. 166 |aka. i df . i 2 15mknes L5yl Gl deqtn! der Loxeamacagbuandcbat sauw dadoon buegay |2 0% [*

aquex19db250cn®sclj | cxvpenvgb3n0gnd j alt | evof f gnf f mObdawj gnObdawj hj i v

ghpclnpdguf f mObdawj gnObdawj hj i gwxsu2l 0zxnf f mObdawj gnObdawj hj i quxs

u2l 0zxnB8eh5yubar wr ct t gt sdbj v4sr bosnt nt ap+hah2uc8vg==
149.88.94. 173  |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
37.142.110. 200 |[lsrael 147.237.72.167|i shuri maka. i df . ifuntraceabl e SSL Sessi ons: Qpen Mde None 1
5.29.247. 168 | sr ael 147.237.77. 216 [dover . i df . i | Mal formed HTTP Header Line 1 Bock |1
82. 80. 196. 44 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to wwu aka. i df.il/main/giyus/ wan navy. idf.il B ock 1
66.249. 67.224 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Protocol violation (SSL_CGONN LI ENT_HELLQ None 1
2.54.52. 41 I srael 147.237.77.234|hal ag. i df . i | Uhaut hori zed URL Access to 147.237.77. 234/ i mages/ shar ed/ bul | et 1. gi f B ock 1
66. 249. 65. 34 I srael 147.237.76. 42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ si p_storage/ fi | es/ 3/ 2423. ] pg B ock 1
109.65.10.15 |l srael 147. 237.72. 166 |aka. i df . i | ;Twar;it; ' ;%‘?I ?:T'a)l' n\f;ﬁ'sfzi ylur;/r’riyunprocessquesti onnai 6. asp None |1
5. 29. 247. 168 I srael 147.237.77. 216 |dover.idf . il Mil tiple NLLL Character in Header Nane from 5. 29. 247. 168 B ock 1
74.82.47.2 g‘iatt:: 147.237.72. 156 |anan. i df . i | Unaut hori zed URL Access to 147.237.72. 156/ Bock |1
176. 13. 20. 49 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
66. 249. 67. 59 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ snal i mi showbi g. aspx B ock 1
46. 19. 85. 191 | srael 147.237.77. 216 |dover. i df .i | Distributed Abnornal Iy Long Request B ock 1
149. 88. 106. 182 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwu aka. i df .il/matash B ock 1
5.29. 247. 168 I srael 147.237.77. 216 |dover.idf . il Mil tiple Abnormal Iy Long Header Line fromb5. 29. 247. 168 B ock 1
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