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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
109. 65. 177. 8 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3318
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3250
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table dr op 1022
66. 249. 67. 6 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 233
109. 65. 106. 86 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 85
81. 218. 241. 25 | srael 147.237.72. 167 i shuri maka.idf.il|Anonmal y- TLS renegotiation-d i dest - reset 62
176. 13. 23. 41 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 35
212.179.21. 194 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 30
84.109. 226. 120 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
193. 106. 206. 10 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
81.218.198. 54 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 29
2.54.48. 81 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
195. 235. 52. 106 Spai n 147.237.77.216 dover.idf.il SYNHood full table dr op 25
2.54.170.5 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 25
46.19. 86. 230 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 22
46.19. 86. 230 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 22
46. 19. 86. 33 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
2.52.0.77 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 19
109. 186. 172. 203 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 18
46. 19. 86. 186 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 17
46.19.85. 1 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 17
37.26.147. 174 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
46. 19. 85. 225 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
94. 230. 86. 244 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 14
46. 19. 86. 83 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
80. 246. 136. 72 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 12
46.19. 86. 110 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 12
79.176. 0. 98 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 11
62. 219. 99. 130 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 11
176. 12. 136. 78 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
213.8.129. 152 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
46. 19. 86. 83 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 10
79.177.226. 207 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 10
79.178. 28. 124 | srael 147.237.77.216 dover.idf.il SYN H ood unveri fied cookie drop 10
31.168. 73. 110 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 9
213.57.108. 143 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
46. 19. 86. 92 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
46. 19. 86. 178 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 9
41.191. 199. 83 Kenya 147.237.77. 216 dover.idf.il SYNHood full table drop 9
37.26. 147. 176 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
109. 64. 31. 18 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 8
95. 86. 77. 245 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 8
77.125.117. 83 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
2.54.8.169 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 8
213.57.223.221 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
86. 108. 10. 228 Jor dan 147.237.77. 216 dover.idf.il SYNHood full table drop 8
46. 120. 245. 206 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 8
46. 19. 85. 37 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
149. 78. 119. 56 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
62. 219. 254, 22 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 6
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site Sgnature |Devi ce Action |Oount |
81.218.251.252 |Israel 147.237.72.166 |aka.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 6
193. 169. 71. 243 [Israel 147.237.77.226 |waw charmat z. aka. i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 1




11-03-2015-09:04:06 to 11-03-2015-10:04:06

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 2
5. 8. 66. 110 147.237.0.35 |ssian akavs. i df . ET SCAN Potential SSH Scan 1
Feder at i on
132. 70. 66. 13 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
2.54.52. 184 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
104. 128. 144. 131|147. 237. 77. 179 |Canada e.nazi.idf.il ET SCAN NVAP -sS w ndow 2048 1
90. 150. 43. 9 147. 237. 76. 199 gj;:lnim e. nakchal i df i ET SCAN Potential SSH Scan 1
84.109.211.55 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
78.188.19.137 |147.237.0.17 |Turk kosher-kravi .idf.il ET SCAN Behavi oral Lhusual ly fast inbound Tel net 1
. . . . . 0. ur Ke' m ny- Kosher - . . . .
Y v Gonnections, Potential Scan or Brute Force
46.116. 232. 157 |(147.237.72. 166 |l srael aka idf.il portscan: TCP O stributed Portscan 1
5. 39. 222. 253 147. 237. 77. 170 |Net her | ands naar achot . i df . i | ET SCAN Potential SSH Scan 1
192.198. 151. 45 |147. 237. 72. 166 |Eur ope aka idf.il portscan: TCP Distributed Portscan 1
5.8. 66. 110 147.237.0.17 ?;Z:;:I”ion mny-kosher-kravi .idf.il |ET SCAN Potential SSH Scan 1
119. 60. 224. 221|147, 237. 77. 170 | hot i il ET SCAN Behavi oral Lhusual |y fast inbound Tel net 1
. . . . . . 1 na naar acl N . . .
Gonnections, Potential Scan or Brute Force
104. 128. 144. 131|147. 237. 77. 179 |Canada e.nazi.idf.il ET SCAN NVAP -f -sS 1
90. 150. 43. 9 147. 237. 72. 156 |0SS N aman.idf il ET SCAN Potential SSH Scan 1
Federati on
80. 246.139.51  |147.237.72. 166 |I srael aka. idf.il portscan: TCP O stributed Portscan 1
77.127.235.17  |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
46. 19. 86. 208 147.237.77. 216 |I srael dover.idf.il ET WBB SERVER Poi son Nul | Byte 1
5. 39. 222, 253 147.237. 77. 216 |Net her | ands dover.idf.il ET SCAN Potential SSH Scan 1
194, 90. 217. 145 |147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Sig nature Devi ce Action |Count
37.26. 146. 197 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 846
212.179.21.194 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 676
79.183.124. 145 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 587
37.142. 64. 86 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 512
95. 86. 124. 226 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 444
79.183. 183. 231 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 196
46.19. 86. 127 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 181
2.52.152.234 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 152
46. 19. 85. 20 I srael 147.237. 72. 167 ishurimaka.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 136
46.19.86.7 | srael 147.237.77.216 dover.idf.il dr op First packet isn't SN drop 105
2.54.170. 109 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 74
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 71
46. 19. 86. 45 | srael 147.237.77.216 dover.idf.il dr op First packet isn't SN drop 69
212.76.125. 42 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 68
79.176.112.78 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 67
193. 106. 206. 10 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 66
62.219. 99. 130 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 62
81.218.251. 251 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 61
84.94.152. 30 | srael 147.237.77.216 dover.idf.il dr op First packet isn't SN drop 58
209. 88.198. 1 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 57
79.182. 226. 207 | srael 147.237.77.216 dover.idf.il dr op First packet isn't SYN drop 52
109. 65. 106. 86 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 51
52.16.5.197 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 49
79. 176. 0. 98 | srael 147.237.77.216 dover.idf.il dr op First packet isn't SYN drop 47
50. 45. 207. 136 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 47
66. 249. 78. 166 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 44
54.72.73.168 Irel and 147.237.77.216 dover.idf.il dr op First packet isn't SYN drop 43
176.13.0. 210 | srael 147.237.77.216 dover.idf.il dr op First packet isn't SN drop 43
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 40
41. 33. 231. 90 Egypt 147.237.77.216 dover.idf.il dr op First packet isn't SYN drop 40
212.179. 90. 106 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 39
212.179.21.194 | srael 147.237.77. 212 e.dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 38
2.52.0.77 | srael 147.237.77.216 dover.idf.il dr op First packet isn't SYN drop 38
212.179. 42. 241 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 38
95. 86. 77. 245 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 37
37.142.97. 248 | srael 147.237.77.216 dover.idf.il dr op First packet isn't SYN drop 36
2.52.179. 215 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 36
176. 13. 12. 44 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 35
54.72.0.55 Irel and 147.237.77.216 dover.idf.il dr op First packet isn't SYN drop 34
77.125. 240. 211 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 33
95.86.95.9 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 33
195. 235. 52. 106 Spain 147.237.77.216 dover.idf.il dr op First packet isn't SYN drop 32
128. 139. 17. 37 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 32
149. 78. 251. 215 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 31
213.204.127. 27 Lebanon 147.237.77.216 dover.idf.il dr op First packet isn't SYN drop 30
46. 19. 86. 83 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 29
108.59. 253. 71 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 29
46. 19. 85. 159 | srael 147.237.77.216 dover.idf.il dr op First packet isn't SYN drop 29
171. 25.193. 131 Sweden 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 28
176. 12. 148. 237 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 28
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
212.25.102.57 |lsrael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed URL Access from 212. 25. 102. 57 B ock 13
176.12.137.34 [ srael 147.237.76.200|ei tan. aka. i df . i | I%.'\g.]ylg. ;Ze Sane Response (bde (404) in Session from Bock |10
82. 80. 196. 44 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 82.80.196. 44 B ock 9
84.228.220. 148 |l srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed URL Access from 84. 228. 220. 148 B ock 6
82. 80. 196. 44 I srael 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock 5
84.228.220. 148 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed PHP At tenpt B ock 3
2.54.150. 13 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: pen Mvde None 2
193. 43. 246. 250 |l srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
176.12. 136. 253 [l srael 147.237.0.17 n;crirfy-ilTosher- kr avi Distributed I11egal Paraneter Encoding None |2
66.249.67.71  |Israel 147.237.72. 166 |aka. i df . i | ?4? rzgt;lftgi 1;%3“;‘:;0;; ;efu;%e?efif.saggx Bock |1
91.197.103. 1 | srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod CPTI ONS for ww aka. i df . i |/ mai n/ sachar/ B ock 1

Il1egal Byte Gde Character i~n Met hod o o

[[#23] T [[#3]] [[#3] ] [[#0]] (A?[[#23]] ni [#16] | nAQ AA [[#11] | FAfsAAZ
46. 19. 86. 208 I srael 147.237.77. 216 |dover.i df . i | [[#6]] ASASAT[[#1]1] A | A A“SATAEL [ #7]] A°kM [ #21] ] AMATHAEACA! B ock 1

[#OV N [[#21] 1 [[#3]]1 [ [#3] ] [[#0]] [[#26]] A2[[#23]] ni[#16]] miQ) A...BA”

A" @\ A>AVA-AYY [ #27]] ~BoKA¥P [ [ #6]] GET
79.178.171.131 [israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: C(pen Mde None 1
193. 43. 245. 250 |l srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in URL from193.43. 245. 250 Bl ock 1
141. 212. 121. 208 g‘;ttee: 147.237.77. 226 \é\;/W\iI.IChaI’T&t z.aka. | Unaut hori zed URL Access to 147.237.77. 226/ B ock 1
66. 249. 78. 66 I srael 147.237.76. 147 [chi nuch. aka. i df .i| [Wauthorized UR. Access to ww chi nuch. aka. i df.il/404. htm B ock 1
66. 249. 65. 34 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 1
46.19. 85. 41 I srael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
212.25.102.57 |lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/drushi nibl abl a B ock 1
82.80.17.163 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mvde None 1
77.127.94.100 [israel 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock 1
2.54.12.10 I srael 147.237.72. 156 [anan. i df . i | SSL Wntraceabl e Gonnection - Protocol violation (SSL_GONN QLI ENT_HELLO |None 1
176.12.137.34 |Israel 147.237.76.200|ei tan. aka. i df . i | Too Many 404: Response Code per Session B ock 1
66.249. 67. 143  [Israel 147.237.77. 170 |maar achot . i df . i | Unaut hori zed URL Access to 147.237.77. 170/ 71759- he/ maar achot . aspx  |B ock 1
100. 66. 167. 217 |Israel 147. 237.72. 166 |aka. i df . i | m;&:‘i’ﬁiwa“:;‘gf} Zed LR focess on Bock |1
82.80. 196. 44 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. i df . il/aj ax/ updat est at us. php B ock 1

NLLL Character in Method B o o

[[#23] 1 [[#3] 1 [[#3]1[[#0]]1 (A?[[#23]] i [ #16] ] nAQ AA [[#11] ] FATsAAZ
46. 19. 86. 208 I srael 147.237.77. 216 |dover . i df .i | [[#6]] ASASAT[[#1]1] A | Ay AASATAE] [ #7]] A°kM [ #21] ] AMATHAEACA' B ock 1

LI#ON ] [[#21] 1 [[#3] 1 [[#3]]1[[#0]] [[#26]] A?[[#23]] ni[#16]] mAQ A...BA”

A" @ A>ARVA-AVL [ #27] ] ~AaKA¥P' [ [ #6] ] GET
80.179.223.31 |[lIsrael 147.237.77. 176 |mat pash. i df . i | Lhaut hori zed URL Access to ww cogat . idf.il/sip_storage/files/ 9/ 4629.)pg |B ock 1
2.54.178. 122 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
141. 212. 122. 160 g‘;tt:: 147.237.0.15 |kosher-kravi.idf.il |Uhauthorized URL Access to 147.237.0. 15/ B ock 1
66.249.78.159 |Israel 147.237.77. 216 |dover.i df .i | D stributed Suspicious Response Code B ock 1
66. 249. 65. 37 I srael 147.237.76.42 |refuah.idf.il ﬂ?%;;géi%g:&gﬁf;ﬁl;&cri pts/jquery/jquery-1.4.2.nin.js B ock 1
46.19.86.120  |israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt eh?ro'lfz‘f? , tgegpgrcﬁsemzlesn <t ohi | ddocument s/ 1071 Bock |1
213. 8. 240. 12 I srael 147.237.72. 166 [aka. i df . i | Paraneter Read Qily Molation in wwaka idf.il/tiznoret/fag/ default.asp [None 1
82.80.113.194 |Israel 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
77.127.94.100 |Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized URL Access from 77.127. 94. 100 B ock 1
2.54.12.10 I srael 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.249. 67.234 |lsrael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ ei tan/ | i st page/ B ock 1
109.67.2.231  [Israel 147.237.77. 216 |dover . i df . i | (SZLSI':J; t(;gfliﬂgpcﬁ”gﬁli g]\l_-DETO/i_OCEio\jA?\II% on None |1
82. 80. 196. 44 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1

Unknown HTTP Request Met~hod o o

- (761 1 AASA L[ #111) A | 4 ASAFAGEL [ #7]] A KN [ #211] AT AEHACACA

46. 19. 86. 208 I srael 147.237.77.216|dover.i df .i | EE#OJ]I[’{ZH] [[#311[ (4311 [ [#01] [[#26]] 2L [#23] ] nf [ ¥16] ] i) A. BAC Bl ock 1

A @ A>AVA-AYL [ #27]] ~AeKA¥P [ [#6] ] GET in URL

wwv i df . i1/ styl e/ shared/ nav. css
2.54.180. 29 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
195.200. 205. 2 I srael 147.237.72.166 [aka. i df . i | \/\ux?\zu;?:ri Id?.e?l /'\'r"raataihn(;(;i 3::} eCuTJ\tShérgri cati onser vi ce. asnx/ get aut huser Bl ock !
81.218.241.25 |lsrael 147.237.72. 166 [aka. i df . i | Uhknown Par aret er wb48617274 in waw aka. i df .il/ None 1
149.88.72.191 |israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df il /v tikshuv.idf.il B ock 1
66.249.78.173 |l srael 147.237.77.216|dover .i df . i | Unaut hori zed URL Access to waidf.il/aman B ock 1
66. 249. 65. 40 I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed UR. Access to 147.237.76.42/ sip_storage/fil es/ 8/2308.jpg |B ock 1
85.65.190. 192 [Israel 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
46.19. 86. 148 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: Cpen Mde None 1
82.80.144.24 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: pen Mvde None 1
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