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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address |Site Signature Device Action |Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover. i df . i l|DCS- Tool - Swi t chbl adG dest - r eset 2773
167.114. 156. 16 Canada 147.237.77. 216 dover. i df . i l|HTTP- POST- Segnent ed- DoS dest - r eset 714
66. 249. 64. 186 Lhited Sates 147.237.77. 74 lawidf.il |TQP handshake viol ation, first packet not syn |drop 292
0.0.0.0 147.237.77.216 dover.idf.i|]SINHood full table dr op 220
46. 19. 85. 95 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 30
46.117. 190. 31 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 25
213.57.7.4 | srael 147.237.77. 216 dover.idf.i|]SYN H ood out of context drop 25
213.57.7. 4 | srael 147.237.77. 216 dover.idf.il]SYN H ood unverified cooki e drop 25
79. 180. 190. 35 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 21
62.0.102. 190 | srael 147.237.77.216 dover.idf.il]SINHood full table drop 14
188. 225. 182. 38 Pal estinian Territory, Qcupi ed|147.237.77.216 dover.idf.il]SINHood full table drop 11
188. 225. 182. 38 Pal estinian Territory, Qrcupi ed|147.237.77.216 dover.idf.i|]SYN H ood out of context drop 11
212.14.239. 113 Pal estinian Territory, Qcupi ed|147.237.77.216 dover.idf.i|[SYNHood full table drop 8
84.94.32.116 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 7
212.179.21.194 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 7
79.177.97. 148 | srael 147.237.77.216 dover.idf.i|]SINHood full table drop 6
84.94. 202. 208 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 6
188. 225. 182. 38 Pal estinian Territory, Qrcupi ed|147.237.77.216 dover.idf.il|SYN H ood unverified cooki e drop 6
192. 118. 27. 253 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 5
176.12. 142. 30 | srael 147.237.77. 216 dover.idf.il|]SYN H ood out of context drop 5
85. 64. 116. 87 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 5
176. 12. 142. 30 | srael 147.237.77.216 dover.idf.il|SYN H ood unverified cooki e drop 5
46.19. 86. 134 | srael 147.237.77. 216 dover.idf.i|[SYN H ood out of context drop 5
176. 12. 142. 30 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 5
46.19. 85. 124 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 5
212.179. 46. 16 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 5
2.54.41.167 | srael 147.237.77.216 dover.idf.ill]SYN H ood out of context drop 4
194.90. 242. 2 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 4
216. 75.214. 5 Eur ope 147.237.77. 216 dover.idf.il]SINHood full table drop 4
164.138. 123. 179 | srael 147.237.77.216 dover.idf.i|]SINHood full table dr op 4
194. 54. 168. 76 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 4
5. 29.58. 45 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 4
82. 80. 216. 12 | srael 147.237.77.216 dover.idf.il|SYN H ood unverified cooki e drop 4
79.178. 22. 56 | srael 147.237.77.216 dover.idf.i|]SINHood full table drop 3
212.199. 195. 61 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 3
46.19. 85. 14 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 3
87. 68. 153. 160 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 3
2.52.184. 225 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 3
79. 180. 190. 35 | srael 147.237.77.216 dover.idf.il|SYN H ood unverified cooki e drop 3
176.13. 0. 103 | srael 147.237.77.216 dover.idf.i|]SINHood full table drop 3
79.177.97. 148 | srael 147.237.77. 216 dover.idf.il|SYN Hood unverified cooki e drop 3
80. 246. 136. 121 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 3
81. 218. 48. 37 | srael 147.237.77. 216 dover.idf.i|]SYN H ood out of context drop 2
81.218. 48. 37 | srael 147.237.77. 216 dover.idf.il]SYN H ood unverified cooki e drop 2
203. 116. 59. 35 S ngapor e 147.237.77.216 dover.idf.i|[SYNHood full table drop 2
58.172.178. 139 Australia 147.237.77.216 dover.idf.i|]SINHood full table dr op 2
223.4.208. 34 Chi na 147.237. 76. 86 navy.idf.il |JJLM Under Attack Con Tcp drop 2
193. 208. 3. 21 H nl and 147.237.77. 216 dover.idf.i|[SYNHood full table drop 2
2.54.52.120 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 2
82.80. 198. 164 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry

|Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TCP D stributed Portscan 2
5.8.66. 110 147.237. 72. 167 |Russi an Federation ishurimaka.idf.il|ET SCAN Potential SSH Scan 1
223. 4.208. 34 147.237. 76. 147 |Chi na chinuch. aka.idf . i I[ET SCAN Potential SSH Scan 1
188. 225. 182. 38 |147. 237. 77. 216 chis;ii;ijan Territony, | oover i of il portscan: TCP Distributed Portscan 1
80. 246. 139. 197 |[147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
46. 19. 86. 229 147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 1
5.8.66. 110 147.237. 72. 217 |Russi an Federati on eidf.il ET SCAN Potential SSH Scan 1
212.143.3. 44 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
189. 166. 207. 226(147.237.0.34  |Mexi co tikshuv.idf.il ET SCAN Behavi oral Lhusual 1y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
176.13.23. 187  [147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
85.250. 201. 88  [147.237. 72. 166 |l srael aka.idf.il portscan: TCP Distributed Portscan 1
46.121.90. 167  [147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 108 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
5. 8.66. 110 147.237. 76. 200 |Russi an Federati on eitan.aka idf.il [ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Action ‘Count
Sreaning Engine: TGP Invalid i i ssi
80.74.100.98  |Israel 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. |, 78
Ret r ansmi ssi on Packet dr opped.
208. 115.111. 73 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 69
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 52
217.114. 211. 246|Cer many 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 50
188. 225. 182. 38 glcisgi'géa” Territoy s 47 237.77. 216 |dover. i df . il drop First packet isnt SN drop 38
159. 220.74.5 United Ki ngdom 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 38
94. 159. 156. 140 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 35
71.225.89.171 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 30
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 27
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 27
109.64.19.30  [Israel 147.237.72.167 |ishurimaka. i df .i|Bad TOP sequence SWretransmt wth different o0 o0 [26
wi ndow scal e
Sreanming Engine: TGP Invalid i i ssi
66.249.78.173 |Uited Sates 147. 237. 77. 216 |dover. i of . i1 9 =9 Invalid segnent retransmssion. |, 24
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i ssi
66.249.83. 155 |lnited Sates 147. 237. 77. 216 |dover . i of . i | 9 =g Invalid segrent retransmssion. |, 24
Ret r ansni ssi on Packet dr opped.
. SWNretransmt wth different .
80. 246. 133. 255 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Vi ndow scal e noni t or 19
Sreanming Engine: TGP Invalid i i ssi
66.249.78.166 |lnited Sates 147. 237. 77. 216 |dover . i of . i | 9 =g Invalid segrent retransmssion. | 18
Ret r ansni ssi on Packet dr opped.
62.0.102. 190 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 18
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
84.95.199.113 | srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence S retransmt with different —Jopnitor  f14
wi ndow scal e
17.142.156.109 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 14
104. 2. 59. 108 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
212.199.195. 61 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 13
Do SWNretransmt wth different
84.95.199. 113 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Wi ndow scal e aert 13
37.142.110.11 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
79. 182. 54. 247 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 13
37.26.148.183 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
Sreaning Engine: TGP Invalid i i ssi
81.218.251. 251 |israel 147.237.76.200 |ei tan. aka. i of . 9 =g Invalid segnent retransmssion. g ., 12
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
66.249.78.159 |United Sates 147. 237.77. 216 |dover i of . i 9 =9 Invalid segnent retransmssion. |, ., 12
Ret r ansni ssi on Packet dr opped.
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
80. 246. 133. 67 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
176.13.17.238 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 11
62.219.183. 178 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 11
79.180.190.35 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
46. 19. 85. 29 I srael 147.237.72. 167 |ishurimaka.iof .i[Bad TCP sequence Inval i d ACK nunber noni t or 11
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
84.94.209.118 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
81.218.48.37 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
54.72.73. 168 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
212.25.102.63 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
212.179. 239. 194|l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
2.54.41. 167 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
2.54.179. 87 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
208. 115.113.89 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
192. 118. 27. 253 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
Sreaming Engine: TCP Invalid i i ssi
2.54.30. 243 I srael 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. |, ., 9
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
46.19.86.136  |Israel 147. 237.72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. |, 9
Ret r ansmi ssi on Packet dr opped.
79. 180. 2. 251 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
46. 19. 86. 81 I srael 147.237.72. 167 |ishurimaka.iof .i[Bad TCP sequence Inval i d ACK nunber noni t or 8
84.111.73.126 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
23.22.167.237 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
84.228.220. 148 |lsrael 147.237.72. 166 |aka. i df . i | Mil tiple Uauthorized URL Access from 84.228. 220. 148 Bl ock 9
84.228. 220. 148 |lIsrael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 5
m ny- kosher - kr avi . i _ _
176. 13. 15. 92 | srael 147.237.0. 17 df il DOstributed I11egal Paraneter Encodi ng None 4
46.121.45. 2 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut hori zed Method for Known URL from 46.121.45. 2 B ock 4
167. 114. 172. 229|Canada 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 4
66.249. 67.6 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
176. 228. 186. 37 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 2
194. 90. 254. 244 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
31.154. 164. 216 | srael 147.237.72.166 |aka. i df . i | thknown Pararreter V| EASTATEENCRYPTED i n None 1
wwy aka. i df . i |/ mai n/ sachar/request . aspx
. . Unknown Par anet er anp; nodul etogoto in
167. 114. 172. 229|Canada 147.237.72. 166 |aka. i df . i | ww aka i o i |/ i yus/| ogi 1V None 1
109.64.19.30  |Israel 147.237.72.167|i shuri maka. i df i1~ [MitiPle Fullw dtiVEBITuidth Lhi code Encoding on LR/ Faraneter(+) g o 1
from 109. 64. 19. 30
80. 246. 133. 255 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl el shared/ reset. css  |B ock 1
216.218. 206. 68 |Lnited Sates [147.237.77. 243 nobi | e.i df . i | Unaut hori zed URL Access to 147.237.77.243/ B ock 1
-kosher-kravi . i ing - : i
176.13. 2. 39 I srael 147.237.0.17 |1 Y- KOSher-xra Doubl e LRL Encoding - paraneter: Feturnurl in B ock 1
df.il m ny-kosher-kravi .idf.il/tenpl ates/ | ogi n. aspx
2.52.62.103 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
167. 114. 172. 229|Canada 147.237.72.166 |aka. i df . i | thknow Paranet er anp; docid in None 1
wwv aka. i df . i1/ giyus/forunidefaul t.asp
] . . Paranet er Type M ol ati on PageNumin
68.180. 230. 167 |lhited Sates |147.237.76.31 [nakchal .idf.il nakhal i df i1/ 1073- hel nakhal . aspx Bl ock 1
’ . . Unaut hori zed URL Access to
207.46.13.114 [lhited Sates [147.237.77. 216 |dover.i df .i | voww i df i 1/ hebr ew or gani zat i onV si gnal s/ at ar B ock 1
46.19. 86. 148 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
176.12.137. 1 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
109. 186. 181. 169l srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il/https:/wavaka. idf.il/ |B ock 1
80. 246. 136. 121 |l srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 1
. . Unaut hori zed URL Access to
66.249.67. 134  |Israel 147.237. 77. 170 [m@ar achot . i df . i | 147.237.77. 170/ 72199- he/ nmar achot . aspx Bl ock 1
2.54.20. 169 I srael 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df.il/894-he Bl ock
167. 114. 172. 229|Canada 147.237.72. 166 [aka. i df . i | Unknown Par anet er anp; doci d in ww aka. i df . il/giyus/ general / None 1
84.228.220. 148 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to wwwy aka. i df.il/aj ax/ updat estatus. php  [Bl ock 1
79 181. 14. 90 | s a6l 147.237.72. 166 |aka i df . i | 'uﬁknovm Pgr anet er .ctl 00s%ct | 00$cphMa| n$cphSachar $cb13967740 None 1
in ww aka.idf.il/nai n/sachar/ paysl i ps. aspx
208.115.111.73 [nited Sates [147.237.76.31 |nakchal .idf.il Ml tipl e Uhaut horized LRL Access from 208.115. 111. 73 B ock 1
176.12.137.1 I srael 147.237.77.243|nobi [ e.i df . i | Dstributed Uhaut hori zed URL Access on nobi | e.idf.il/sachar/index |B ock 1
151.80.31.122 |italy 147.237.72. 156 |anman. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/robots. txt B ock 1
- . D stributed Lhaut hori zed URL Access on
84.95.199. 113 |l srael 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ styl ef shar ed/ reset . css B ock 1
. . Uhaut hori zed URL Access to
66. 249. 67. 143 |l srael 147.237.77. 170 |maar achot . i df . i | 147.237. 77,1701 pef /11 | es/ 0/ 109980, pdf Bl ock 1
2.54.41. 167 I srael 147.237.77. 216 |dover.i df .i | SSL Untraceabl e Connection - Qpen Mde None 1
167. 114. 172. 229|Canada 147.237.72. 166 |aka. i df . i | thknown Paraneter anp; docid in None 1
ww aka. i df . i |/ gi yus/ haadaf ot | ogi n/
. . Unhaut hori zed URL Access to
85. 64. 67. 153 | srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai n/ gi yus/ gener al . aspx Bl ock 1
80.179.102. 94 |Israel 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
212.179. 239. 194|i srael 147.237.72. 167 i shuri maka. i df . i | Mitiple tntraceable SS. Sessions from212.179.239. 194 (Unknown |, o 1
S Sessi on)
176.12.140.50 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
. . Unaut hori zed Method GPTI ONS for
46.121.45.2 I srael 147.237.72. 166 |aka. i df . i | wiww aka, i o i 1/ i r/ gi yus/ Ki oski Bl ock 1
84.109.202. 179 [israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter catld in ww aka.idf.il/main/giyus/general . aspx [None 1
. m ny- kosher - kr avi . i _
184. 105. 247. 195|lhited Sates |147.237.0. 17 df il Unaut hori zed URL Access to 147.237.0.17/ Bl ock 1
68.180.228.112 |lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawidf.il/</font B ock
2.54.142.75 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
. . Unknown Paranet er anp; docid in
167. 114. 172. 229|Canada 147.237.72. 166 |aka. i df . i | Wi aka. i o . i |/ nai v i yus/ general . aspx None 1
. - . Unaut hori zed URL Access to
89.139. 14. 34 | srael 147.237.77. 243|mobi | e. i df . ] nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1071 Bt ock !
80. 246. 130. 2 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
212.179. 239. 1941 srael 147.237.72. 167|ishurimaka.i df . il SSL Wntraceabl e Qonnection - Unknown SSL Sessi on None 1
176. 12. 149. 246 || srael 147.237.77.243|nobi [ e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 1
. . Uhaut hori zed URL Access to
66.249. 65. 112 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. st oragel {1 | es/ 7/ 3347, | pg Bl ock 1
167. 114. 172. 229|Canada 147.237.72. 166 [aka. i df . i | Unknown Par anet er anp; doci d i n waw aka. i df . il/giyus/forns/ None 1
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