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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2533
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 463
2.54.175. 22 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 55
37.142.68. 27 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 35
46. 19. 85. 66 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 30
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 24
84. 228. 165. 6 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
79.179. 18. 143 | srael 147.237.72. 166 aka.idf.il B ock_Wp Al _Nets drop 6
2.54.58. 26 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
84.189. 220. 17 Ger nany 147.237.77. 216 dover.idf.il SYNHood full table drop 6
79.178. 226. 225 | srael 147.237.72. 166 aka.idf.il B ock_Ulp Al _Nets drop 6
212. 25.102. 63 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
79.182.184. 4 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
199. 203. 215. 1 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
31.154.94. 24 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
46. 19. 86. 237 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 4
87.69. 86. 172 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
2.54.24.108 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
66. 249. 78. 224 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table dr op 3
176.13.7. 112 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
62. 219. 254. 22 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3
2.54.181. 153 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
71.6.216. 39 Lhited Sates 147.237.76. 39 nobi | e.neitav.idf.il|B ock Udp All Nets drop 1
50. 97. 195. 27 Lhited Sates 147.237.77. 61 e.cogat.idf.il Inval i d TP H ags dr op 1
212. 25.102. 63 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 1
149. 78. 215. 93 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 1
71.6.216. 61 Lhited Sates 147.237. 76. 201 e atal.idf.il B ock Wp Al Nets drop 1
192. 0. 86. 187 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
213.57.234.91 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
46.19. 86. 144 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 1
2.54.30.185 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

‘Target Addr ess g)tuiikre; Signature
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 4
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
185. 58. 201. 28 [147.237.76. 86 |Lebanon navy.idf.il ET SCAN NVAP -sA (2) 2
162. 248. 10. 134 |147.237.0. 16 [Canada ny-kosher-kravi .idf.il |ET SCAN NVAP -sS w ndow 2048 1
149.78.133.35 [147.237.77. 216 |l srael dover.idf.il portscan: TP D stributed Portscan 1
5.22.129.188  [147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
208.90. 155. 46 [147.237.72. 166 |Uhited Sates |akaidf.il SER\/ER APAO—E.Apache mod_ssl non- S8 connection to SSL port 1
deni al of service attenpt
162. 248. 10. 134 |147.237.0. 16 [Canada ny-kosher-kravi .idf.il |ET SCAN NVAP -sS wi ndow 3072 1
162. 248. 10. 134 |147.237.0. 16  [Canada ny-kosher-kravi.idf.il |ET SCAN NVAP -f -sS 1
85. 250. 145. 44 [147. 237. 72. 166 || srael akaidf.il portscan: TGP DO stributed Portscan 1
36. 84. 67. 23 147. 237. 77. 216 |I ndonesi a dover.idf.il portscan: TCP D stributed Portscan 1
167. 114. 156. 16 [147. 237. 77. 216 |Canada dover.idf.il portscan: TCP DO stri buted Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address |Ste Signature
37.26. 146. 221 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 366
2.54.173.31 I srael 147. 237, 76. 200 |ei tan aka i o i1 || S2M NG Egine: TGP Invalid — invalid segnent retransmissi on drop 348
Ret ransmi ssi on Packet dr opped.
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 197
194. 90. 83. 233 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 56
82.145.222. 169 |Europe 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 46
205.203.135.1 |lhited Sates (147.237.77.216|dover.idf.il drop First packet isn't SN drop 45
80. 246. 133. 86 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 44
79.179.56.165 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 37
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 31
213.57.234.91 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 30
208.69.40.101 |lhited Sates |(147.237.77.216|dover.idf.il drop First packet isn't SYN drop 30
52. 16. 5. 197 Lhited Sates |[147.237.77.216|dover.idf.il drop First packet isn't SN drop 30
68.180.228. 112 |lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 29
100. 100. 23. 206 147.237.72. 156 |anan.idf .il drop First packet isn't SYN drop 28
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 28
192.117.12. 65 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 21
212.179.90. 106 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 20
109. 200. 30. 154 zint:gom 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 18
146. 115. 89. 236 |[Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 18
66.249.78.166 |Lnited Sates |147.237.77.216|dover.idf.il Streamng Engine: TCP Invalid finvalid segnent retransmssi on. drop 18
Ret r ansni ssi on Packet dr opped.
66.249.83.158 |Uited Sates |147.237.77. 216 |dover. i df.il Streaning Engine: TCP Invalid  invalid segnent retransnission drop 18
Ret r ansni ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 17
52.2.57.144 Lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 16
66.249.78.173  |United Sares [147. 237. 77, 216 |dover.iar.i1 | ©@M NG Bngine: TP Invalid  invalid segnent retransnission drop 16
Ret ransmi ssi on Packet dr opped.
72.9.148. 10 Lhited Sates |[147.237.77.216|dover.idf.il drop First packet isn't SN drop 15
50. 18.94. 121 Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 14
212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
100. 100. 39. 102 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 14
85. 64. 102. 59 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
176.12.136. 133 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
46. 19. 85. 128 I srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Invalid ACK nunber noni t or 13
207.46.13. 31 Lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 13
37.26.148.191 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
199.203.215.1 |lIsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 13
2.54.175. 22 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 13
37.127.112. 217 |Seudi Arabia |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 13
79.183.221.79 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 13
199. 16. 156. 126 |Lhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SN drop 12
37.26.147.238 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
84.228. 165. 6 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
50. 87. 144. 145 Lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 12
100. 100. 39. 102 147.237.72. 156 |anan.idf .il drop First packet isn't SN drop 12
149.78.133.35 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
31.154.94. 23 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 12
176. 13.7. 207 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
46. 19. 85. 103 | srael 147.237.72. 167 |ishurimaka.i df .i|[Bad TCP sequence Invalid ACK nunber noni t or 12
5.108. 140. 190 |Saudi Arabia |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 12
84.189.220.17 |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
176.13. 2. 195 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12




11-03-2015-07:04:09 to 11-03-2015-08:04:09

|Top Attackers In V\AF|

Attacker Address Atacker Target Address |Site dgnature Devi ce

‘Count

Country Action
2.54.173. 31 I srael 147.237.76.200|ei tan. aka. i df . i | Too Many of the Sane Response Cbde (404) in Session from Bl ock 10
2.54.173. 31
84.109. 1. 56 I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized URL Access from 84.109. 1. 56 Bl ock 5
m ny- kosher-kravi .id
46.19. 85. 231 | srael 147.237.0. 17 f Inly Dstributed I11egal Paraneter Encodi ng None 3
23.253.237.129 |Lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to wwy i df . il/1153-22902- he/ B ock
84.109. 1. 56 I srael 147.237.72. 166 |aka. i df . i | PHP Att enpt Bl ock
. . . Uhaut hori zed URL Access to
2.54.173.75 | sr ael 147.237.77. 243|nobi | €. i df . i nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1465 Bl ock 3
66. 249. 78. 66 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to ww chi nuch. aka. i df.il/404. htm B ock
2.54.21. 200 I srael 147.237.77.243|nobi l e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index Bl ock
m ny- kosher - kravi . i d
176.12.138.178 |lsrael 147.237.0. 17 f Inly Dstributed I11egal Parangeter Encodi ng None 2
m ny- kosher - kravi . i d _ _
176. 13. 3. 154 | srael 147.237.0. 17 £l DOstributed I11egal Paraneter Encodi ng None 2
: ; ; D stributed Unauthorized URL Access on
199. 16. 156. 125 |lhited Sates [147.237.77.216|dover.idf.il Wi df i /i p storagel files/ 7/ si ze220x0/ 17467, | pg B ock 1
104. 131. 147. 112|Uhited Sates [147.237.77.216|dover.idf .il Unaut hori zed URL Access to wa i df.il/newsite/hebrew nain.asp [B ock 1
68. 180. 229. 239 |Lhited Sates |147.237.72.166|aka.idf.il Lhaut hori zed URL Access to wawn aka.idf.il/wwtikshuv.idf.il B ock 1
. . Unaut hori zed URL Access to
66. 249. 67. 65 I srael 147.237.72.166 |aka. i df . i | 147. 237. 72. 166/ gi yus/ f or urd asp/ showf or um asp B ock 1
208.115.111. 73 |Lhited Sates |147.237.77.74 [lawidf.il Wnaut hori zed LRL Access to Bl ock 1
wwv mag. i df . i |/ consol e/ cor e/ doc_ngr/ doc_ngr. asp
5.9.41.74 Ger many 147.237.72. 166 |aka. i df . i | Ml tiple Lhauthorized Method for Known URL fromb5. 9. 41, 74 B ock 1
: . . Unaut hori zed URL Access to
174.129.237. 157 Uhited Sates |147.237.77.233(atal . i df . i ww atal .idf.il/tenpl at es/ shar ed/ user cont rol s/ header upper/ Bl ock !
82. 80. 196. 44 I srael 147.237.72. 166 |aka. i df . i | SSL Unhtraceabl e Connection - Cpen Mde None 1
: . . D stributed Uhaut hori zed LRL Access on
199. 16. 156. 126 |Uited Sates [147.237.77.216|dover.idf .il Wi f i1/ p storagel il es/ 7/ si ze220x0/ 17467, | pg Bl ock 1
46. 117. 40. 49 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
. . Unaut hori zed URL Access to
109. 67. 41. 149 |l srael 147.237.72. 156 |anan. i df . i | - Cid i1/ bt ps: /wan il B ock 1
76.100. 161. 163 |Lhited Sates |147.237.77.216|dover.idf.i | Unaut hori zed URL Access to waw idf.il/anan B ock 1
. . Unaut hori zed Method CGET for
66. 249. 67. 122 I srael 147.237.72. 166 |aka. i df .i | wiw aka, i df i 1 /i turi i aspl sear chresul ts. asp B ock 1
5.9.41.74 Ger many 147.237.72. 166 |aka. i df . i | Unaut hor i zed Method HEAD for waw aka. i df . il/gi yus/ mai n/ Bl ock 1
66.249.78.173  |Israel 147.237.77. 216 |dover . i df . i | Whauthori zed LRL Access to B ock 1
wwy i df.il/atal 1/izkor/ vi ew norei nf o. asp
] . . Ml tiple Uhtraceabl e SSL Sessi ons from 208. 90. 155. 46 ( Pr ot ocol
208. 90. 155. 46 Lhited Sates |147.237.72.166|aka.idf.il viol ati on (SSL_QONN QLI ENT_HELLO)) None 1
46.121. 141. 140 [l srael 147.237.77.216|dover . i df .i | NLLL Character in Method B ock 1
2.54.173.31 I srael 147.237.76.200|ei tan. aka.i df .i | Too Many 404: Response Code per Session B ock 1
139. 193. 9. 80 I ndonesi a 147.237.77.74 |lawidf.il I1l1egal Byte Gde Character in Header \Val ue Bl ock 1
77.125.86.24  |israel 147.237.72. 166 |aka. i df . i | lllegal Byte Code Character in LR /mainkapatz//res B ock 1
our ces/ i mages/ i nner page/ goback. gi f
. . Unaut hori zed URL Access to
66.249.67.143 |l srael 147.237.77. 170 [m@ar achot . i df . i | 147.237.77. 170/ 71507- he/ nmar achot . aspx Bl ock 1
66.249.78.234 |lsrael 147.237.77.216|dover. i df . i | Suspi ci ous Response Code B ock 1
] . . S Uhtraceabl e Gonnection - Protocol violation
208.90.155.46 |lWited Sates [147.237.72.166|aka.idf.il (SSL CONN LI ENT HELLO) None 1
66.249.67.13  |Israel 147. 237.72. 166 |aka. i df . i | Distributed tnauthorized Method for Known URL on B ock 1
wwv aka. i df . il /ituri ndasp/ searchresul ts. asp
139, 193. 9. 80 I ndonesi a 147.237.77.74 |lawidf.il Mitiple Ill1egal Byte (de Character in Header Val ue from B ock 1
139. 193. 9. 80
79.177.29.120 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ f avi con. i co B ock 1
. ; Unaut hori zed URL Access to
66.249. 67.247  |Israel 147.237.77. 170 [n@ar achot . i df . i | 147.237.77. 170/ 71854- hel nmar achot . aspx B ock 1
178.137. 81. 238 |lkraine 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df . il/1044-he/ishuri maspx [B ock 1
46. 19. 85. 55 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
84.109. 1. 56 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/aj ax/updat est atus. php |Bl ock 1
. . Unaut hori zed URL Access to
66.249.78.240  |Israel 147.237.77. 216 |dover. i df . il 147, 237.77. 216/ 1133- 16789- he/ dover . aspx Bl ock 1
: ; ; Unaut hori zed URL Access to
208.115.111.73 |Uhited States |147.237.76.31 |nakchal .idf. il nakhal . i df .il/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
. . Unknown Par aneter 4d9c6f40 in
66. 249. 67. 13 | srael 147.237.72. 166 |aka. i df . i | v aka. i df . i 1/ gi yus/ f or und asp/ show o um asp None 1
157.55.39.164 |Wited Sates [147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to ww navy. i df . i|/hone/ def aul t. aspx Bl ock 1
81.218.157.23 |[Israel 147.237.77. 216 |dover . i df .i | Dstributed NILL Character in Mt hod B ock 1
66.249. 67. 251 I srael 147. 237.72. 166 |aka. i df . i | Unaut hori zed Method CET for Bl ock 1
aka.idf.il/iturindasp/ searchresults. asp
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