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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3029
66. 249. 64. 186 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 1617
5. 90. 36. 154 Italy 147.237.77. 216 dover.idf.il SYNHood full table drop 30
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 22
69. 203. 84. 197 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 19
79.181. 58. 16 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
24.16.103. 40 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 5
172.56. 38. 198 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table drop 5
79.177.53. 254 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
62.219. 254. 22 I srael 147. 237.77. 216 dover.idf.il Block Udp All Nets drop 3
176.13. 13. 182 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
172.56. 6. 23 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 2
46. 19. 85. 76 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
71.6.216. 38 Lhited Sates 147.237.76. 38 e.eneitav.idf.i|B ock Wp Al Nets drop 1
107. 107. 60. 157 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 1
71.6.216. 45 Lhited Sates 147.237.76. 86 navy.idf.il Bl ock Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker GQountry Target Address |Site |Sgnat ure Devi ce Action |Count

77.127. 239. 68 I srael 147. 237. 72. 166 aka.idf.il |CL000004: HTTP. options method (M crosoft) ock 3
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|Top Attackers In |D|

Target Address

At acker
CGountry

Signature

41.33.231.90 |147.237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 8
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249.65.17  [147.237.76.42 [lhited Sates |refuah.idf.il ET SCAN NVAP -sA (2) 2
12 200, 81. 228 |147 237 8. 28 o robi | e ke, i df | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
188.138.9.51  |147.237.8.24 |Germany e.lifestyle.idf.il|ET SCAN NVAP -sS w ndow 1024 1
131.109.15.2 [147.237.77.74 |lUited Sates |[lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
61.182.170.38 |[147.237.76. 201 [Chi na eata.idf.il ET SCAN Potential SSH Scan 1
61.182.170.38 (147.237.0.35 |[China akaws. i df .i ET SCAN Potential SSH Scan 1
5.148.157.229 |147.237.72.156 Ei"intgegom aman. i df.il ET SCAN NVAP -sS wi ndow 1024 1
222.186.56.32 [147.237.76.30 [China hi nush. i df . i | ET SCAN Potential VNC Scan 5900- 5920 1
131.109.15.2 [147.237.77.74 |Wited Sates |[lawidf.il ET SCAN NMAP -sS wi ndow 3072 1
61.182.170.38 [147.237. 76. 200 [Chi na eitan.aka.idf.il |ET SCAN Potential SSH Scan 1




11-03-2015-06:04:05 to 11-03-2015-07:04:05

|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 313
192.0.81.14 Lhited Sates [147.237.77.216|dover.idf.i|dr op First packet isn't SYN drop 114
192. 0. 81. 122 Lhited Sates [147.237.77.216|dover.idf.i|dr op First packet isn't SYN drop 110
216. 36. 140. 242 |Canada 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 104
172.56.38.198 |[nited Sates |147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 91
201.141.88.50 |Mexico 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 67
107.77.76.109 |Uhited Sates [147.237.77.216|dover.idf.i|dr op Frst packet isn't SN drop 60
46. 19. 86. 21 | srael 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 57
54.72.73.168 Irel and 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 56
52.16.5.197 Lhited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 55
212.199. 182. 150]I srael 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 54
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 54
46.19. 86. 100 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 48
54.72.0.55 Irel and 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 48
5.108.140.190 |Saudi Arabia [147.237.77.216|dover.idf.i|dr op First packet isn't SYN drop 46
94. 230. 86. 179 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 43
54.224.21.23 Lhited Sates [147.237.77.216|dover.idf.i|dr op First packet isn't SYN drop 42
66.249.78.166 |Uited Sates |147. 237, 77. 216 |dover.icr.i| | €A™ NG Engi ne: TCP Invalid Invalid segnent retransmssion. Packet |, 36
Ret r ansni ssi on dr opped.
212.179.90. 106 |[Israel 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 36
68.180.228.112 |Lhited Sates |[147.237.77.216|dover.idf.i|dr op First packet isn't SYN drop 34
192. 0. 81. 57 Lhited Sates [147.237.77.216|dover.idf.i|dr op First packet isn't SN drop 32
50.87.144.145 |Wited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 31
80.178. 251. 210 |lsrael 147.237. 77. 216 |dover. i df .i [dr op First packet isn't SYN drop 27
66. 102. 7. 247 Lhited Sates [147.237.77.216|dover.idf.i|dr op First packet isn't SN drop 27
89. 139. 62. 248 |l srael 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SWN drop 27
66.249.78.173 |Uited Sares [147. 237, 77. 216 |dover. icr. i[> | €M NG Engi ne: TCP Inval id Invalid segnent retransmssion. Facket | 24
Ret r ansni ssi on dr opped.
109. 200. 30. 154 LKJ?ir:;gom 147. 237. 77. 216 |dover. i df .i [dr op First packet isn't SYN drop 24
207.46.13.122 |Lhited Sates |[147.237.77.216|dover.idf.i|dr op First packet isn't SYN drop 24
66.249.64.139 |Wnited Sates |147.237.77.234|nalag.idf.i Streaning Engi ne: TCP Invalid Invalid segnent retransmssion. Packet |, 24
Ret r ansni ssi on dr opped.
46. 19. 85. 247 | srael 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 23
66.249.78.150 |Uited Sares [147. 237, 77. 216 |dover. icr.i| | €M NG Engi ne: TCP Invalid Invalid segnent retransmssion. Packet |, 22
Ret r ansni ssi on dr opped.
192. 0. 81. 17 Lhited Sates [147.237.77.216|dover.idf.i|dr op First packet isn't SWN drop 22
66. 102. 7. 254 Lhited Sates [147.237.77.216|dover.idf.i|dr op First packet isn't SYN drop 21
41. 33. 232. 66 Egypt 147. 237. 77. 216 |dover.i df .i [dr op First packet isn't SN drop 21
70.196.226. 167 |Wited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 20
100. 100. 105. 154 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 20
100. 100. 23. 234 147.237.72. 166 |aka.idf.il |dr op Frst packet isn't SN drop 20
66.240. 64,133 |Uited Sates |147. 237 77. 234 |l ag. i i | T €M NG ENgi ne: TCP Inval id Invalid segnent retransmssion. Packet | 20
Ret r ansni ssi on dr opped.
70. 30. 160. 59 Canada 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 19
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 18
66. 249. 88. 81 Lhited Sates [147.237.77.216|dover.idf.i|dr op First packet isn't SYN drop 18
46. 19. 85. 131 | srael 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 18
108.59.253. 71 [nited Sates |147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 18
172.56.38.198 [nited Sates [147.237.77.74 [lawidf.il |drop First packet isn't SYN drop 18
176. 13. 12. 97 | srael 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 17
46. 19. 86. 106 | srael 147. 237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 17
24.186.58.228 |lhited Sates |[147.237.77.216|dover.idf.i|dr op First packet isn't SYN drop 17
72.42.146.194 |Lhited Sates |[147.237.77.216|dover.idf.i|dr op First packet isn't SYN drop 17
66.249.64.250 |Uited Sates [147.237.77. 234 |halag g [ €3 NG Engi ner TCP Invalid Inval id segnent retransmssion. Packet | 16
Ret r ansni ssi on dr opped.
204.237.0.104 |Canada 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 16
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
m ny- kosher - kravi . i _ _
94. 159. 159. 240 |l srael 147.237.0. 17 df il Miltiple Illegal Parangeter Encodi ng from94. 159. 159. 240 None 6
104. 243. 129. 210 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to www | aw i df . il/wp-1ogin. php B ock 2
m ny- kosher - kravi . i , ,
176.13.17. 28 I srael 147.237.0. 17 df il Ostributed I11egal Paraneter Encoding None 2
54.236.173.116 |Lhited Sates |147.237.72.156|anan.idf.il Mil tiple Unhauthorized URL Access from 54.236.173. 116 B ock 2
104. 243. 129. 210 147.237.77.74 [lawidf.il PHP Att enpt B ock 2
54.236.173.116 |Wiited Sates |147.237.72.156|anan.idf.il PHP Att enpt B ock 2
37.59.232.247 |France 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77.234/ xm rpc. php B ock 1
66.249.78.102 [Israel 147.237.77. 216 |dover.idf . il Lhaut hori zed URL Access to 147.237.77.216/ robot s. t xt B ock 1
66.249. 67. 13 | srael 147.237.72. 166 |aka. i df . i | Di stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
176.13.7.121 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock 1
54.236.173.116 |lLnited Sates [147.237.72.156|aman.idf.il Unaut hori zed URL Access to www anan. i df.il/bl og B ock 1
m ny- kosher - kravi . i i i
94. 159. 159. 240 |l srael 147.237.0. 17 ny-koshe a llegal Paraneter Bncoding rnd in . None 1
df.il mny-kosher-kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
. . D stributed Unaut hori zed LRL Access on
66.249. 67.242 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx Bl ock 1
213.57.160. 27 |lsrael 147.237.72. 156 |anan. i df . i | Too Many Cookies in a Request - 107 cooki es B ock 1
66.249. 65.139  |Israel 147.237.76.86 |navy.idf.il Paraneter Type Mol ation catld in ww navy.idf.il/navy/articles. aspx [B ock 1
37.59.232.247 |France 147.237.77.235|sviva. i df . i | Unaut hori zed URL Access to 147.237.77. 235/ xni rpc. php B ock 1
157. 55. 39. 10 Lhited Sates |[147.237.72.166|aka.idf.il Di stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
ww. chanat z. aka. i df
77.237.138.51 | 28¢h 147.237.77. 226 . Unaut hori zed URL Access to / B ock 1
Republ i ¢ il
. . Unknown Paraneter gt; in
66. 249. 67. 13 | srael 147.237.72. 166 |aka. i df . i | vawn aka. i df . |/ mai r/ t abanut / gener al . asp None 1
) . . Unknown Paraneter _ VI EWSTATEENCRYPTED i n
60. 254.110. 210 [India 147.237.72. 166 |aka. i df . i | vww aka. i o . i |/ i v sachar/ r equest . aspx None 1
. . D stributed Uhaut hori zed URL Access on
66. 249. 67.250 |l srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
. . Unaut hori zed URL Access to
66.249. 65. 146 |l srael 147.237.76.86 |navy.idf.il v navy. i df . i |/ navy/ navy/ vt er cr aft s. aspx B ock 1
46.19. 86. 106 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ atal . aspx |B ock
157.55.39.183 |lhited Sates [147.237.76.31 [nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock
87.68.249.201 [Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
. . D stributed Unaut hori zed URL Access on
66. 249. 67. 65 I srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
m ny- kosher - kravi . i i EVENTV/ i
176.13.17.28  |israel 147.237.0. 17 ny Paraneter Type Mol ation _| ALIDATICN in Bl ock 1
df.il mny-kosher-kravi.idf.il/tenpl ates/training/trai ni ng. aspx
60. 254. 110. 210 |india 147.237.72. 166 |aka. i df . i | Wnknown Par anet er __VI ENSTATEENCRYPTED i n None 1
vy aka. i df . i |/ mai n/ sachar/ vi ewpni ot . aspx
37.59.232.247 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ xm r pc. php B ock 1
94.159.179. 160 |[Israel 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to wawidf.il/https: /v idf.il/ B ock 1
66. 249. 69. 89 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/894-he/ atal . aspx  |B ock 1
. . Unaut hori zed URL Access to
66.249.67.6 I srael 147.237.72. 166 |aka. i df . i | v aka. i df i 1/5ip storagel fil es/ 5 61415dot | pg B ock 1
157.55.39.233 |lhited Sates [147.237.72.156 [anan. i df .il Uhaut hori zed URL Access to list.ips.gov.il/robots. txt Bl ock 1
87.222.58.13 Spai n 147.237.72. 166 |aka. i df . i | Véb | eech 7 Bl ock 1
. . D stributed Unaut hori zed LRL Access on
66.249. 67. 71 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx Bl ock 1
} . . Lhaut hori zed URL Access to
199. 16. 156. 124 |Uhited Sates [147.237.77.216|dover.idf.i | vawe i i1/ p_stor agel 11 es/ 7/ si ze220x0/ 17467. | pg B ock 1
. . . Unaut hori zed URL Access to
66. 249. 65. 2 I srael 147.237.76.200(ei tan. aka. i df . i | vwy i tan. aka. i of i |/t enpl at es/ general / ei t an. aspx Bl ock 1
37.59.232.247 |France 147.237.77. 170 |maar achot . i df . i | Unhaut hori zed URL Access to 147.237.77. 170/ xnir pc. php B ock 1
66. 249. 69. 97 I srael 147.237.77.233|atal .idf .il Lhaut hori zed URL Access to 147.237.77.233/robots. t xt Bl ock 1
. . Unknown Paraneter catid in
66. 249. 67. 6 | srael 147.237.72. 166 |aka. i df . i | vaw aka. i df . |/ mai v r abanut / gener al . aspx None 1
176.12. 136. 132 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
93.172.31. 36 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to 147.237.76. 42/ styl e/ shared/ reset . css |B ock 1
. . Uhaut hori zed URL Access to
66.249.67. 143 |Israel 147.237.77. 170 [n@ar achot . i df . i | 147.237.77. 170/ 71686- he/ nmar achot . aspx Bl ock 1
203. 133. 169. 211 2;3‘; icof 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
66.249. 65. 115  [Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ Bl ock 1
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