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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2886
66. 249. 67. 34 Lhited Sates 147.237.77. 170 naar achot . i df . il TCP handshake vi ol ation, first packet not syn |drop 340
62. 219. 254. 22 | srael 147.237.72. 167 ishurimaka.idf.il |Bock Udp All Nets drop 3
112.175. 228. 16 Korea, Republic of 147.237.76. 34 yohal an.i df .i| Invalid TGP H ags drop 1
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP-M SG- Sl owl ori s- DOS- Var 1 dest - r eset 1
71.6.216. 44 Lhited Sates 147. 237. 76. 197 e. hinush.idf.il B ock Wp Al _Nets drop 1
112.175. 228. 16 Korea, Republic of 147.237.76. 39 nobi | e.nei tav.idf.ilflnvalid TGP H ags drop 1
188. 138. 9. 50 Ger many 147.237.76.176 test.ncore.idf.il B ock_Wp Al _Nets drop 1
71.6.216. 45 Lhited Sates 147.237.76. 30 hi nush. i df . i | B ock Wp Al Nets drop 1
112.175. 228. 16 Korea, Republic of 147.237. 76. 202 e.halag.idf.il Invalid TGP H ags drop 1

66. 249. 64. 181 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 1
112.175. 228. 16 Korea, Republic of 147.237.76. 30 hi nush. i df .i | Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 8
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249. 64. 186 |147.237.77.74 |Wited Sates [lawidf.il ET SCAN NVAP -sA (2) 2
66. 249. 75. 60 147.237.77.233|lhited Sates |atal.idf.il ET SCAN NVAP -sA (2) 2
108. 61. 222. 183 |147.237.76.42 |lhited Sates |refuah.idf.il ET SCAN NVAP -f -sS 1
222.186.56.32 [147.237.0.200 [China mu.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
37.235.48.150 [147.237.8.46 |Poland e.chinuch.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
162. 248. 10. 134 [147. 237. 76. 177 |Canada ncore.idf.il ET SCAN NVAP -sS wi ndow 4096 1
12412233 51 |147. 237.8.28  |Thei 1 and o robil e ks, i df | ET SSAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
119. 123. 112. 210|147. 237. 72. 167 [Chi na ishurimaka.idf.il |ET SCAN Potential SSH Scan 1
119. 123. 112. 210|147. 237. 72. 156 |Chi na anan. i df.il ET SCAN Potential SSH Scan 1
108. 61. 222. 183 |147.237.76.42 |lhited Sates |refuah.idf.il ET SCAN NMAP -sS wi ndow 2048 1
222.186.56.32 [147.237.76.34 |China yohal an.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
222.186.56.32 [147.237.0.15 |China kosher-kravi.idf.i|ET SCAN Potential VWNC Scan 5900- 5920 1
188.138. 9. 51 147.237.0.35 |Ger many akaws. i df il ET SCAN NVAP -sS w ndow 1024 1
162. 248. 10. 134 |147. 237. 76. 177 |Canada ncore.idf.il ET SCAN NMAP -sS wi ndow 3072 1
119. 123. 112. 210|147. 237. 72. 217 |Chi na eidf.il ET SCAN Potential SSH Scan 1
119. 123. 112. 210|147. 237. 72. 166 |Chi na akaidf.il ET SCAN Potential SSH Scan 1
108. 61. 222. 183 |147.237.76.42 |thited Sates |refuah.idf.il ET SCAN NMAP -sS wi ndow 3072 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 329
2.52.59.21 | srael 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 186
37.231.131. 191 |Kuwait 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 175
129. 184.84.40 |Fance 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 149
208.115.113.89 |lhited States |[147.237.77.216|dover.idf.i|dr op First packet isn't SYN drop 122
208.115.111. 73 |Lhited Sates |[147.237.77.216|dover.idf.i|dr op First packet isn't SYN drop 101
210. 87. 255. 225 |Hong Kong 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 66
54.72.0.55 Irel and 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 62
54.72.73.168 Irel and 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 60
46.19. 85. 104 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 60
52.16.5.197 Lhited Sates [147.237.77.216|dover.idf.i|dr op First packet isn't SYN drop 60
212.199. 182. 150|l srael 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 48
46.19. 85. 211 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 40
75. 66. 86. 46 Lhited Sates [147.237.77.216|dover.idf.i|dr op First packet isn't SYN drop 39
46.120. 169. 142 |l srael 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 39
212.179.90. 106 |[Israel 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 38
24.228.189.141 |lhited States |[147.237.77.216|dover.idf.i|dr op First packet isn't SYN drop 37
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 36
50.87.144.145 |Wited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 33
41. 33.232. 66 Egypt 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 28
68.180.228. 112 |Lhited Sates |[147.237.77.216|dover.idf.i|dr op First packet isn't SYN drop 26
66.249.78.150 |Uited Sares |147.237. 7. 216 |dover. ior.i |2 | €2 NG ENgi ne: TCP Inval i d Invalid segnent retransmssion. Packet |, 26
Ret r ansni ssi on dr opped.
66.249.78.173 |Uited Sares [147. 237, 77. 216 |dover.icr.i| | €M NG Engi ne: TCP Invalid Invalid segnent retransmssion. Packet | 26
Ret r ansni ssi on dr opped.
66.249.78. 166 |Uited Sates |147. 237. 7. 216 |dover. g [ | €3 NG Engi ner TCP Invalid Inval id segnent retransmssion. Packet | 22
Ret r ansni ssi on dr opped.
157.55.39.118 [lnited Sates |147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 22
109. 200. 30. 154 zint:gom 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SYN drop 20
207. 46. 13. 31 Lhited Sates [147.237.77.216|dover.idf.i|dr op First packet isn't SYN drop 19
141. 209. 209. 144|nited Sates |147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 19
72.9.148. 10 Lhited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 18
46. 19. 85. 57 | srael 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 16
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.i df .i [dr op SAMrul e drop 16
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 15
204.237.0.104 |Canada 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 13
54.224.21.23 Lhited Sates [147.237.77.216|dover.idf.i|dr op First packet isn't SYN drop 13
46.19. 85. 25 | srael 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 12
79.178.112.130 |lsrael 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 12
198.58.103.92 [nited Sates |147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 12
107.170.63.50 |[nited Sates |147.237.77.216 |dover.idf.i|dr op First packet isn't SN drop 12
66.249.78.173 |lLhited States |[147.237.77.216|dover.idf.i|drop First packet isn't SYN drop 12
100. 100. 97. 200 147.237.72. 166 |aka.idf.il |dr op Frst packet isn't SN drop 12
198.58.103. 102 |hited Sates |147.237.77.216 |dover.idf.i|dr op First packet isn't SN drop 12
207.46.13.114 |lhited States |[147.237.77.216|dover.idf.i|dr op First packet isn't SYN drop 11
40. 77. 167. 40 Lhited Sates [147.237.77.216|dover.idf.i|dr op First packet isn't SYN drop 10
157.55.39.236 |[Lnited Sates |147.237.77.216 |dover.idf.i|dr op First packet isn't SN drop 10
64.233.172.155 |Uited Sates |147.237. 77, 216 |dover. i of |2 €AM NG BNgi ne: TCP Inval id Invalid segnent retransmssion. Facket | 10
Ret r ansni ssi on dr opped.
66.249.78.159 |Lhited Sates |[147.237.77.216|dover.idf.i|dr op First packet isn't SN drop 10
85. 64. 69. 38 | srael 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SWN drop 10
66. 249. 69. 42 | srael 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 10
2.52.136. 33 | srael 147. 237. 77. 216 |dover.i df .i [dr op First packet isn't SN drop 10
202.10.90.150 |Australia 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 10
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|Top Attackers In V\AF|

At acker

Devi ce

ountry Target Address |Site Sgnature Acti on ‘Count
79.176.108. 99 |l srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed LRL Access to www aka. i df . il/mai n/ sachar/undefi ned B ock
66.249.78.66 |lsrael 147. 237. 76. 147 |chi nuch. aka. i df . i|Uhaut hori zed UR. Access to ww chi nuch. aka. i df .il/404. htm Bl ock
66. 249. 65. 251 |l srael 147.237.76.86 |navy.idf.il Ml tipl e Unaut hori zed URL Access from 66. 249. 65. 251 B ock
66.249.67.13 |Israel 147.237.72. 166 |aka. i df . i | Wnknoun Paraneter anp; ut mmedi um i n None 1
ww aka. i df . i |/ mai n/ hone/ def aul t . aspx
) . . Unaut hori zed URL Access to
68. 180. 230. 167 |United Sates |147.237.76.31 |nakchal .idf.il nakhal . i df . i1/ consol e/ cor e/ doc_nyr/ doc_nwr . asp Bl ock !
. . Lhknown Paraneter itemd in
66. 249. 67. 122 |l srael 147.237.72. 166 [aka. i df . i | voww aka, i of .|/ kan ar / gal | ery/ showpi ct ur e. asp None 1
66.249. 67.6 I srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter pop in wwy aka. i df.il/mai n/ hone/ None 1
207.46.13.69 |lhited Sates [147.237.77.176|nat pash. i df .i | Uhaut hori zed URL Access to 147.237.77. 176/ robot s. t xt B ock 1
. . D stributed Unaut hori zed URL Access on
66.249.67.59 |lIsrael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx Bl ock 1
66. 249. 65. 115 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ si p_storage/ fi | es/ 4/ 2254. j pg |B ock 1
66.249. 67. 134 |l srael 147.237.77. 170 [n@aarachot . i df . i | |Waut hori zed URL Access to 147.237. 77. 170/ 71553- he/ maar achot . aspx |B ock 1
66.249.67.13 |[lIsrael 147.237.72. 166 |aka. i df . i | Mul ti pl e Unaut hori zed LRL Access from 66. 249. 67. 13 B ock 1
) . . Unaut hori zed URL Access to
208.115.113.89 |Uted Sates |147.237.72. 166aka. i df . i | wnin aka. i df . i |/ kam ar/ eur | . axd/ 81e359d56918044eb131f 43270c06e55/ |2 O !
66. 249. 78. 159 |l srael 147.237.77.216|dover. i df . il Suspi ci ous Response Code B ock 1
. . D stributed Unaut hori zed LRL Access on
66.249.67.65 |lsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx Bl ock 1
. . Lhaut hori zed URL Access to
66.249.65. 118 |l srael 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ t enpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !
82.221.105.7 |iceland 147.237.76.86 |[navy.idf.il Unhaut hori zed URL Access to 147. 237.76. 86/ Bl ock 1
66. 249. 67. 143 |l srael 147.237.77. 170 |maar achot . i df . i | |Waut hori zed URL Access to 147.237.77. 170/ 71625- he/ maar achot . aspx [B ock 1
. . Unaut hori zed URL Access to
66.249.67.13  |lIsrael 147.237.72. 166 [aka. i df . i | wiww aka, i o i 1/l Ui r hebr ew asp/ def aul t . asp Bl ock 1
216.218.206. 68 |Lhited Sates |147.237.72.167|i shuri maka. i df . i|Uaut hori zed URL Access to 147.237.72. 167/ B ock 1
66. 249. 78. 159 |Israel 147. 237. 77. 216 |dover . i df . i | Wnaut hori zed LRL Access to B ock 1
v i df . i1/t enpl at es/ shar ed/ user cont r ol s/ navnenu/
66.249.67.71 |Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ gi yus/ f or uni B ock 1
66. 249. 65. 125 |l srael 147.237.76.200|ei tan. aka. i df . i | [Waut horized URL Access to ww eitan. aka. i df. il /header upper/ B ock 1
129. 184. 84. 40 |France 147.237.77.216|dover. i df . il Par areter Type M ol ati on PageNumin v i df . il/1283-en/ dover . aspx B ock 1
66. 249. 67. 234 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
66.249.67.13  |lIsrael 147.237.72. 166 [aka. i df . i | Unknown Paranet er anp; ut medi umin ww aka. i df.il/ None 1
. . Unaut hori zed URL Access to
66.249.78. 166 |l srael 147.237.77. 216 dover . i df . i | ww i df . i1 /tenpl at es/ shar ed/ user cont r ol s/ navnenu/ undef i ned B ock !
66.249. 67. 122 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/family B ock
157.55.39.164 |[nited Sates |147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/nai n/ hone/ defaul t. aspx Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 67. 242 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ gi yus/ f or und asp/ showf or um asp Bl ock 1
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