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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 2576

46. 19. 86. 88 | srael 147.237.77.216 dover.idf.il SWNHood full table drop 10
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP-M SC- Sl owl ori s- DO5- Var 1 dest - r eset 1

183. 60. 48. 25 Chi na 147.237.76. 197 e.hinush.idf.il |[Bock Udp Al Nets Con Linit drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgnature Devi ce Action |Oount |
204. 45. 15. 186 Lhited Sates 147.237.72.166 |aka.idf.il C1000004: HITP. options nethod (M crosoft) B ock 2
217.12.204.163 |lkraine 147. 237.76. 30 hi mush.idf.il Cl000108: HTTP. Trying to |l ocate existing FQeditor Bl ock 1

217.12.204.163 |Wkraine 147.237.77.170 |maarachot.idf.i| [Cl000108: HITP. Trying to | ocate existing FCKeditor B ock 1




11-03-2015-04:04:07 to 11-03-2015-05:04:07

|Top Attackers In |D|

Attacker Address |Target Address Aotr;uiikre; Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 10
89.234.68.69  [147.237.72.166Irel and akaidf.il SERVER: APACHE Apache mod_ss| non-SS. connection to SS. port 10

deni al of service attenpt

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 67. 27 147.237.77.170|thited Sates |naarachot.idf.il [ET SCAN NVAP -sA (2) 2
66. 249. 84. 69 147.237.76.86 |Wited Sates |navy.idf.il ET SCAN NVAP -sA (2) 2
66.249. 67. 13 147.237.72.166 |Lited Sates |aka.idf.il ET SCAN NVAP -sA (2) 2
5. 39. 222. 253 147.237.76.38 |[Netherl ands e.enmeitav.idf.i|ET SCAN NVAP -sS w ndow 1024 1
188.138. 9. 51 147.237.0.35 |Ger many akavs. i df i | ET SCAN NVAP -sS w ndow 1024 1
119. 123. 112. 210|147. 237. 72. 14 |Chi na dover.idf.il (ol dJET SCAN Potential SSH Scan 1
5. 39. 222. 253 147. 237. 77. 212 [Net her | ands e.dover.idf.il |ET SCAN Potential SSH Scan 1
5. 39. 222. 253 147.237.76. 34 |Net her| ands yohalan.idf.il [ET SCAN NVAP -sS w ndow 1024 1
188.138. 9. 51 147.237.77.19 |Ger many lawforumidf.il |ET SCAN NVAP -sS wi ndow 1024 1
188.138. 9. 51 147.237.0.19  |Ger many madi matal .idf.i|ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 225
208.115.111. 73 |lhited States |[147.237.77.216|dover.idf.il |drop First packet isn't SN drop 111
75. 66. 86. 46 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 50
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 41
52.16.5.197 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SN drop 31
66.249.78.173  |Uited Sates |147. 237, 77. 216 |dover. iof. i1 | " @M NG Engine: TGP Invalid nvalid segnent retransmssion. drop 30
Ret r ansni ssi on Packet dr opped.
66.240.78.216 |uited Sates |147. 237, 77. 243 |mbite i f. i1 | CAMNG Engine: TCP Inval id Inval i d segnent retransmssi on. dr op 30
Ret ransni ssi on Packet dr opped.
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 29
66.249.78.230 |United Sares |147.237. 77, 243 |mbite idr.i1 [ SAM NG Engine: TP Invalid Ivalid segnent retransmssion. drop 27
Ret ransni ssi on Packet dr opped.
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 25
84.94. 16. 230 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 21
66.240.78.223 |uited Sates |147. 237, 77. 243 it e i1 | AMNG Egine: TCP Inval id Inval i d segnent retransmssi on. dr op 21
Ret ransni ssi on Packet dr opped.
68.180.228. 112 |Lhited States |[147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 18
66.249.78.150 |United Sares |147.237. 77, 216 |dover. ir. i1 |o! SAM NG Engine: TP Invalid Ivalid segnent retransmssion. drop 18
Ret ransni ssi on Packet dr opped.
212.179.90. 106 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 14
198.58.103. 102 |[thited Sates |147.237.77.216|dover.idf.il |drop First packet isn't SN drop 14
151. 80. 31. 112 Italy 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 13
66.249.78.166 |United Sares |147.237.77. 216 |dover iof. i1 | 2" @M NG Engine: TGP Invalid nvalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
207. 46. 13. 114 Lhited Sates [147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 11
50.87.144. 145 |lhited States |[147.237.77.216|dover.idf.il |drop First packet isn't SN drop 11
212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 11
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop drop 10
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 10
66.249.78.173 |Lhited States |[147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 9
192.118. 11. 120 |lsrael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 8
66.249. 78. 159 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7
54. 244, 22. 103 Lhited Sates [147.237.77.216|dover.idf.il |dr op drop 6
46. 19. 86. 88 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 6
66.240.67.34  |Uited Sates |147.237.77. 243|mbite ir. 1 || C2MNG Egine: TGP Invalid nvalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.
46. 121. 70. 140 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 5
109. 186. 147. 86 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 5
73.134.115.157 |Lhited States |[147.237.77.216|dover.idf.il |drop First packet isn't SN drop 5
93. 186. 202. 253 |Cer many 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 5
50. 153.133. 167 |Lhited States |[147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 5
72.9.148. 10 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SN drop 5
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 4
188.165.15.79 |Fance 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
207.46.13.122 |Lhited States |[147.237.77.216|dover.idf.il |drop First packet isn't SN drop 4
72.9.148. 10 Lhited Sates [147.237.77.176|natpash.idf.il|dr op SAMrul e drop 4
83.130. 101. 219 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
37.26.147.200 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4
54.208.80.140 |Wited Sates [147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 4
46. 19. 86. 102 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
66.249. 78. 166 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4
40.77. 167. 40 Lhited Sates [147.237.77.216|dover.idf.il |dr op First packet isn't SWN drop 4
76.240.17.123 |Lhited States |[147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 4
37.26.147.200 |lsrael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval id ACK nunber alert 3
72.9.148. 10 Lhited Sates [147.237.77.216|dover.idf.il |dr op SAMrul e drop 3
41.234.239.5 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 3
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|Top Attackers In V\AF|

Attacker Address Atacker Target Address |Site Sgnature Devi ce

‘Count

Country Action
208.115.113.88 [Uited Qates  |147.237.76.86 |navy.idf.il thaut hori zed LR Access to B ock 5
navy. i df.il/giyus/forunasp/ showf or um asp
66.249. 65. 251 [Israel 147.237.76.86 |navy.idf.il Ml tipl e Unaut hori zed URL Access from 66. 249. 65. 251 B ock
212.179. 155. 129]1 srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
. . D stributed Uhauthorized URL Access on
66.249. 67.250 |l srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ nai 1/ gi yus/ gener al . aspx Bl ock 1
Russi an . . . Unaut hori zed URL Access to o
37.140.141.3 Federation 147.237.76. 147 |chi nuch. aka. i df . i | wan chi nuch. aka. i df . i | / shar ed/ user cont r ol s/ header upper/ ock !
207. 46. 13. 46 Lhited Sates [147.237.76.86 |navy.idf.il Unaut hori zed URL Access to 147.237.76. 86/ robot s. t xt B ock 1
79.180.146.88 |[Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 79. 180. 146. 88 B ock 1
66.249. 67.6 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
216.218.206.66 |lLhited Sates 147.237.76.39 |nobile.neitav.idf.il |Uauthorized URL Access to 147.237.76. 39/ Bl ock 1
172. 56. 40. 93 Uited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147. 237. 76. 42/ f avi con. i co B ock 1
66.249.78.159 |l srael 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to www i df.il/1133-17047-h B ock 1
. . Unaut hori zed URL Access to
66.249.65.112 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p st oragel {1 | es/ 3/ 3493. | pg Bl ock 1
207.46.13.120 |[wited Sates |147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt B ock
79.180. 146.88 |l srael 147.237.72. 166 |aka. i df . i | PHP Att enpt B ock 1
. . Unhknown Paraneter hc_l ocation in
66. 249. 67. 13 I srael 147.237.72. 166 [aka. i df . i | v aka. i df i |/ rai v har edi i gener al . aspx None 1
182.118.45.231 [China 147.237.76.86 |[navy.idf.il Unhaut hori zed URL Access to 147. 237. 76. 86/ B ock 1
. ] ] Unaut hori zed URL Access to
66.249.78. 216 | sr ael 147.237.77. 243 |nobi | e. i df . i1 nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1880 B ock !
66.249. 65. 115 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ B ock 1
208.115.113.88 |Lhited Sates [147.237.76.86 |navy.idf.il Mil ti pl e Uhaut hori zed URL Access from 208. 115. 113. 88 B ock 1
. . Unaut hori zed URL Access to
79.180. 146.88 |[lIsrael 147.237.72. 166 [aka. i df . i | v aka. i of i 1/ aj ax/ updat est at us. php Bl ock 1
. . DO stributed Unaut hori zed URL Access on
66. 249. 67. 59 | srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ mai 1/ gi yus/ gener al . aspx Bl ock 1
182.118.53.74 |China 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1
' . . Unaut hori zed URL Access to o
68.180.228.112 |Lhited Sates  [147.237.77.216|dover.idf .il ww i ofi1/si p storagel i1 es/ 1/ wwid il Bl ock 1
66. 249. 65.139 I srael 147.237.76.86 |navy.idf.il thaut hori zed URL Access Lo B ock 1
W navy. i df . i |/ navy/ navy/ wat er craf t s. aspx
. . Mil tiple Lhtraceabl e SSL Sessi ons from 89.234.68.69 (Protocol
89. 234. 68. 69 Irel and 147.237.72. 166 |aka. i df . i | viol ation (SSL GON QLI ENT HELLO)) None 1
66.249.67.134 [Israel 147.237.77. 170 [maar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ Bl ock 1
37.26.147.200 [israel 147.237.72. 166 [aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
. wWww. chanmat z. aka. i d )
182. 118. 60. 35 Chi na 147.237.77. 226 £l Unhaut hori zed URL Access to 147.237.77.226/ Bl ock 1
77.237.138.51 |Czech Republic [147.237.77.176|nat pash.idf.il Uhaut hori zed URL Access to / B ock 1
89.234.68.69  |Ireland 147.237. 72. 166 |aka. i df . i | S Lntraceabl e Cnnection - Frotocol violation None 1

(SSL_CONN CLI ENT HELLO
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