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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site Signature Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2866

66. 249. 64. 181 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 184

185. 32.179. 131 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 34

104. 60. 173. 253 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 2
223.4.244. 13 Chi na 147.237.76. 196 e.svivaidf.il |[JLM Under Attack Con_Tcp drop 2

180. 210. 201. 106 S ngapor e 147.237.77.121 e navy.idf.il Frk_Under Attack Con_Tcp drop 2
71.6.216. 57 Lhited Sates 147.237.76. 42 refuah.idf.il Bl ock_UWp Al _Nets drop 1
82.102. 169. 210 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 1

5. 8. 66. 69 Russi an Federati on 147.237. 76. 197 e hinush.idf.il |[Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Devi ce Action |Oount |

187.122.224.78 |Prazil 147.237.77.176 |nat pash.idf.i| [16643 HITP. Protected File Access ( /proc/sel f/environ) B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 6
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.249. 67. 13 147.237.72.166 |Wited Sates |akaidf.il ET SCAN NVAP -sA (2) 2
66.249.64. 181 |147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 2
223.4.244.13 147.237.76.34 |China yohal an. i df .| ET SCAN Potential SSH Scan 1
223.4.244.13 147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
1.235.195.234 |147.237.76.196 okfrea’ Repbliclo svivaidf il ET SCAN NVAP -sS wi ndow 1024 1
187.192. 19. 201 |147. 237. 76. 196 |Mexi co e.svivaidf.il ET SCAN NVAP -sS w ndow 4096 1
187.192. 19. 201 |147. 237. 76. 196 [Mexi co e.svivaidf.il ET SCAN NVAP -f -sS 1
180. 210. 201. 106|147. 237. 76. 198 | ngapor e e.yohal an.idf.il ET SCAN Potential SSH Scan 1
180. 210. 201. 106|147. 237. 0. 34 |9 ngapore tikshuv. i df.il ET SCAN Potential SSH Scan 1
131. 109. 15. 2 147.237.76. 176 |Lhited Sates [test.ncore.idf.il ET SCAN NMAP -sS wi ndow 2048 1
223.4.244.13 147.237.76.86 |China navy.idf.il ET SCAN Potential SSH Scan 1
82.117.208. 243 |147.237.76.176 test.ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
223.4.244.13 147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
217.12.202.110 |[147.237.0.34 |lkraine tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
1.235.195.234 |147.237.76. 196 Okfrea Republ il svivaidf il ET SCAN NVAP -sS wi ndow 2048 1
188.104.246.2 |147.257.8.27 |Gormany o radimatal idf i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
1.235.195.234 |147.237.76. 196 Okfrea Republ il svivaidf il ET SCAN NVAP -f -sS 1
187.192. 19. 201 |147. 237. 76. 196 [Mexi co e.svivaidf.il ET SCAN NMAP -sS wi ndow 2048 1
180. 210. 201. 106(147. 237. 77. 74 |9 ngapore lawidf.il ET SCAN Potential SSH Scan 1
180. 210. 201. 106|147. 237. 76. 30 |S ngapore hi nush. i df . i ET SCAN Potential SSH Scan 1
131. 109. 15. 2 147.237.76.176 |Lhited Sates |test.ncore.idf.il ET SCAN NMAP -sS wi ndow 4096 1
223.4.244.13 147. 237. 76. 202 |Chi na e.halag.idf.il ET SCAN Potential SSH Scan 1
131. 109. 15. 2 147.237.76. 176 |Lhited Sates [test.ncore.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 294
199. 253. 203. 254 |thited Sates [147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 160
107. 167. 113. 6 Lhited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SYN drop 135
69. 22. 174. 144 Lhited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 112
54.72.0.55 Irel and 147.237.77. 216 |dover.i df .i|dr op Frst packet isn't SYN drop 84
209. 6.148.106 |Lhited States |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SYN drop 80
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 79
54.72.73.168 Irel and 147.237.77. 216 |dover.i df .i|dr op First packet isn't SYN drop 62
213. 151. 55. 200 |l srael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 53
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 52
79.177.181.125 |lsrael 147.237.77. 216 |dover.i df .i|dr op First packet isn't SYN drop 49
172.56.23.255 |[lhited Sates [147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 44
185. 86. 143. 184 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 38
52.16.5.197 Lhited Sates [147.237.77.216|dover.idf.i|dr op First packet isn't SYN drop 38
99. 127.169. 246 |Wited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SYN drop 37
218.214.148. 224 |Australia 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 36
119.224.26.199 [New Zeal and  [147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 32
24.233.180.97 |Lhited States |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SYN drop 31
212.179. 90. 106 |[Israel 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 28
74.64.124. 39 Lhited Sates [147.237.77.216|dover.idf.i|dr op Frst packet isn't SYN drop 28
50.87.144.145 |lhited States |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SYN drop 26
207. 46. 13. 95 Lhited Sates |[147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 26
37.142.68.51 | srael 147.237. 77. 216 |dover.i df .i|dr op Frst packet isn't SYN drop 25
82. 80. 25. 221 | srael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 24
68.180.228. 112 |lLhited States |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 24
66.249.64.130 |Uited Sates |147.237. 77, 234 bl ag i ot i| | CAM NG Egine: TP Invalid Invalid segment retransmssion. Packet |, 22
Ret r ansnmi ssi on dr opped.
66.249.64.250 |Wnited Sates |147.237.77.234|halag.idf.i Streaning Engi ne: TCP Invalid Invalid segnent retransmssion. Packet |, 20
Ret r ansni ssi on dr opped.
66.249.78.166 |Uited Sates |147. 237, 77. 216 |dover i o i || CAM NG Egine: TP Invalid Invalid segment retransmssion. Packet |, 20
Ret r ansnmi ssi on dr opped.
173.14.73. 66 Lhited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SYN drop 19
66.240.78.150 |Uited Sates |147. 237, 77. 216 |dover. i of [ €AM NG BNgine: TCP Inval i d Invalid segment retransmssion. Packet |, 18
Ret r ansni ssi on dr opped.
185.32.179. 131 |l srael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 17
41. 33. 232. 66 Egypt 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 17
151.80.31.112 (italy 147.237.77. 216 |dover.i df .i|dr op Frst packet isn't SYN drop 17
2.54.33. 210 | srael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 16
109. 200. 30. 154 LKJ?ir:;gom 147. 237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 16
108.59.253. 71 [lhited Sates [147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 14
66.249.64.133 |Wnited Sates |147.237.77.234|halag.idf.i Streaning Engi ne: TCP Invalid Invalid segnent retransmssion. Packet |, 14
Ret r ansni ssi on dr opped.
157.55.39.236 [hited Sates [147.237.77.216 |dover.idf.i|drop Frst packet isn't SYN drop 14
172.56.40.172 |thited Sates [147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 14
207.46.13.122 |Wited Sates |[147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 13
40.77.167.59 Lhited Sates [147.237.77.216|dover.idf.i|dr op Frst packet isn't SYN drop 13
24. 47.56. 203 Lhited Sates [147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 13
162.243.69.172 |Uhited Sates [147.237.77.216|dover.idf.i|dr op First packet isn't SYN drop 13
66.249.78.173 |Uited Sates |147. 237, 77. 216 |dover i of i || SN Engine: TP Invalid Invalid segment retransmssion. Packet |, 12
Ret r ansmi ssi on dr opped.
198. 58. 102. 49 Lhited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SYN drop 12
70. 48.190. 17 Canada 147.237. 77. 216 |dover.i of .i|dr op Frst packet isn't SN drop 12
139. 162. 216. 112|Net her | ands 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 12
79.176. 109. 227 |l srael 147. 237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 11
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 11
141.209. 151. 191 |thited Sates [147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 11
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

dgnature

Devi ce

‘Count

Country Action
. . . Unaut hori zed Met hod CPTIONS for
201. 228.207. 160|Col onbi a 147.237.72.166 [aka. i df . i | wwy aka. i df . i1/ mai n/ gi yus/ aut henti cati onser vi ce. asnx/ get aut huser Bl ock 3
208.115.111. 73 |[thited Sates |147.237.76. 147 |chi nuch. aka. i df . i|Di stributed Suspicious Response Code_Qust om Tenporary B ock 2
66. 249. 78. 95 I srael 147.237.77. 216 |dover. i df .l Unaut hori zed URL Access to 147.237.77. 216/ 1133- he/ dover . aspx B ock
. . Unhaut hori zed URL Access to
66.249. 65. 118 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. st oragel {1 | es/ 9/ 3369, | pg B ock 1
77.56. 26. 69 Swtzerland  [147.237.72. 166 [aka. i df .| llegal Byte Qode Character in URL /mainkapatz//res Bl ock 1
our ces/ i mages/ i nner page/ goback. gi f
66. 249. 67. 34 I srael 147.237.77. 170 [n@arachot . i df . i | |Wauthori zed URL Access to maarachot.idf.il/pdf/files/7/112387. pdf B ock 1
. . Unhaut hori zed URL Access to
66.249.78.102 |Israel 147.237.77. 216 |dover . i df . i | 147, 237. 77. 216/ 1153- 14220- he/ dover . aspx Bl ock 1
66.249. 65.251 |lIsrael 147.237.76.86 |navy.idf.il Lhaut hori zed LRL Access to waw navy. i df . il/navy/ navy/ articl es. aspx Bl ock 1
77.56. 26. 69 Shitzerl and 147.237.72. 166 |aka. i df . i | Miltiple Ill1egal Byte Qode Character in URL from77.56. 26. 69 B ock 1
. . Unhaut hori zed URL Access to
66. 249. 67. 65 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ si p st orage/ {1 es/ 8/ 71558. pf B ock 1
207.46.13.78 Lhited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
66.249.78.173 [Israel 147.237.77.216|dover.idf .l Lhaut hori zed URL Access to wwidf.il/international _training/ catal og. asp |Bl ock
66. 249. 67. 12 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx  |B ock
. . Unknown Paraneter _ VI EWSTATEENCRYPTED i n
84.229. 249. 4 | srael 147.237.72. 166 |aka. i df . i | wiw aka. i df . i | / mai v sachar/ r equest . aspx None 1
. . D stributed Lhaut hori zed URL Access on
66.249. 67. 71 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
] . . Paraneter Type Mol ati on PageNumin
68.180.230.29 Lhited States [147.237.77.176matpash.idf.il [ cogat . i df . i1/ 1038- he/ cogat . aspx Bl ock 1
66. 249. 67. 13 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
85. 64.205. 157 |l srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qxde Character in URL Bl ock 1
- . D stributed Lhaut hori zed URL Access on
66. 249. 67. 242 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
37.142.204. 223 [Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
68.180. 230. 244 |United Sates |147.237.77.233|atal .idf.il D stributed Unauthorized LRL Access on 147.237.77.233/robot s. t xt Bl ock 1
. . D stributed Lhaut hori zed URL Access on
66. 249. 67. 26 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
85.250. 211. 174 |Israel 147.237.72. 166 |aka. i df . i | Paraneter Read Qily Molation in N None 1
wav aka. i df . i |/ mai n/ gi yus/ m yun/ m yunpr ocessquest i onnai r e. aspx
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