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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3310
81.218. 235. 10 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
176. 13. 18. 146 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
66. 249. 64. 181 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 6

62. 219. 254. 22 | srael 147.237.72. 167 ishurimaka.idf.il |B ock Udp All Nets drop 6

62. 219. 254. 22 | srael 147.237. 72. 166 aka.idf.il B ock Wp Al _Nets drop 3

70. 208. 71. 39 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 3
176.13.9. 199 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3

50. 153. 133. 154 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 3
62.219. 254. 22 I srael 147. 237.77. 216 dover.idf.il Bl ock Udp All Nets drop 3
40.77. 167. 56 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 2

46. 120. 165. 165 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
52.16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
71.6.216. 38 Lhited Sates 147.237.76. 197 e. hinush.idf.il B ock_Up Al _Nets drop 1

5. 8. 66. 69 Russi an Federation 147.237.76. 39 nobi | e.neitav.idf.il|Bock Np Al Net drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker Oountry|Target Address |Site |Sgnature

104. 155. 224. 27 |lhited Sates 147.237.77.74 |lawidf .il 13375: HTTP. Joom a Conponent JCE BOT for JCE B ock 9
104. 155. 224. 27 |thited Sates 147.237.77.74 [lawidf.il 13248: HITP. Joonta JCE File Ul oad Renote Code Execution Ml nerability [Bl ock 9
217.12. 204. 163 |lkrai ne 147.237.77. 176 |mat pash. i df . i |C1000108: HITP: Trying to |ocate existing FOeditor B ock 1
217.12. 204. 163 |Wkrai ne 147.237.77.216|dover.i df .i| |C1000108: HITP. Trying to locate existing FCkedi tor B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LW with fake user agent 9
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
104. 155. 224. 27 147.237.77.74 Lhited Sates lawidf.il Tehila - Perl LW wth fake user agent 2
1. 235. 195. 234 147.237.76. 42 Korea, Republic of refuah.idf.il ET SCAN NMAP -sS wi ndow 4096 1
104. 128. 144. 131 147. 237.72. 167 Canada i shurimaka.idf.il ET SCAN NVAP -f -sS 1
5. 39. 222. 253 147.237.76. 44 Net her | ands e.refuah.idf.il ET SCAN Potential SSH Scan 1
1. 235. 195. 234 147.237.76. 42 Korea, Republic of refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 82. 201. 17 147.237.77. 216 dover.idf.il ET DO5S SSL Bonb DoS Att enpt 1
104. 128. 144. 131 147. 237.72. 167 Canada i shurimaka.idf.il ET SCAN NMAP -sS wi ndow 2048 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
149. 78. 154. 69 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 352
208.115.111. 73 |lLhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 137
154.106. 42. 101 |Tunisia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 104
54.72.0.55 Ireland 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 63
84.195. 139. 217 |Bel gi um 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 61
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 61
212.199. 182. 150|I srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 57
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 55
50. 153. 133. 154 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 53
76.118.198.228 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 46
37.75.213. 14 (F;ajcis;i';'ja” Territonyls 47 237.77. 216 |dover. i . i1 drop Frst packet isn't SWN drop 45
99.98.210.112 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 44
70.133.149.56 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 42
107.167.113.6 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 41
173.14.73.66 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 38
77.127.197. 108 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 34
75.202. 236. 137 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 33
212.179.90. 106 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 32
31.168.217. 110 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 29
109. 200. 30. 154 |United Ki ngdom 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 28
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 27
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 24
54.224.21.23 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 24
151.80.31. 112 |ltay 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 23
50. 87. 144. 145 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 22
190. 31. 135. 167 |Argentina 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 22
67.81.177.104 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 22
187. 64. 235. 206 |Brazil 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 22
207.46.13.114 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 20
71.230.193.243 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 19
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 18
Sreaming Engine: TCP Invalid i i ssi
66.249.78.173 |Whited Sates 147. 237. 77. 216 |dover . i df . 9 =9 Invalid segnent retransmssion. |, 18
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
2.52. 29, 64 I srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. |, 18
Ret r ansmi ssi on Packet dr opped.
93.172.173.128 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 17
66. 102. 8. 243 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 17
85. 64. 96. 128 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 16
157.55.39. 118 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16
93.172.147.35 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16
176. 13. 18. 215 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 16
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 15
70.49.17. 212 Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 15
84. 108. 218. 56 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 14
176.13.7.32 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
213.57.42.198 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
Sreaming Engine: TGP Invalid i i ssi
93.172.147.35 | srael 147.237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. g . 12
Ret r ansni ssi on Packet dr opped.
198.58.102.95 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
Sreaning Engine: TGP Invalid i i ssi
66.249.78.166 |Lhited Sates 147. 237. 77. 216 |dover.i df . i 9 =g Invalid segnent retransmssion. |, 12
Ret r ansmi ssi on Packet dr opped.
176.12.146.14 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
54.241.198.78 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
Sreaming Engine: TGP Invalid i i ssi
66.249.78.159 |Uited Sates 147. 237. 77. 216 |dover. i of . i1 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.
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|Top Attackers In V\AF|

Attacker Address
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Site
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Devi ce

‘Count

Country Action
. . . Unaut hori zed Met hod CPTIONS for
201. 228.207. 160|Col onbi a 147.237.72. 166 [aka. i df . i | viwv aka. i df . i | / mai n/ gi yus/ aut hent i cati onser vi ce. asnx/ get aut huser Bl ock 9
] - - Unhaut hori zed URL Access to
72.9.148. 10 Lhited States |147.237.76.86 |navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 2
66.249.65.139 |lIsrael 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df.il/navy/ navy/ general . aspx Bl ock 2
104. 155. 224. 27 |nited Sates |147.237.77.74 |lawidf.il PHP Attenpt B ock 2
89.138.69.237 [Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
66. 249. 78. 66 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|D stributed Unaut hori zed URL Access on waw chi nuch. aka. i df . i|/404. htm B ock 1
66.249. 65. 118  |Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ sip_storage/ fil es/ 4/ 3334. | pg |B ock 1
66. 249. 67. 247 |Israel 147.237.77. 170 |n@ar achot . i df . i | |[Whaut hori zed URL Access to 147.237.77. 170/ robots. t xt B ock 1
66. 249. 64. 42 | srael 147.237.72. 156 |anan. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/ B ock 1
218. 255. 227. 130|Hong Kong [147.237.77.216|dover.idf .il Lhaut hori zed URL Access to www i df.il/894-en/idf gdover. aspx B ock 1
104. 155. 224. 27 |Uited Sates [147.237.77.74 |lawidf.il Mil ti pl e Unaut horized LRL Access from 104. 155. 224. 27 B ock 1
. . Unaut hori zed URL Access to
66. 249. 78. 95 I srael 147.237.77. 216 |dover . i df . i | 147. 237.77. 216/ 1133- 15769- he/ dover . aspx Bl ock 1
206.16.134.28 |lhited Sates |147.237.77.176 [nat pash. i df . il Unaut hori zed URL Access to ww cogat. i df.il/894- he/ mat pash. aspx B ock
77.127.77.243  |israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock
. . Unhaut hori zed URL Access to
66.249.67. 250 I srael 147.237.72. 166 [aka. i df . i | 147.237. 72. 166/ gi yus/ f or uni asp/ showf or um asp Bl ock !
66.249. 64. 244  [Israel 147. 237. 76. 147 |[chi nuch. aka. i df . i|D stributed Suspici ous Response Code_Qust om Tenpor ary B ock
66.249.78.109 |[lsrael 147.237.77.216|dover. i df .i | Unhaut hori zed URL Access to 147.237.77. 216/ 1086- he/ dover . aspx Bl ock
66. 249. 67. 13 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
] . . Uhaut hori zed URL Access to aka.idf.il/portal mluinitenpl at es/ xoex—x¥
208.115.111. 73 |lhited Sates |147.237.72.166 [aka. i df .il )ox XY xex! XEXTIX TR XXX X8 B ock 1
78.50.216.206 |Ger many 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
. - Unhaut hori zed URL Access to
66. 249. 69. 48 I srael 147.237.77. 216 [dover. i df . i | 147. 237, 77. 216/ 1362. 13990- he/ dover . aspx B ock 1
66.249.65.112 |lIsrael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ si p_storage/ fil es/ 6/ 3296. j pg |B ock 1
] - . Unhaut hori zed URL Access to
104. 155. 224. 27 |lhited Sates |147.237.77.74 |lawidf.il v | aw i dff i 1/ 275- hel | nages/ st or es/ f ood. php B ock 1
66. 249. 78. 128 | srael 147. 237. 76. 147 |chi nuch. aka. i df . i|D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
66. 249. 67. 59 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ nai n/ smal i m showbi g. aspx |B ock 1
40.77.167. 18 Uhited Sates |147.237.76. 147 |chi nuch. aka. i df . i|Uaut hori zed URL Access to waw chi nuch. aka. i df .il/404. htm B ock 1
] . . Unaut hori zed URL Access to
208.115.113.92 |tnited Sates |147.237.77.176 [nat pash. i df . i | ww cogat i df.i1/si p storagel i1 es/ 8 4538, pof B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
85. 65. 220. 87 I srael 147.237.72.166 |aka. i df . i | v aka. i o . i |/ mai 1V sachar/ vi ewpni of . aspx None 1
66.249.73.210 I srael 147.237.76.86 |navy.idf.il thautt hori zed URL Access to Bl ock 1
navy. i df.il/consol e/ core/ doc_nyr/doc ngr. asp
66.249. 65. 115  |Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ sip_storagel fil es/ 1/ 3261. j pg |B ock 1
] . . Unaut hori zed URL Access to
199. 59. 148. 209 [thited Sates [147.237.77.216 |dover.idf.il Wi df i1/ p storagel i1 es/ 4/ si ze220x0/ 16954, | pg B ock 1
66.249.78.128 [lIsrael 147. 237. 76. 147 [chi nuch. aka. i df . i|Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
66.249.67.234 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
40.77. 167. 92 Lhited Sates |147.237.76. 147 |chi nuch. aka. i df . i|Di stributed Unhaut hori zed URL Access on v chi nuch. aka. i df.il/404. ht m |B ock 1
218. 255. 227. 130|Hong Kong |147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 1
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