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|Top Attackers | n DDoS- Def ence |

Attacker
Address

Attacker Country

Address

‘Target

‘Signature

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3264
125.239.162. 207  |New Zeal and 147.237.77.216  |dover.idf.il I;]: handshake viol ation, first packet not g 3168
37.142. 68. 120 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
212. 14. 228. 210 gcisgi'e”('ja“ Territory, 147.237.77.216  |dover.idf.il SYNFood full table drop 16
46.19.86.7 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
176. 13. 10. 245 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 15
0.0.0.0 147.237.77. 216 dover.idf.il SINHood full table drop 13
109. 66. 51. 94 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 11
109. 66. 51. 94 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
37.142.177. 145 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
5.102. 218. 15 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
79.179. 125. 99 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 6
79.178. 31. 207 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 6
109. 65. 37. 34 | srael 147.237.72. 166 aka.idf.il Bl ock_ Udp All _Nets drop 6
77.126. 24. 230 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
176.12. 137. 197 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
100. 100. 66. 160 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 5
109. 64. 187. 22 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 5
2.29.148.213 Uni ted Ki ngdom 147.237.77.216 dover.idf.il SYNHood full table drop 4
77.126. 205. 157 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 4
79.178. 165. 25 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
68. 50. 55. 4 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 3
84.108. 146. 28 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
46.19.86. 7 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 3
31.44.130. 251 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 3
75.163. 176. 154 Lhited Sates 147.237.77. 216 dover.idf.il SINHood full table drop 3
2.54.166. 49 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
46. 19. 85. 82 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
37.26. 146. 175 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
5. 28. 132. 252 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 2
204. 93. 58. 57 Lhited Sates 147.237.77. 216 dover.idf.il SINHood full table drop 1
80. 246. 137. 69 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
77.126. 28. 159 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
207.233. 120. 2 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 1
176. 12. 138. 56 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
89. 248. 172. 98 Net her | ands 147.237.76. 31 nakchal . i df .i | Block Udp All Nets drop 1
66. 87. 82. 254 Lhited Sates 147.237.77. 216 dover.idf.il SINHood full table drop 1
79.180. 53. 137 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
213.57.151. 81 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
46. 19. 85. 139 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
89. 248. 172. 98 Net her | ands 147.237. 76. 39 nobi | e.nei tav.idf.i|{B ock Wdp Al Nets drop 1
79.178. 109. 252 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 1
66. 249. 78. 159 Lhited Sates 147.237.77.216  |dover.idf.il Z;F; handshake viol ation, first packet not . 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry [Target Address |Site |S gnature Devi ce Action |Count |
109. 160. 225. 187 |l srael 147.237.72.166 |aka.idf .il C1000004: HITP. options nethod (M crosoft) B ock 6
217.12. 204. 163 Lkr ai ne 147.237.0. 34 tikshuv.idf.il|C1000108: HITP. Trying to | ocate existing FQkeditor B ock 1
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|Top Attackers In |D|

At acker

‘Target Addr ess count ry Signature
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 10
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
176.13.12. 184 |147.237.77. 216 |I srael dover.idf.il | NDI CATOR- SCAN nyscan 2
176.13.12. 184 |147.237.77. 216 |I srael dover.idf.il GPL SCAN nyscan 2
5.8.66.78 147.237.77. 61 gz:;;”i on e.cogat.idf.il [ET SCAN Potential SSH Scan 1
203.185. 27. 110 [147. 237. 72. 156 |Hong Kong anan. i df il ET SCAN Potential SSH Scan 1
173. 14. 213. 230 [147.237. 77. 170 |tnited Sates mear achot . i df .1 [|ET SCAN NVAP -sS wi ndow 4096 1
98.102. 200. 172 [147.237.77.61 |thited Sates e.cogat.idf.il |ET SCAN NVAP -sS wi ndow 3072 1
98. 102. 200. 172 |147.237.77.61 |lhited Sates e.cogat.idf.il |ET SCAN NVAP -f -sS 1
46.151.54.209 |[147.237.77.121|Wrai ne enavy.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
5.39.222.253 [147.237. 76. 196 [Net her | ands esvivaidf.il |ET SCAN NVAP -sS wi ndow 1024 1
5.8.66.78 147.237.72. 14 :32;3} o dover.idf.il (ol dET SCAN Potential SSH Scan 1
203. 185. 27. 110 [147. 237. 72. 14 |Hong Kong dover.idf.il (ol dET SCAN Potential SSH Scan 1
188.138.9.51  |147.237. 77. 216 |Ger many dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
173. 14. 213. 230 |147. 237. 77. 170 [Lhited Sates naar achot . i of .i [[ET SCAN NVAP -sS wi ndow 3072 1
98.102. 200. 172 [147.237. 77.61 |Uited Sates e.cogat.idf.il [ET SCAN NVAP -sS wi ndow 2048 1
88. 249, 214. 152 |147. 237.76.30 |Turkey Hrush i il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Si gnature Message Devi ce Action |Oount
149. 78. 154. 69 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 281
95. 86. 74. 209 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 233
203.104. 11. 75 Australia 147.237.77.216 dover.idf.il drop First packet isn't drop 217
125. 239. 162. 207 New Zeal and 147.237.77.216 dover.idf.il drop First packet isn't drop 184
84.111.224.6 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 121
37.26. 149. 217 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 86
84.195. 139. 217 Bel gi um 147.237.77.216 dover.idf.il drop First packet isn't drop 85
5.28. 132. 252 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 83
66. 102. 9. 81 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 81
109. 64. 187. 22 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 79
50. 118. 162. 57 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 76
2.54.58. 55 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 67
66.102. 9. 101 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 67
52.16.5.197 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 62
128. 78. 78. 156 France 147.237.77.216 dover.idf.il drop First packet isn't drop 62
2.54.155. 17 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 60
54.72.0.55 Ireland 147.237.77. 216 dover.idf.il dr op First packet isn't drop 60
54.72.73.168 Irel and 147.237.77.216 dover.idf.il drop First packet isn't drop 58
2.29.148. 213 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il drop First packet isn't drop 58
201. 27.183. 39 Brazil 147.237.77. 216 dover.idf.il dr op First packet isn't drop 57
66.102. 9. 91 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 57
41. 33. 231. 90 Egypt 147.237.77.216 dover.idf.il drop First packet isn't drop 53
149. 88. 90. 179 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 52
46. 121. 220. 139 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 49
176.13.12. 184 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 47
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 44
212.199. 182. 150 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 41
208. 38. 59. 162 Canada 147.237.77. 216 dover.idf.il drop First packet isn't drop 41
212.179. 90. 106 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 39
66. 87. 82. 254 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 38
64.233.172. 163 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 38
162. 203. 2. 233 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 36
68. 180. 228. 112 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 35
77.126. 24. 230 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 33
72.9.148. 10 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 32
64.134.190. 1 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 30
41. 33. 232. 66 Egypt 147.237.77. 216 dover.idf.il drop First packet isn't drop 30
89. 138. 244. 68 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 29
66. 102. 8. 238 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 28
64.233.172. 155 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 27
109. 66. 51. 94 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 26
64.233.172. 171 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 26
66. 249. 78. 173 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 25
109. 200. 30. 154 Uni ted Ki ngdom 147.237.77.216 dover.idf.il drop First packet isn't drop 24
100. 100. 72. 65 147.237.77. 74 lawidf.il drop First packet isn't drop 24
151. 80. 31. 112 Italy 147.237.77. 216 dover.idf.il drop First packet isn't drop 23
66. 249. 78. 159 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 23
207. 46. 13. 114 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 22
64. 246. 165. 200 Lhited Sates 147.237.77.176 nat pash. i df . i | drop First packet isn't drop 21
81. 242. 199. 52 Bel gi um 147.237.77. 216 dover.idf.il dr op First packet isn't drop 21
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
72.9.148.10 Lhited Sates |[147.237.77.216|dover.idf.il Distributed Suspici ous Response Code Bl ock 18
149.88.90.179 |lIsrael 147.237.76.31 |nakchal .idf.il [Miltiple Unauthorized LR Access from 149. 88.90. 179 B ock 11
149.88.90. 179  |Israel 147.237.76.31 |nakchal .idf.il |PHP Attenpt B ock

109. 66. 178. 254 |l srael 147.237.72. 166 |aka. i df . i | Dstributed PHP At tenpt Bl ock 4
109. 66. 178. 254 |l srael 147.237.72. 166 |aka. i df . i | m;j(:f ;f'. iﬁj}?aic/’ﬂpzﬁeﬁﬁ?zﬁ; on Bl ock 4
46. 19. 85. 112 I srael 147.237.77.243|nobi l e. i df . i | Unaut hori zed URL Access to nobile.idf.il/sachar/index B ock 4
208.115.113.88 |Lhited Sates |147.237.76.86 |navy.idf.il Unhaut hori zed URL Access to navy.idf.il/giyus/foruntasp/ showf orumasp |B ock 4
109. 66. 178. 254 |Israel 147.237.72. 166 |aka. i df . i | D stributed Lhaut hori zed URL Access on wa aka. i df.il/ufi/reaction/ B ock 4
149. 210. 158. 71 Net her | ands 147.237.77. 176 mat pash. i df .i] |Miltiple Unauthorized URL Access from 149. 210. 158. 71 Bl ock 2
66.249.78.159 |[lIsrael 147.237.77.216|dover. i df .i | Mil tipl e Lhaut hori zed UR. Access from 66.249. 78. 159 B ock 2
72.9.148.10  |United Sates [147.237.76.86 |navy.idf.il m”tnzs;' e R e navy. aspx. asp Bl ock 2
37.142.132. 140 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 1
66. 249. 67. 247 |l srael 147.237.77. 170 |n@ar achot . i df . i ||haut hori zed URL Access to 147.237.77. 170/ B ock 1
66.249.64.118 [Israel 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to 147.237.77. 74/ si p_storage/ fil es/ 7/ 297. pdf B ock 1
82.166.247.66 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
66.249.78.173 |[Israel 147.237.77. 216 |dover . i df . i | Ml tiple Uhauthorized URL Access from 66. 249. 78. 173 B ock 1
192. 157. 245. 129|United Sates  |147.237.77. 216 |dover.idf.i | Uhaut hori zed LRL Access to wawidf.il/pricing B ock 1
66.249.67.65  |Israel 147. 237.72. 166 |aka. i df . i | 1D4S7t. rzigb;tfg ;22;’;:32 /Zser?alﬁ ﬁf]giisl go.naspx B ock 1
77.125.166. 157 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
66.249.69.48  |Israel 147.237.77. 216 dover. i df . i1 [ O 2e0 L oS L e dover. aspx Bl ock 1
66.249.65.37  |Israel 147.237.76.42 |refuah.idf.il ﬂ?“;g?r'?gegyl‘gp _AcstC;S;g;ﬁi | es/ 41 2884, pef Bl ock 1
149. 88.90. 179 |l srael 147.237.76.31 |[nakchal .idf.il |Wauthorized LRL Access to v nakhal .idf.il/aj ax/ updat est at us. php B ock 1
84.94.21.222 | srael 147.237.77.216|dover. i df .i | Distributed Suspici ous Response Code Bl ock 1
66.249.78.173 |Israel 147.237.77.216|dover. i df . i | Uhaut hori zed LRL Access to wawidf.il/see B ock 1
66.249.67.122 |lIsrael 147.237.72. 166 |aka. i df . i | Unhknown Paraneter pop in ww aka.idf.il/main/ hone/ None 1
62.219.137.5 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
77.126.28.159 [Israel 147.237.77.234|hal ag. i df . il Unaut hori zed URL Access to 147.237.77. 234/ i nages/ shared/ bul | et 1. gi f B ock 1
66.249.78.95  |Israel 147.237.77. 216 dover. i df . i1 [0 2o oS S e dover. aspx Bl ock 1
66. 249. 65. 43 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ B ock 1
84.228.202.169 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for waw aka. i df.il/main/ gi yus/ B ock 1
2.52.58.72 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
68.180.228.112 |[hited Sates [147.237.77.216|dover.idf.il Distributed Suspici ous Response Qode B ock 1
66.249.67.234 [Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx  |B ock 1
66.249. 64. 108 |l srael 147.237.77.74 |lawidf.il Unhaut hori zed URL Access to 147.237.77. 74/ si p_storage/ fil es/ 0/ 320. pdf |B ock 1
109. 186.76.16 |l srael 147.237.72. 166 |aka. i df . i | m ;}i:‘ftdif’iw;“:gg;ﬁaf:i gfcﬁﬁsls on Bl ock 1
79.183.143. 215 |lIsrael 147.237.77. 176 [mat pash. i df . i| |Wauthori zed URL Access to waw cogat . i df.il/894-he Bl ock 1
66.249. 67. 13 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
174.129.228.67 |Wited Sates |[147.237.76.42 [refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt B ock 1
109. 64. 134. 164 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
2.54.166.49 |Israel 147.237.77. 234 hal ag. i of i1 [ ;'33“;‘;(’Ziffﬁgzsfzﬂaglﬁfﬁf 1(.)21i . Bl ock 1
66.249.67. 242 I srael 147. 237.72. 166 |aka. i df . i | o ;';;”téd 1&7‘:;?‘:/;?%% xscfggng‘al asx Bl ock 1
66.249. 64. 113 |Israel 147.237.77.74 |lawidf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 64. 113 Bl ock 1
82. 80. 30. 61 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.249.78.166 |l srael 147.237.77.216|dover . i df . i | Unaut hori zed URL Access to ww i df.il/894-he B ock 1
176.13.10. 114 |Israel 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shared/ t ext . css Bl ock 1
66.249.67.59  |Israel 147.237.72. 166 |aka. i df . i | 1D4§t ;'33“?20' 1&7‘&?";;%3} ngsgngpal aspx Bl ock 1
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