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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3538
66. 249. 67. 34 Lhited Sates 147.237.77. 170 naar achot . i df . il | TP handshake viol ation, first packet not syn |drop 2579
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 152
66. 249. 64. 186 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 89
85. 65. 244. 190 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 77
109. 67.16. 4 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 61
213.151. 40. 119 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 58
79.179. 145. 251 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 36
5.22.130. 156 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 35
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP-M SG- Sl owl ori s- DC5- Var 1 dest - r eset 33
79. 181. 26. 35 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 18
213.151. 40. 119 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 18
2.54.59. 67 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
82.166. 1. 168 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 13
173. 199. 65. 57 Canada 147.237.77. 216 dover.idf.il SYNHood full table drop 12
84.110. 38. 95 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
46. 19. 86. 43 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 11
84.109. 181. 222 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
149. 88. 236. 119 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
77.126.99. 80 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 8
77.125.125. 29 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 7
79.180. 127. 76 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 7
176. 106. 227. 28 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 6
87.69. 171. 253 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
93.173. 137. 209 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 6
79. 181. 26. 35 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 6
46.19. 86. 5 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
31.44.130.71 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
84.228.243. 22 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
79.178. 106. 226 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
77.126. 144. 26 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
79.177.148. 74 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 4
2.54.61.105 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
46. 120. 190. 80 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
79.177.182. 150 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
2.54.62. 62 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
46. 120. 222. 203 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
31.154.92. 112 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 4
46.19. 86. 172 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
46. 19. 85. 233 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
95. 86. 87. 54 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
37.142.214.5 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
176.13.4.12 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
46.120. 242. 17 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 3
185. 32. 179. 14 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
2.54.145. 123 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 2
46.19. 86. 178 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
31.44.130.71 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 2
79.180. 53. 175 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
213.151. 40. 119 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Tar get Address |Site |S gnature Devi ce Action |Count ‘
104. 155. 224. 27 |Lhited Sates 147.237.77.74 |lawidf.il| |13375: HITP. Joom a Conponent JCE BOT for JCE Bl ock 5
104. 155. 224. 27 |Whited Sates 147.237.77.74 |lawidf.il |13248: HITP. Joonia JCE File Wl oad Renote Code Execution Vulnerability |B ock 4

85. 65. 198. 97 I srael 147.237.77. 216 |dover . i df . i|CLO00004: HITP: options nethod (M crosoft) Bl ock 3
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

41.33.231. 90 147.237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 9
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
104. 155. 224. 27 (147.237.77.74 |Wited Sates [lawidf.il Tehila - Perl LWP wth fake user agent 2
66. 249. 65. 43 147.237.76.42 |Lhited Sates |refuah.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 67. 6 147.237.72.166|lhited Sates |aka idf.il ET SCAN NVAP -sA (2) 2
188.138. 9. 51 147. 237. 76. 177 |Ger many ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
176.37.238.5 147. 237. 76. 148 |krai ne gacenter. aka.idf.il ET SCAN Behavi oral thusually fast inbound Tel net Connect i ons, 1
Potential Scan or Brute Force
20,191 14. 245 |147. 237 8.28 | na o nobil eks. idf | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
212.179. 90. 106 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1
212.7.209.9 147.237.8.50  |Netherl ands e.tikshu.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
199. 101. 186. 134|147. 237. 77. 170 |Lhited Sates |mmarachot.idf.il |ET SCAN NVAP -sS w ndow 3072 1
188.138.9.51 147. 237.76. 34 |Ger many yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
167. 114. 156. 16 |147.237. 77. 216 |Canada dover . idf.il portscan: TCQP Dstributed Portscan 1
46.116.178.98  |147. 237 77 2331 5 ael atal il ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nkiller2 DDos 1
attack
217.12.202.110 |147.237.76. 200 |Ukr ai ne eitan.aka.idf.il [ET SCAN NMVAP -sS wi ndow 1024 1
212.7.209.9 147.237.76.39 |Netherl ands nobi | e.nei tav.idf.i [ET SCAN Potential VNC Scan 5900- 5920 1
212.7.209.9 147.237.8.24 |Netherl ands elifestyleiidf.il [ET SCAN Potential VNC Scan 5900- 5920 1
198. 20. 69. 98 147.237.72. 217 |Lhited Sates e idf.il ET OROP Dshiel d B ock Listed Source 1




11-02-2015-23:04:07 to 11-03-2015-00:04:07

|Top Attackers In FW |

At acker

ount ry ‘Target Addr ess ‘S‘te ‘Signature
79.177.182. 150 |l srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 8552
192.117.12. 48 |lsrael 147.237.77. 216 |dover.i df .il [dr op Frst packet isn't SYN drop 96
185.22.32. 15 Lebanon 147.237.77. 216 |dover.i df il [dr op First packet isn't SYN drop 88
184.20.72.192 |lhited Sates [147.237.77.216|dover.idf.il|dr op First packet isn't SN drop 83
100. 100. 99. 145 147.237.72. 166 |aka.idf.il [drop Frst packet isn't SYN drop 80
149. 78. 154. 69 |l srael 147.237.77. 216 |dover.i df il [dr op First packet isn't SYN drop 77
132. 66. 237. 251 |I srael 147.237.76.42 |refuah.idf.i|Bad TCP sequence SSC(Z ;e”ansm't with different wndow | onivor |59
109. 66. 135. 218 [l srael 147.237.77. 216 |dover.i df.il [dr op First packet isn't SYN drop 56
208.115.111. 73 |Lhited Sates [147.237.77.216 |dover.idf.il|dr op First packet isn't SN drop 56
85. 250. 233. 204 [l srael 147.237.77. 216 |dover.i df . il [dr op First packet isn't SN drop 42
109. 200. 30. 154 LKJiqir::gom 147.237.77. 216 |dover.i df . il [dr op First packet isn't SN drop 40
85. 65. 198. 97 | srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 40
2.54.156. 95 I srael 147.237.77. 216 |dover.i df .il [dr op Frst packet isn't SYN drop 40
205.203.135.1 |Uited Sates [147.237.77.216|dover.idf.il|dr op First packet isn't SYN drop 37
213.151. 40. 119 (I srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 34
46. 116. 200. 214 |l srael 147.237.77. 216 |dover.i df .il [dr op Frst packet isn't SYN drop 32
109. 67.16. 4 I srael 147.237.77. 216 |dover.i df il [dr op First packet isn't SYN drop 30
31.168. 209. 222 |l srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 29
52.16.5.197 Lhited Sates [147.237.77.216 |dover.idf.il|dr op Frst packet isn't SYN drop 29
46.116.178.98 [Israel 147.237.77. 233 |atal .idf.il [Bad TOP sequence z;;e“ansm't weh different wndow | oivor |28
5.22.130.156  |Israel 147, 237.77. 216 |aover i ar..i1 |2 T €2M NG Engi ne: TCP Inval i d Invalid segnent retransmssion. Packet |, 27
Ret r ansnm ssi on dr opped.
54.72.0.55 Irel and 147.237.77. 216 |dover.i df il [dr op First packet isn't SYN drop 27
109. 64. 205. 231 |l srael 147.237.77. 216 |dover.i df . il [dr op First packet isn't SN drop 27
72.9.148.10 Lhited Sates [147.237.77.216 |dover.idf.il|dr op Frst packet isn't SYN drop 26
173.199. 65. 57 |Canada 147.237.77. 216 |dover.i df . il [dr op First packet isn't SYN drop 26
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 26
66.249.78.173 |[Israel 147.237.77. 216 |dover.i df .il [dr op Frst packet isn't SYN drop 25
2.54.59. 67 I srael 147.237.77. 216 |dover.i df . il [dr op First packet isn't SYN drop 24
149. 88. 236. 119 |l srael 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 24
66.249. 78. 166 |l srael 147.237.77. 216 |dover.i df .il [dr op Frst packet isn't SYN drop 23
212.179.90. 106 [l srael 147.237.77. 216 |dover.i df il [dr op First packet isn't SYN drop 23
149. 88. 192. 106 |l srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 23
93.173. 134. 116 [l srael 147.237.77. 216 |dover.i df . il [dr op Frst packet isn't SYN drop 23
151. 80. 31. 112 |ltaly 147.237.77. 216 |dover.i df il [dr op First packet isn't SYN drop 22
79.180.127.76 |[lsrael 147.237.77. 216 |dover.i df il [dr op First packet isn't SN drop 22
50. 87.144. 145 |lLhited Sates [147.237.77.216 |dover.idf.il|dr op Frst packet isn't SYN drop 21
5.22.129. 242 I srael 147.237.77. 216 |dover.i df il [dr op First packet isn't SYN drop 20
66.249. 78. 159 [l srael 147.237.77. 216 |dover.i df il [dr op First packet isn't SN drop 20
66.249.78.150 |United Sates |147. 237, 77. 216 |dover . iar. i1 |2 P €2M NG Engi ne: TCP Invalid Invalid segnent retransmssion. Packet |, 20
Ret ransm ssi on dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.i df . il [dr op First packet isn't SYN drop 19
109. 160. 133. 62 |l srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 19
66.249. 83, 161 |United Sates |147. 237, 77. 216 |dover. ior. 1| | €M NG Engine: TCP Invalid Invalid segnent retransmssion. Packet |, 18
Ret r ansni ssi on dr opped.
79.178.160. 111 (I srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 18
66.249.83.155 |United Sates |147. 237, 77. 216 |dover . iar. i1 [P €2M NG Engi ne: TCP Invalid Invalid segnent retransmssion. Packet |, 18
Ret ransm ssi on dr opped.
100. 100. 92. 34 147.237.72. 166 |aka.idf.il [drop First packet isn't SYN drop 18
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 17
85. 65. 244. 190 [l srael 147.237.77. 216 |dover.i df.il [dr op First packet isn't SYN drop 17
108.59. 253. 71 |[lhited Sates |[147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 15
132. 66. 231. 153 |I sr ael 147.237.77. 243 ot e, o |2 T @M NG Engi ne: TCP Inval id Invalid segnent retransmssion. Packet |, 15
Ret r ansn ssi on dr opped.
31.44.130.71 I srael 147.237.77. 216 |dover.i df . il [dr op First packet isn't SYN drop 15
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

Sgnature

Devi ce

‘Count

Country Action
. . . D stributed Uhaut hori zed URL Access on
84.110. 38. 95 I srael 147.237.0.19 |madimatal .idf.il madi mat al i df .|/ shar ed/ aj ax/ updat enakat Gaunt i ty. aspx B ock 7
5.102.254.112 [israel 147.237.76. 42 |refuah.idf.il Ml tipl e Unaut horized URL Access from 5. 102. 254. 112 B ock 5
m ny- kosher - kr avi . i _ ,
176. 13. 17. 28 | srael 147.237.0. 17 df il Ostributed |11 egal Paraneter Encodi ng None 5
93.173.134. 116 |[Israel 147.237.76.42 |refuah.idf.il Mil tipl e Unauthorized URL Access from 93.173. 134. 116 B ock 5
93.173.134.116 |[Israel 147.237.76.42 |refuah.idf.il PHP At t enpt B ock 4
72.9.148.10 Lhited Sates |147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 3
132. 66. 231. 153 |l srael 147.237.77.243|nobi | e.i df . i | Suspi ci ous Response Code B ock 3
. . . D stributed Unaut hori zed URL Access on
66. 249. 78. 66 | srael 147. 237. 76. 147 |chi nuch. aka. i df . i | o chi nuch. aka, i df i 1/404. htm Bl ock 3
5.102.254.112 |lIsrael 147.237.76.42 |refuah.idf.il Dstributed PHP Attenpt B ock
104. 155. 224. 27 |Uhited Sates [147.237.77.74 |lawidf.il PHP At t enpt B ock
46.120. 216. 123 |Israel 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock
: . . Unaut hori zed URL Access to
72.9.148.10 UWited Sates |147.237.76.86 |navy. | df.il wWaw navy. i df . i | /994- 8613- he/ navy. aspx. aspx B ock 2
. . D stributed Unaut hori zed URL Access on
46.120. 216. 123 |l srael 147.237.72. 166 |aka. i df . i | voww aka. i o . i 1/ ax/ updat est at us. php Bl ock 2
176. 106. 226. 100|I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None
109. 66. 169. 239 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
66. 249. 78. 59 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Lhaut hori zed URL Access to v chi nuch. aka. i df.il/404. ht m B ock
. . D stributed Uhaut hori zed URL Access on
46.120. 216. 123 |Israel 147.237.72. 166 [aka. i df . i | wwvaka iof i1/ ufi/reaction B ock 2
. . Unaut hori zed URL Access to
93.173.134. 116 |Israel 147.237.76.42 |refuah.idf.il v refua atal i of.i1/aj ax/ updat est at us. php Bl ock 2
104. 155. 224. 27 |Uited Sates |147.237.77.74 |lawidf.il Mil tipl e Unaut hori zed URL Access from 104. 155. 224. 27 Bl ock 2
164. 138. 114. 244]I srael 147.237.77.74 |lawidf.il Paraneter Type Miol ation Mst er $teader 15uckader Sear ch$txt Search 1y 2
in ww nag.idf.il/657-he/ patzar. aspx
93.173.134.116 |[Israel 147.237.77.233|atal .idf.il Ostributed PHP At tenpt B ock 1
. . S Whtraceabl e Gonnection - Protocol violation
46.121.65.225 |[Israel 147.237.72. 166 |aka. i df . i | (SSL._CONN_APPLI CATI ON_DATA_EXCHANGE) None 1
207. 46. 13. 74 Lhited Sates |147.237.72.166|aka.idf.il D stributed Suspicious Response Code_Qust om Tenpor ary B ock
84.94. 88. 219 I srael 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock
149.78.242.15 |Israel 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76.42/ styl e/ shared/text.css |HB ock 1
. . Unaut hori zed URL Access to waww i df.il/idf/ x“x™xexex—x™™
66.249.78.159 |l srael 147.237.77.216|dover . i df .i | X2 4 XOxex XX Mx2] 2007 B ock 1
66. 249. 65. 24 I srael 147.237.0.15 |kosher-kravi.idf.il thaut hori zed URL Access to Bl ock 1
wan kosher - kravi . i df.il/tenpl at es/ homepage/ honepage. aspx
. . Unaut hori zed Met hod HEAD for
84.228.22.150 |[lIsrael 147.237.72. 166 |aka. i df . i | v aka. i df i | / i n/ sachar/ horre. asp Bl ock 1
80.178.150.48 | srael 147.237.72. 166 |aka. i df . i | thknown Paramet er __V1 EVETATEENCRYPTED i n None 1
vwwy aka. i df . i |/ mai n/ gi yus/ tal pi ot quest i onnai re. aspx
. . D stributed Unaut hori zed LRL Access on
109. 64. 154. 159 |l srael 147.237.72. 166 |aka. i df . i | wwe aka i i1/ ufi/reaction Bl ock 1
. . Unaut hori zed URL Access to
66.249.67.250 |[Israel 147.237.72. 166 [aka. i df . i | 147. 237.72. 166/ mai 1/ gi yus/ gi yus/ gener al . aspx B ock 1
93.173.134.116 |[Israel 147.237.77.233|atal .idf .il Ml ti pl e Unaut horized URL Access from 93.173.134. 116 B ock 1
62.90.163.46 I srael 147.237.72. 166 |aka. i df . i | thknown Par ameter __V1 EWETATEENCRYPTED i n None 1
wwn aka. i df . i |/ mai n/ sachar/ vi ewpni ot . aspx
. . Unaut hori zed URL Access to
5.102.254.112 [lIsrael 147.237.76.42 |refuah.idf.il v refua atal i i/ aj ax/ updat est at us. php B ock 1
84.94.88.219 |israel 147.237.72. 166 |aka. i df . i | Distributed Lhaut hori zed UL Access on B ock 1
wwv aka. i df . i | /aj ax/ updat est at us. php
149. 154. 167. 162 z‘;;gom 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to waw i df.il/1294- he/ dover Bl ock 1
66.249. 65. 115  [Israel 147.237.76.42 |refuah.idf.il Ml tipl e Unaut horized URL Access from 66. 249. 65. 115 B ock 1
104.171.124. 84 |Uited Sates |[147.237.72.166|aka.idf .il Enail collector robots 14 B ock 1
82. 80. 55. 101 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
Unaut hori zed URL Access to
2.54.148. 151 I srael 147.237.72. 166 |aka. i df . i | wwwy aka. i df . i |/ mai n/ sachar/ def aul t. aspxxzxj x¢x“xa x¢xcex™ x* [B ock 1
X‘x?
93.173.134. 116 |lsrael 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to waw atal .idf.il/ajax/updatestatus.php |B ock 1
66.249. 64.101  |Israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to nakhal .idf.il/page. asp B ock 1
5.144.55. 187 I srael 147.237.77. 176 |mat pash. i df . i | Mil tiple Unaut hori zed URL Access from 5. 144. 55, 187 B ock 1
84.94.88.219  |israel 147.237.72. 166 |aka. i df . i | Distributed thauthorized URL Access on B ock 1
ww aka. i df.il/ufi/reaction/
149.210.158. 71 [Netherlands |147.237.77.176 |mat pash.idf .il Ml tipl e Unauthorized URL Access from 149. 210. 158. 71 B ock 1
. . Unaut hori zed URL Access to
66. 249. 65. 118 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p st or age/ i | es/ 7/ 2887. pdf B ock 1
104.171.124.84 |lnited Sates |[147.237.72.166|aka.idf.il eMi | Hoar di ng B ock 1
82.166.247.66 |[Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
2.139.157. 24 Sai n 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mde None 1
192.117.12.48 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1135-he/atal . aspx  |B ock 1
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