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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3074
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2567
54.72.0. 55 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1847
66. 249. 88. 81 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1409
50. 58. 193. 130 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1255
66. 249. 64. 186 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |[drop 769
66. 249. 67. 6 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |[drop 465
66. 249. 67. 27 Lhited Sates 147.237.77. 170 naar achot . i df . il | TP handshake viol ation, first packet not syn |drop 244
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 198
220.181. 108. 80 Chi na 147.237. 76. 86 navy.idf.il TCP handshake viol ation, first packet not syn |drop 152
66. 249. 67. 224 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 104
109. 186. 146. 109 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 75
79.183. 145. 120 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 36
37.142,.153. 214 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 33
2.54.136.199 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 33
66. 249. 75. 114 Lhited Sates 147.237.77. 233 atal.idf.il TCP handshake viol ation, first packet not syn |[drop 29
79.176. 180. 197 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 18
85. 130. 219. 89 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
79.178. 50. 244 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
84.109. 3. 163 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 11
84.228.118. 130 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
79.182.22. 47 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 8
37.142. 64. 104 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
46.117.70. 91 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
217.208. 155. 154 Sweden 147.237.77.216 dover.idf.il SYNHood full table drop 7
109. 66. 52. 249 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 7
2.52.147. 152 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
93.173.22.121 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 6

89. 139. 183. 248 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 6

66. 249. 64. 181 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |[drop 6

66. 249. 67. 122 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |[drop 6
46.121. 61. 195 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 5
213.57.194. 137 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5

46. 116. 104. 199 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
213. 233. 84. 234 Romani a 147.237.77.216 dover.idf.il SYNHood full table drop 5
176.13.6.0 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5

85. 65. 6. 17 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
79.176. 154. 15 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 5
149. 88. 228. 138 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5

79. 182. 23. 86 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
109. 65. 42. 144 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
87.68. 157. 161 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
79.178. 148. 117 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
212.179. 155. 129 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 4
90.177.100. 129 Cech Republic 147.237.77. 216 dover.idf.il SYNHood full table drop 3
176.13.17.178 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
2.54.165. 96 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 3

62. 219. 254. 22 | srael 147.237.72. 166 aka.idf.il Bl ock_Up Al _Nets drop 3
46.19. 86. 142 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
37.26. 147. 159 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 3
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnat ure Devi ce Action |Oount
79. 180. 14. 147 I srael 147.237.76. 31 nakchal .idf.il [ClL000004: HTTP:. options nethod (M crosoft) ock 2
94.159. 157. 9 I srael 147.237.72. 166 aka.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 2
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|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature

41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 11
77 197 134. 236 |147. 237 0.34 |15 ael Cikshuvidh il ET DOS Large anount of TCP Zer oWndow - Possible Nkiller2 9
DDos attack
66.249. 64. 153 |[147.237.77.74 |Wited Sates [lawidf.il ET SCAN NVAP -sA (2) 2
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
37.142.68.56  |147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
191 196. 201 74 |147. 237 0.33  |mrazi| il ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
140.232.211.8 |147.237.77.216|W0ited Sates |dover.idf.il portscan: TCQP D stributed Portscan 1
117.21.174. 87 |147.237. 76. 198 |Chi na e.yohal an.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
109. 67. 138. 142 [147. 237. 72. 166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
93. 173. 165. 244 |147. 237. 72. 166 || srael aka.idf.il portscan: TCQP D stributed Portscan 1
201. 249. 199. 91 [147. 237. 77. 243 |Venezuel a nobi | e. i df.il ET SCAN Potential SSH Scan 1
58.253. 96. 122 [147.237.77.212|Chi na e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
201.249. 199. 91 [147. 237. 77. 226 |Venezuel a waw chanat z. aka. i df . il [ET SCAN Potential SSH Scan 1
149.78.12.19  |147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
117.21. 174. 87 |147.237. 76. 202 |Chi na e halag.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
117.21.174.87 |147.237. 76. 148 |Chi na gocenter. aka. i df il ET SCAN Potential VNC Scan 5900- 5920 1
109. 64. 185. 165 |147. 237. 72. 166 || srael akaidf.il portscan: TCQP D stributed Portscan 1
58.253. 96. 122 [147.237.77.212|Chi na e. dover.idf.il ET SCAN NVAP -sS w ndow 4096 1
201.249. 199. 91 [147. 237. 77. 233 |\Venezuel a atal.idf.il ET SCAN Potential SSH Scan 1
46.31.103.60 [147.237.77.216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
201. 249. 199. 91 [147. 237. 77. 212 |Venezuel a e. dover.idf.il ET SCAN Potential SSH Scan 1




11-02-2015-21:04:01 to 11-02-2015-22:04:01

|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
85. 64. 80. 160 | srael 147.237. 77. 216 |dover.i of .i | [dr op Frst packet isn't SN drop 1571
2.54.23.141 | srael 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 458
70. 39. 185. 94 Satellite Provide147. 237. 77. 216 [dover.idf.il|dr op Frst packet isn't SYN drop 287
205.203.135.1 |Whited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 156
199. 200. 243. 253|Lhited Sates 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 145
46. 19. 85. 243 | srael 147.237. 77. 216 |dover.i of .i | [dr op Frst packet isn't SYN drop 131
109. 67. 17. 119 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 130
149.78.154. 69 |Israel 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 119
77.127.240.136 |lsrael 147.237. 77. 216 |dover.i of .i | [dr op Frst packet isn't SYN drop 106
37.26. 148. 245 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 103
37.140. 188. 78 gz::;”i on 147.237.77. 216 |dover i df .i1|dr op First packet isn't SWN drop 97
54.187.55.213 |lhited Sates 147.237. 77. 216 |dover.i of .i | [dr op First packet isn't SN drop 96
46.19. 85. 223 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 93
67.217.129.7 Lhited Sates 147.237. 77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 84
54.72.73.168 Irel and 147.237. 77. 216 |dover.i of .i | [dr op First packet isn't SN drop 72
213.233.84.234 |Ronani a 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 66
94.23.159.155 |United Ki ngdom|147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 66
78.95.32.175 Romani a 147.237. 77. 216 |dover.i of .i | [dr op First packet isn't SN drop 60
100. 100. 39. 69 147.237.72. 166 |aka.idf.il |dr op Frst packet isn't SN drop 58
100. 100. 68. 18 147.237.72. 166 |aka. idf.il [drop First packet isn't SYN drop 55
52. 16. 5. 197 Lhited Sates 147.237. 77. 216 |dover.i of .i | [dr op First packet isn't SN drop 52
212.179. 155. 129|l srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SWN drop 51
140.232.211.8 |Whited Sates 147.237. 77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 46
54.72.0.55 Irel and 147.237. 77. 216 |dover.i of .i | [dr op First packet isn't SN drop 44
85. 65. 165. 205 |l srael 147.237. 77. 216 |dover.i of .i | [dr op First packet isn't SWN drop 44
50. 87.144.145 |lhited Sates 147.237. 77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 40
98. 102. 163. 137 |lhited Sates 147.237. 77. 216 |dover.i of .i | [dr op First packet isn't SN drop 40
82.173. 140. 195 |Netherl ands 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 39
2.54. 165. 96 | srael 147.237. 77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 37
109. 65. 42. 144 |l srael 147.237. 77. 216 |dover.i of .i | [dr op Frst packet isn't SN drop 37
37. 46. 39. 64 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 36
46.117.70.91 | srael 147.237. 77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 36
88.128.80.122  |Ger many 147.237. 77. 216 |dover.i df .i | [dr op First packet isn't SN drop 36
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.i of .i | [dr op First packet isn't SN drop 35
66.249. 78. 166 |l srael 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 35
37.201.193.81 |Ger many 147.237. 77. 216 |dover.i of .i | [dr op First packet isn't SN drop 34
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 34
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 32
37.26.146. 214 |lsrael 147.237. 77. 216 |dover.i of .i | [dr op First packet isn't SN drop 31
151. 80. 31. 112 Italy 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 30
66.249.78. 159 |l srael 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 26
79.179.107. 237 |lsrael 147.237. 77. 216 |dover.i df .i | [dr op First packet isn't SN drop 26
207. 46. 13. 114 Lhited Sates 147.237.77. 216 |dover.idf.il|dr op First packet isn't SWN drop 24
79.179. 145. 251 |l srael 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 24
109. 66.52. 249 | srael 147 237. 77, 243 |rwbi L e, i o | T S2M NG Engi ne: TCP Inval i d Invalid segnent retransmssion. drop 24
Ret ransm ssi on Packet dr opped.
82.80.159.176 |lsrael 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 22
66.249.78.173  |lsrael 147.237.77. 216 |dover.i of .i | [dr op Frst packet isn't SYN drop 22
95. 35. 167. 10 | srael 147.237.77. 216 |dover.i of .i | [dr op Frst packet isn't SN drop 21
5. 29. 88. 102 | srael 147.237.77. 216 |dover.i df .i | [dr op First packet isn't SYN drop 21
79.178. 37. 60 | srael 147.237.77. 216 |dover.i of .i | [dr op Frst packet isn't SYN drop 21
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
. . D stributed Whaut hori zed URL Access on

79. 180. 228. 100 |l srael 147.237.72. 166 |aka. i df . i | vww aka. i o . i 1/ aj ax/ updat est at us. php B ock 8

79.180. 228. 100 |[Israel 147.237.72.166|aka. i df . i | D stributed Wnhaut hori zed LRL Access on waw aka. i df.il/ufi/reaction/ B ock 8

79.180.228. 100 |[Israel 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt Bl ock 8

5. 29. 66. 98 | srael 147.237.72. 166 |aka. i df . i | D stributed Unhauthori zed LRL Access on waw aka. i df.il/ufi/reaction/ Bl ock 6

89.138.55.7 I srael 147.237.76.200(ei tan. aka. i df .i| [Ostributed Too Many of the Sane Response Code (404) Bl ock 6

5. 29. 66. 98 I srael 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt Bl ock 6
. . O stributed Uhaut hori zed URL Access on

5. 29. 66. 98 I srael 147.237.72. 166 |aka. i df . i | vww aka. i o . i 1/ aj ax/ updat est at us. php B ock 6
. . DO stributed Unaut hori zed URL Access on

84.109. 92. 50 | srael 147.237.72. 166 |aka. i df . i | voww aka. i o . i 1/ a ax/ updat est at us. php B ock 5

84.109. 92. 50 | srael 147.237.72. 166 |aka. i df . i | D stributed Unhauthori zed LRL Access on waw aka. i df.il/ufi/reaction/ Bl ock 5

79.177.208.198 |[Israel 147.237.0.34 [tikshuv.idf.il [Miltiple Unauthorized URL Access from 79.177.208. 198 Bl ock 5

109. 66. 52. 249 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode B ock 5

84. 109. 92. 50 I srael 147.237.72.166|aka. i df . i | Dstributed PHP At tenpt B ock 5

79.182.60.167 |[Israel 147.237.72.166|aka. i df . i | D stributed Wnhaut hori zed LRL Access on waw aka. i df.il/ufi/reaction/ B ock 3
. . Unaut hori zed Met hod CPTICNS for

5.144.60. 212 I srael 147.237.72.166 [aka. i df . i | wnv aka. i df . i |/ nai n/ gi yus/ aut henti cati onser vi ce. asnx/ get aut huser Bl ock 3

79.177.208.198 |Israel 147.237.0.34 |tikshuv.idf.il |PHP Attenpt B ock

79.182.60.167 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed PHP At tenpt Bl ock
. . D stributed Whaut hori zed URL Access on

79.182.60. 167 |l srael 147.237.72. 166 |aka. i df . i | voww aka. i o . i 1/ aj ax/ updat est at us. php B ock 3

46. 19. 85. 74 I srael 147.237.77.243|nobi l e. i df . i | Dstributed Unhaut horized URL Access on nobil e.idf.il/sachar/index B ock 3
. . DO stributed Whaut hori zed URL Access on

84.108. 102. 161 |lIsrael 147.237.72. 166 |aka. i df . i | voww aka. i o . i 1/ ax/ updat est at Us. php B ock 2

84.108.102. 161 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed Lhauthorized URL Access on wwwu aka. i df.il/ufi/reaction/ Bl ock 2

87.69.229.250 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed PHP At tenpt Bl ock 2

85.250. 42.116 |Israel 147.237.72. 166 |aka. i df . i | Dstributed PHP At enpt Bl ock 2

37.142.64.122 |Israel 147.237.77.243|nobi l e.i df . i | DO stributed Suspici ous Response Qode B ock 2

93. 157. 80. 72 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary Bl ock 2
. . D stributed Whaut hori zed URL Access on

87.69.229.250 |Israel 147.237.72. 166 |aka. i df . i | voww aka. i o . i 1/ aj ax/ updat est at us. php B ock 2
. . D stributed Uhaut hori zed URL Access on

85.250.42.116  |[lIsrael 147.237.72. 166 |aka. i df . i | voww aka. i o . i 1/ aj ax/ updat est at us. php Bl ock 2

84. 228. 93. 240 | srael 147. 237. 0. 19 madi matal i df. i Pargneter Type \_/10I ation ctl00$Cont ent P acetbl der 1t xt Sreet in B ock 2

nadi matal .idf.il/1088- he/ neret z. aspx
46.120.122. 24 |Israel 147.237.72.166|aka. i df . i | Lhtraceabl e SS. Sessi ons: Uhknown SSL Sessi on None 2
’ . . Uhaut hori zed URL Access to

72.9.148. 10 Lhited Sates [147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 2

87.69.229.250 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed Lhaut horized URL Access on wwwu aka. i df.il/ufi/reaction/ Bl ock 2

66.249.67.122 [Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary Bl ock 2

85.250. 42.116 |l srael 147.237.72. 166 |aka. i df . i | D stributed Wnhaut hori zed LRL Access on waw aka. i df .il/ufi/reaction/ Bl ock 2

84.108. 102. 161 |l srael 147.237.72. 166 |aka. i df . i | O stributed PHP Attenpt B ock 2
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n

77.127.17.137 |Israel 147.237.72. 166 |aka. i df . i | vow aka. i df . i |/ nai v sachar/ r equest . aspx None 1

109. 186. 181. 247|I srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 1
. . Uhaut hori zed URL Access to

66.249.67.234 |[Israel 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ yohal an/ f or uns/ asp/ showf or um asp B ock 1

88.238.230. 171 |Turkey 147.237.77.216|dover. i df .l Unaut hori zed URL Access to v i df.il/894-en/i df gdover. aspx B ock 1

66.249. 64. 118  |Israel 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to 147.237.77.74/ sip_storagel fil es/2/282. pdf |B ock 1

87.69. 41. 177 I srael 147.237.72. 166 [aka. i df . i | Dstributed PHP At tenpt Bl ock 1

79.180.52.223 |lsrael 147.237.72. 166 |aka. i df . i | Too Many Headers per Request - 42 Headers Bl ock 1

79.180.52.223 |Israel 147.237.72. 166 |aka. i df . i | Abnormal |y Long Request ret hod Bl ock 1

149. 88.188. 98 |l srael 147.237.77.216|dover.idf .l Unaut hori zed URL Access to ww i df . i |/ hi nush/sit e/ he/ hi nush. asp Bl ock 1

46. 19. 85. 100 I srael 147.237.77.216|dover.i df . il Mal formed URL B ock 1
. . D stributed Uhaut hori zed URL Access on

84.228.109.49 [Israel 147.237.72. 166 |aka. i df . i | v aka i o i1/ htt ps: / ww aka. i f i1/ B ock 1

66.249.78.166 [Israel 147.237.77.216|dover.i df .l Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 166 Bl ock

109. 64. 29. 34 | srael 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to wwn i df.il/newsite/ hebrew 120203 Bl ock 1

2.54.55. 226 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
. . Uhaut hori zed URL Access to

66. 249. 67. 59 I srael 147.237.72. 166 |aka. i df . i | 147, 237.72. 166/ si p._st or age/ {1 | es/ 6/ 70006. doc B ock 1

87.69. 205. 215 |Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to waw refua. atal .idf.il/ajax/ updatestatus. php |B ock 1

64. 39. 109. 20 Wited Sates |147.237. 72. 156 |aman. i df i | Mil tiple Lhtraceabl e SS. Sessions from64. 39.109. 20 (Protocol viol ation None 1

(SSL_CONN CLI ENT_KEY EXCHANGE))
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