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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2927
66. 249. 67. 6 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 102
212.235. 98. 139 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 83
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 26
62.0.84. 78 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 24
62. 219. 140. 28 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
212.179.21.194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
176.13. 10. 151 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 14
62.0.84. 78 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 14
85. 64. 234. 158 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
79.180. 127. 76 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 8
84.108. 62. 155 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
79. 183. 26. 96 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 6
109. 64. 147. 50 | srael 147.237.72. 166 aka.idf.il B ock_Up Al _Nets drop 6
212.199. 107. 106 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
93.173. 247. 53 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
37.142. 68. 89 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
84.94. 164. 85 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
46. 19. 85. 46 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
79.176.131. 229 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
185. 27. 105. 136 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
2.54.18. 232 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
31. 168. 227. 138 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
2.54.51. 225 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
37.142. 68. 19 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
89. 46. 182. 7 Ronani a 147.237.77.216 dover.idf.il SYNHood full table drop 3
90. 191. 209. 134 Estoni a 147.237.77. 216 dover.idf.il SYNHood full table drop 3
62.219. 254. 22 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al Nets dr op 3
201.52.151. 16 Brazil 147.237.77.216 dover.idf.il SYNHood full table drop 3
37.142. 68. 43 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
2.54.17. 77 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
46. 19. 86. 123 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 2
66. 249. 78. 227 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 2
212.179. 155. 129 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
2.54.51. 225 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 1
94.102. 52. 213 Net her | ands 147.237.76. 177 ncore.idf.il B ock Wp Al _Nets drop 1
82. 166. 247. 66 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
66. 249. 78. 159 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
10.0.0. 14 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 1
176. 12. 140. 205 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
185. 115. 124. 16 147.237.76. 198 e.yohal an.idf.il B ock Np Al Net drop 1
109. 64. 60. 233 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 1
46.19. 86. 123 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
79. 183. 155. 79 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 1
198. 48. 92. 104 Lhited Sates 147.237.76. 39 nobi | e.neitav.idf.il|B ock Udp All Nets drop 1
183. 60. 48. 25 Chi na 147.237.76. 34 yohal an.i df .i | B ock Udp All _Nets Con Limt drop 1
81.218.97. 114 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 1
46. 19. 85. 84 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Oount

93.173.188. 46 I srael 147. 237.76. 42 refuah.idf.il |ClL000004: HTTP. options nethod (M crosoft) B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

|Signature

41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249. 67. 6 147.237.72. 166 Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
79.180. 127. 76 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
41.237.109. 31 147.237.77. 216 Egypt dover.idf.il portscan: TCQP D stributed Portscan 1
198. 20. 69. 98 147. 237. 76. 202 Wited Sates e.halag.idf.il ET DRP Dshiel d B ock Listed Source 1
109. 66. 14. 192 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
107. 2. 79. 150 147.237.77. 212 Lhited Sates e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
103. 17. 55. 55 147.237.0.19 | ndonesi a nedi matal .idf.il ET SCAN Potential SSH Scan 1
212.179. 21. 194 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
185. 120. 126. 12 147.237.72. 156 anan. i of . i | portscan: TCP D stributed Portscan 1
107. 2. 79. 150 147.237.77. 212 Wited Sates e.dover.idf.il ET SCAN NVAP -sS wi ndow 2048 1
107. 2. 79. 150 147.237.77. 212 Lhited Sates e. dover.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address |Ste Signature
212.179.21. 194 |Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 37719
62.90.5. 212 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 392
205.203.135.1 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 167
94. 228. 34. 248 LKJ?ir:;gom 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 133
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 131
82.145.223.99 |Europe 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 98
54.187.55.213 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 86
173. 220. 141. 227|Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 68
89.139.53.57  [Israel 147. 237. 76. 200 |ei tan. aka. i df .| Strean ng E'?g' ne: TCP Invalid |invalid segnent retransnission drop 62
Ret r ansni ssi on Packet dr opped.
2.54.134. 129 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 62
204. 184.109. 252|Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 59
79.180. 127. 76 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 57
46.121.82.102 | srael 147.237. 76. 200 |ei tan. aka. i df .i Streamng Engi ne: TCP Inval id invalid segnent retransmssion. | 56
Ret r ansn ssi on Packet dr opped.
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 53
212.235.98. 139 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 52
149.78.78.81 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 51
109. 160. 216. 145]l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 49
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 48
37.26.148.181 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 47
212.143.222. 94 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 43
79.183.155.79 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 41
50. 87.144.145 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 39
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 38
37.142. 68. 43 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 38
2.54.130. 203 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 38
100. 100. 43. 54 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 36
37.26.148.170 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 36
37.26.149.210 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 35
37.140.188. 78 g;z:;nl on 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 35
213.57.138.34 [Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence ;ﬁ;‘gﬁ;ﬁ;ggj?@gth moni tor |34
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 34
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 33
66.249.78.173  |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 31
66. 249. 78. 166 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 31
46.19. 85. 57 I'srael 147. 237.77. 243 |mwbi l e, i f . i1 Streaning Engine: TCP Invalid |invalid segnent retramsnission. [, ) 30
Ret r ansn ssi on Packet dr opped.
46. 19. 85. 46 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 29
100. 100. 38. 118 147.237.72. 166 |aka.idf .il dr op First packet isn't SN drop 28
41.188.125. 185 [Mwritania 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 28
138. 134.102. 16 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 28
212.179.21.194 [israel 17.237.0.16 [V kosher-kravi.idf 1pad TOP sequence mdro?vrsacr‘;m'et wehdfferent — \oonitor |27
79.178.112. 130 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 27
87. 68. 49. 216 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 27
62. 219. 140. 28 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 26
109. 200. 30. 154 LKTi;;éjom 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 26
207. 46. 13. 95 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 26
213.57.132. 211 [Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence wﬁtrs\:;gxgﬂgth moni tor |26
212.199. 182. 150|l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 26
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 25
41.237.109.31 |Egypt 147. 237. 77. 216 |dover. i df . Bad TCP sequence SN retransmt wth different nonitor |24

w ndow scal e
54.224.21. 23 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 23
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
176.12.142.79 |Israel 147.237.76.200|ei tan. aka. i df . i | Distributed Too Many of the Same Response Code (404) Bl ock 194
46.121.82.102 |Israel 147.237.76.200|ei tan. aka. i df . i | Dstributed Too Many of the Sane Response Code (404) Bl ock 63
89. 139. 53. 57 I srael 147.237.76.200(ei tan. aka. i df . il Dstributed Too Mainy of the Sane Response Code (404) Bl ock 41
46. 19. 85. 57 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Gode Bl ock 5
46.19. 86. 192 I srael 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code Bl ock 4
46.19.85. 21 I srael 147.237.77.243|nobi [ e.i df . i | Distributed Suspici ous Response Code Bl ock 4
176. 12. 149. 150 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Gode Bl ock 4
46.118. 155. 216 |Ukraine 147.237.77.74 |lawidf .il Mil tipl e Unhauthorized URL Access from 46. 118. 155. 216 Bl ock 3
85.250.42.116 |[Israel 147.237.72. 166 [aka. i df . i | Distributed PHP Att enpt Bl ock 2
109. 186. 144. 171|I srael 147.237.72. 156 |anan. i df . i | Dstributed PHP At enpt Bl ock 2
85.250.42.116 |l srael 147.237.72. 166 |aka. i df . i | m;j(:ﬂt;d. illj}?aicl’ﬂpzdieitﬁ?sﬁ; on Bl ock 2
37.26.148.170 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
176.13.17.9 I'srael 147.237.0.17 ;nlrrly kosher-kravi. id |, e Illegal Paraneter Encoding None 2

. . Uhaut hori zed URL Access to
109. 186. 144. 171]I srael 147.237.72. 156 [anan. i df . i | vaw anan. i df i |/ aj ax/ updat est at us. php Bl ock 2

' : : Uhaut hori zed LRL Access to
72.9.148. 10 Lhited States [147.237.76.86 |navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx B ock 2

D stributed Lhauthori zed URL Access on

85.250. 42.116  |Israel 147.237.72. 166 |aka. i df . i | W aka i i1/ufi/reaction B ock 2
87.69.86. 21 I srael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 2
66.249.78.166 [Israel 147.237.77. 216 |dover.i df .i | D stributed Suspici ous Response Code Bl ock 2
77.125.9. 161 I srael 147.237.77.243|nobi l e.i df . i | Distributed Suspicious Response Code Bl ock 2
2.54.138.8 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 2
. - DO stributed Lhaut hori zed URL Access on
87. 69. 86. 21 I srael 147.237.72. 166 |aka. i df . i | v aka. i o . i 1/ aj ax/ updat est at us. php B ock 2
m ny- kosher-kravi .id _ _
176.13.1. 16 | srael 147.237.0. 17 £l Mitiple Illegal Paraneter Encoding from176.13.1.16 None 1
. - DO stributed Lhaut hori zed URL Access on
79.181. 223. 142 |Israel 147.237.72. 166 |aka. i df . i | W aka i i1/ufi/reaction B ock 1
46.118. 155. 216 [Wkrai ne 147.237.77.74 |lawidf.il PHP At t enpt Bl ock 1
41.237.109.31 |Egypt 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wawidf.il/sip storage/files/2/ Bl ock 1
. . Paraneter Read Qnly Molation in
109.67.138. 147 |l srael 147.237.72.166 |aka. i df . i | wwy aka. i df . i |/ mai n/ gi yus/ mi yun/ mi yunpr ocessquest i onnai r e. aspx None !
- . DO stributed Lhaut hori zed URL Access on
79.177.15.234  |israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
66.249.78.173 [Israel 147.237.77. 216 |dover.i df .i | D stributed Suspici ous Response Code Bl ock 1
. . D stributed Uhauthorized URL Access on
5. 29. 46. 63 I srael 147.237.72. 166 |aka. i df . i | v aka. i o . i 1/ aj ax/ updat est at us. php B ock 1
89.139.19.105 [Israel 147.237.72. 156 [aman. i df . i | Ml tipl e Unaut hori zed URL Access from 89. 139. 19. 105 Bl ock 1
66.249.67.122 I srael 147.237.72.166 |aka. i df . i | thknown Paraneter catid in None 1
wan aka. i df . i |/ mai n/ rabanut / gener al . aspx
212.199.57.193 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
. . DO stributed Lhaut hori zed URL Access on
79.178.21. 27 I srael 147.237.72. 166 |aka. i df . i | wweaka i i1/ufi/reaction B ock 1
46. 19. 86. 64 I srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
77.127.192.151 [israel 147.237.72. 166 [aka. i df . i | Dstributed PHP Attenpt Bl ock 1
37.26.147.136 |[Israel 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
- . DO stributed Lhaut hori zed URL Access on
93.173.27.14  |israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
2.54. 165. 46 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code Bl ock 1
87.68. 16. 119 I srael 147.237.0.34 |tikshuv.idf.il thauit hori zed URL Access to B ock 1
viwy ti kshuv. i df . i | / aj ax/ updat est at us. php
66.249.78.159 |[Israel 147.237.77. 216 |dover.i df .i | D stributed Suspici ous Response Code Bl ock 1
46.118. 155. 216 |Wkrai ne 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to v | aw i df.il/xmrpc. php Bl ock 1
176.13. 8. 169 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
79.182. 6. 64 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
46.19. 85. 4 I srael 147.237.77.243|nobi l e.i df . i | Distributed Suspicious Response Code Bl ock 1
. . Paraneter Read Only Molation in
79.177.25. 29 | srael 147.237.72. 166 |aka. i df . i | ww aka, i df i 1/ti znor et /f agf def aul t . asp None 1
66.249.78.223 |[Israel 147.237.77.243|nobi [ e.i df . i | Distributed Suspici ous Response Code Bl ock 1
5. 29. 46. 63 I srael 147.237.72.166 |aka. i df . i | Distributed thaut hori zed LR. Access on Bl ock 1
vy aka. i df il /ufi/reaction/
89.139.19.105 [Israel 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to www anan. i df.il/resources/ i nages/ Bl ock 1
. . Unaut hori zed URL Access to
66.249.67. 134  |Israel 147.237. 77. 170 [maar achot . i df . i | 147.237.77. 170/ 72023 hel naar achot . aspx Bl ock 1
213.57.158.18 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1

11-02-2015-17:04:04 to 11-02-2015-18:04:04



