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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 2841
46.19.86. 4 | srael 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 166
0.0.0.0 147.237.77. 216 dover.idf.il [SINHood full table dr op 130
31.154.6.194 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 80
46. 19. 85. 236 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 36
109. 160. 233. 49 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 33
62. 219. 92. 239 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 30
31.168.97. 114 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 25
2.54.34. 240 | srael 147.237.77. 216 dover.idf.il [SINHood full table dr op 24
37.142.64.9 | srael 147.237.77.216 dover.idf.il |SINHood full table drop 24
54. 244, 22. 103 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 18
46.19. 85. 236 | srael 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 18
213.57.134. 190 | srael 147.237.72. 166 aka.idf.il Inval id TGP H ags dr op 16
193. 43. 244. 102 | srael 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 10
162.192. 193. 185 Lhited Sates 147.237.77. 216 dover.idf.il [SINHood full table dr op 9
79.179.180. 5 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 9
176. 13. 5. 209 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 8
54.244. 22. 103 Lhited Sates 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 6
213.151. 53. 59 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 6
79.177.171. 210 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 6
79.176.198. 119 | srael 147.237.77. 216 dover.idf.il [SINHood full table dr op 5
122. 0. 25. 138 Ml aysi a 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 5
176. 58. 67. 58 Pal estinian Territory, Qcupi ed 147.237.77. 216 dover.idf.il |SINHood full table drop 5
81. 218. 235. 10 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 5
212.179.21.194 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 4
46. 19. 86. 138 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 4
87.59. 230. 158 Denmar k 147.237.77. 216 dover.idf.il [SINHood full table dr op 4
2.54.2.75 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 3
79.178.63. 111 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 3
79.178. 103. 162 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 3
46.19. 86. 11 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 3
62. 219. 254, 22 | srael 147.237.77. 216 dover.idf.il |Block Wdp All Nets drop 3
46.116.99. 71 | srael 147.237.77. 216 dover.idf.il [SINHood full table dr op 3
213.57.167.5 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 3
152. 26. 30. 243 Lhited Sates 147.237.77. 216 dover.idf.il |SINHood full table drop 3
46. 19. 86. 68 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 3
46.19. 85. 91 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 3
185. 32. 179. 48 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 2
82. 80. 219. 164 | srael 147.237.77. 216 dover.idf.il [SINHood full table dr op 2
77.125. 108. 204 | srael 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 2
46. 121. 59. 197 | srael 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 2
176. 13. 10. 218 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 2
122. 0. 25. 138 Mil aysi a 147.237.77. 216 dover.idf.il [SINHood full table drop 2
176.13. 19. 169 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 2
77.125.108. 204 | srael 147.237.77. 216 dover.idf.il |[SYNHood del ete reset dr op 2
212.29.214.138 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 2
46.19. 86. 226 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 1
46. 19. 86. 68 | srael 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 1
46.19. 85. 179 | srael 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 1
2.54.2.75 | srael 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 1
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|Top Attackers In IPS|

|Att acker Gountry

Attacker Address
212.179. 60. 30

| srael

Target Address
147.237.77. 216

|Site
dover.idf.il

| Sgnature

Devi ce Action

|Count

C1000004: HITP: options nethod (M crosoft) B ock 11
91. 228. 248. 251 I srael 147. 237.76. 42 refuah.idf.il [Cl000004: HTTP. options nethod (M crosoft) Bl ock 6
152. 62. 109. 210 Eur ope 147.237.77. 216 dover.idf.il C1000004: HTTP. options nethod (M crosoft) B ock
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Gountry Ste |Signature

64.233.172.155  |147.237.77.216 |lnited Sates dover.idf.il portscan: TCP D stributed Portscan 1
213.151.53. 59 147.237.72.166 |israel akaidf.il portscan: TCP O stributed Portscan 1
46. 19. 85. 125 147.237.72.166 |Israel akaidf.il portscan: TCP O stributed Portscan 1
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 1
37.26.148. 182 147.237.72.166 |israel akaidf.il portscan: TCP O stributed Portscan 1
180. 210. 201. 106 |147.237.76.31 |9 ngapore nakchal . i df.il ET SCAN Potential SSH Scan 1
2.54.42. 14 147.237.72.166 |Israel aka.idf.il portscan: TCP D stributed Portscan 1
176.228.179.86  [147.237.77.216 |[Israel dover.idf.il portscan: TCP O stributed Portscan 1
128. 199. 41. 247 147.237.72.166 |9 ngapore aka.idf.il ET DRCP Spamhaus DRCP Listed Traffic | nbound 1
87. 69. 206. 57 147.237.72.166 |Israel aka.idf.il portscan: TCP D stributed Portscan 1
85. 250. 21. 155 147.237.72.166 |israel akaidf.il portscan: TCP O stributed Portscan 1
84.109. 88. 153 147.237.72.166 |Israel akaidf.il portscan: TCP O stributed Portscan 1
46.19. 86. 161 147.237.77.216 |israel dover.idf.il portscan: TCP D stributed Portscan 1
212.199.57.207  |147.237.77.216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
37.26. 148, 251 147.237.72.166 |Israel akaidf.il portscan: TCP O stributed Portscan 1
180. 210. 201. 106 |147.237.76.34 |9 ngapore yohal an.idf.il ET SCAN Potential SSH Scan 1
5. 8. 66. 101 147.237.76.86  |Russian Federation |[navy.idf.il ET SCAN Potential SSH Scan 1
180. 210. 201. 106  |147.237.0. 17 S ngapor e mny- kosher -kravi . i df.il ET SCAN Potential SSH Scan 1
176. 13. 5. 227 147.237.77.216 |israel dover.idf.il portscan: TCP D stributed Portscan 1
109. 66. 166. 128  [147.237.72.166 [l srael akaidf.il portscan: TCP O stributed Portscan 1
87.69. 32. 52 147.237.72.166 |Israel akaidf.il portscan: TCP O stributed Portscan 1
85. 64. 108. 78 147.237.72.166 |Israel aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Addr ess ‘S‘te ‘Signature
84.94.32.197 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6796
77.126.89.118 | srael 147. 237, 76. 200 |ei tan aka i of || S2M NG ENgine: TGP Invalid - linvalid segnent retransnissi on drop 552
Ret ransm ssi on Packet dr opped.
81.218.126. 176 | srael 147. 237, 76. 200 [ei tan aka. i of | | €AM NG ENgine: TGP Invalid — invalid segnent retransnissi on drop 369
Ret ransm ssi on Packet dr opped.
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 140
118. 158. 238. 253 |Japan 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 104
189. 105. 250. 90 |Brazil 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 103
84.228.134.74 |israel 147. 237, 76. 200 |ei tan aka i of {2 | SAM NG ENgine: TGP Invalid - invalid segnent retransnissi on drop 90
Ret ransm ssi on Packet dr opped.
77.2.228. 236 Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 84
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 82
37.26.148.207 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 74
197.144.46. 1 Mor occo 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 72
193.104.77. 4 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 61
216. 185.58. 119 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 56
149.78.51. 200 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 51
54.244.22.103 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 48
109. 64. 53. 122 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 47
149.78.31.91 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 47
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 46
46. 19. 85. 80 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 45
37.140.188. 78 g;z:;nl on 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 45
207.232.28.74 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 44
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 44
79.178.112. 130 |[Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 43
213.55.104. 253 |Bhiopia 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 42
194.90. 83. 233 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 42
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 40
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 38
54.244.22.103 |Whited Sates 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 38
134.196. 163. 223|Thai | and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 35
2.54.133. 111 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 34
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 33
176. 228. 38. 123 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 33
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 33
31.154.6. 194 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 32
100. 100. 121. 69 147.237.72.166 |aka.idf .il dr op First packet isn't SN drop 31
41.194.80. 2 Satellite Providg147. 237. 77. 216 |dover.idf.il [drop Frst packet isn't SYN drop 30
152. 62. 109. 210 |Eur ope 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 29
192.114.91. 232 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 29
108.59.253.71 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 27
91.143. 226. 143 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 27
109.67.179.90 | srael 147, 237.77. 216 |dover i1 | €3M NG Engine: TGP Invalid — linvalid segnent retransnission drop 27
Ret ransn ssi on Packet dr opped.
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 26
62.219.196.96 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 24
207. 46. 13. 114 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 24
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 24
213.57.167.5 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 24
64.233.172. 155 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 24
173. 220. 141. 227|Whited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 24
185. 26. 182. 35  |Europe 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 24
37. 26. 146. 239 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 22
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Devi ce

ountry ‘Target Address |Site Sgnature Acti on ‘Count
77.126.89.118 |Israel 147.237.76.200|ei tan. aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 47
37.142.227.53 |lIsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 37.142.227.53 |B ock 13
212.179.21. 194 |I srael 147.237.0.34 |tikshuv.idf.il Ml tipl e Unauthorized URL Access from212.179. 21. 194 B ock
132.70.66.11 |[Israel 147.237.72. 166 |aka. i df . i | Mil tiple Unauthorized Method for Known URL from132.70.66.11 |B ock
. . O stributed Uhaut hori zed URL Access on
5.29. 46. 63 I srael 147.237.72. 166 [aka. i df . i | v aka. i o . i 1/ aj ax/ updat est at us. php B ock 6
84.229.27.138 |Israel 147.237.72. 166 [aka. i df . i | O stributed PHP Attenpt B ock
62. 219. 134. 230 |I srael 147.237.72.167|i shuri maka. i df . il Dstributed PHP Atenpt B ock
. . O stributed Uhaut hori zed URL Access on
5.29. 46. 63 I srael 147.237.72. 166 |aka. i df . i | e aka i i1/ ufi/reaction B ock 6
81.218. 126. 176 |l srael 147.237.76.200 |ei tan. aka. i df . i | Too Many of the Sane Response Code (404) in Session from B ock 6
81.218.126. 176
. . O stributed Uhaut hori zed URL Access on
84.229.27.138 |Israel 147.237.72. 166 |aka. i df . i | voww aka. i o . i 1/ aj ax/ updat est at us. php B ock 6
84.229.27.138 |Israel 147. 237.72. 166 |aka. i df . i | Distributed hathorized URL Access on B ock 6
ww aka. i df .il/ufi/reaction/
5. 29. 46. 63 I srael 147.237.72. 166 [aka. i df . i | Dstributed PHP At tenpt B ock
77.126.41.129 |Israel 147.237.72. 166 [aka. i df . i | O stributed PHP Attenpt B ock
. . O stributed Uhaut hori zed URL Access on
77.126.41.129 |lsrael 147.237.72. 166 |aka. i df . i | v aka. i o . i 1/ aj ax/ updat est at us. php Bl ock 4
212.179.21. 194 |I srael 147.237.0.34 |tikshuv.idf.il PHP At t enpt B ock 4
77.126.41.129 |Israel 147. 237.72. 166 |aka. i df . i | Distributed thathorized URL Access on B ock 4
ww aka. i df .il/ufi/reaction/
. . O stributed Uhaut hori zed URL Access on
91.228.248. 251 | I srael 147.237.77. 234 |hal ag. i of . i | ww | ogi stics. atal i df.il/sip storage/files/7/size338x0/1877.jpg __ |° °K 3
m ny- kosher-kravi .id _ _
176. 12. 140. 205 |l srael 147.237.0. 17 £l Mul ti pl e Doubl e URL Encodi ng from 176. 12. 140. 205 B ock 3
87.68. 62. 43 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
54.244.22.103 |lnited Sates |147.237.76.147|chi nuch. aka.idf.il D stributed Suspicious Response Code Qust om Tenporary B ock
m ny- kosher -kravi . i d
176. 13. 10. 123 |lsrael 147.237.0. 17 f inly Dstributed I11egal Paraneter Encoding None 2
) . . Uhaut hori zed URL Access to
72.9.148.10  [Wited States |147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx B ock 2
37.142.68.123 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df.i|/mai n/ sachar/undefined |B ock 2
185. 32. 179. 177 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
87.69. 29. 67 I srael 147.237.72. 166 [aka. i df . i | Ostributed PHP Attenpt B ock 2
212.179.60.30 |Israel 147.237.77.216|dover. i df .i | Unaut hori zed HTTP Met hod Bl ock 2
. . Uhaut hori zed URL Access to
91. 228. 248. 251 |l srael 147.237.77.234|hal ag. i df . il ww | ogi sti cs. atal i df i 1/sip storagelfiles/ 42004, pg Bl ock 2
. . DO stributed Whaut hori zed URL Access on
87. 69. 29. 67 I srael 147.237.72. 166 |aka. i df . i | v aka. i o . i 1/ aj ax/ updat est at us. php Bl ock 2
. . O stributed Uhaut hori zed URL Access on
87. 69. 29. 67 I srael 147.237.72. 166 |aka. i df . i | W aka i i1/ ufi/reaction Bl ock 2
85.64.108.78 |[Israel 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 2
] . - Paraneter Type Mol ati on PageNumin
68.180.230.29 |lhited Sates [147.237.77.176 [nat pash.idf.il Wi cogat i df i 1/2113- hel cogat . aspx B ock 1
149.78.83.17 |Israel 147.237.72. 166 |aka. i df . i | Distributed Whauthorized LR. Access on Bl ock 1
wwv aka. i df . il /ufi/reaction/
66.249.67.13 |lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
. . . Uhaut hori zed URL Access to
212.179. 21. 194 |l srael 147.237.0.34 |tikshuv.idf.il voww ti kshuv. i df . i 1/ 5 ax! updat est at us. php B ock 1
89.138.77.41 |Israel 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to waw i df . i |/ hi nush/sitel he/ hi nush. asp |B ock 1
84.109. 114. 72 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
5.29.103.111 |Israel 147.237.72. 166 |aka. i df . i | Distributed Whauthorized LR. Access on Bl ock 1
ww aka. i df .il/ufi/reaction/
. . O stributed Uhaut hori zed URL Access on
185.24.78.65 |Israel 147.237.72. 166 |aka. i df . i | wwvaka idf i1/ ufi/reaction Bl ock 1
m ny- kosher -kravi . i ing - : i
176. 12. 140. 205 |l srael 147.237.0.17 fy-Kosher-xra d]ooubl e URL Encoding - paraneter: Returnl| in B ock 1
foil mny-kosher-kravi.idf.il/tenpl ates/|ogi n. aspx
. . O stributed Uhaut hori zed URL Access on
66. 249. 67. 242 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ nai 1/ gi yus/ gener al . aspx Bl ock 1
212.25.102.57 |lIsrael 147.237.0.19 |[madi matal .idf.il Uhaut hori zed URL Access to madimatal .idf.il/l B ock 1
81.218. 126. 176 |l srael 147.237.76.200|ei tan. aka. i df . i | Too Many 404: Response Code per Session B ock 1
149. 210. 158. 71 [Netherl ands ~ [147. 237. 77. 176 |nat pash. i df . i | Ml tipl e Unaut hori zed URL Access from 149. 210. 158. 71 Bl ock 1
. . O stributed Whaut hori zed URL Access on
66.249.67.59 |lIsrael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
212.179.60.30 |lsrael 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut horized LRL Access from 212.179. 60. 30 B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
79. 176. 147. 204 |l srael 147.237.72. 166 |aka. i df . i | vow aka. i df . |/ nai rV sachar / r equest . aspx None 1
2.54.3.154 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
132.70.66.11 |Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod HEAD for wwy aka. i df . i |/ mai n/ sachar B ock
66.249.75.62 |Israel 147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ 1094- he/ pat zar . aspx |Bl ock
. . Uhaut hori zed URL Access to
212.29. 214. 138 |I srael 147.237.77.234|hal ag. i df . il v | ogi st cs. atal i f .i1/si pstoragel fi | es/ 7/ si 7e338x0/ 1877, j pgy Bl ock 1
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