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W 54. 187. 55. 213
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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country |Target Address|Site |Signature |Device Action|Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - reset 1975
0.0.0.0 147.237.77.216 dover.idf.il SWNHood full table dr op 399
2.54. 3. 90 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 34
46. 19. 85. 144 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
79.180. 129. 193 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 30
212.179.21.194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 27
77.125. 247. 14 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 17
192.115. 248. 2 | srael 147.237.77.216 dover.idf.il SWNHood full table dr op 14
37.26.148. 224 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
81.218. 204. 154 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
66. 249. 67. 20 Lhited Sates 147.237.77.170 naar achot . i df . i 1| TGP handshake vi ol ation, first packet not syn |drop 12
46.19. 86. 223 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
79.177.125. 39 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
46. 19. 86. 223 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e dr op 9
109. 65. 140. 53 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
81.218. 48. 37 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
79.179.114. 172 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 8
213. 149. 223. 82 Italy 147.237.77.216 dover.idf.il SYNHood full table dr op 8
176. 12. 151. 197 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
176.12. 151. 197 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e dr op 5
188. 225. 185. 133 Pal estinian Territory, Qcupieq147.237.77.216 dover.idf.il SYNHood full table drop 5
134.191. 232. 72 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
82. 145, 222. 210 Eur ope 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 4
192. 114. 91. 245 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 4
46. 32. 209. 14 Pal estinian Territory, Qcupieql47.237.77.216 dover.idf.il SYNHood full table drop 4
81.218. 204. 154 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e dr op 4
62.219. 99. 130 | srael 147.237.77. 216 dover.idf.il ock Wp Al Nets drop 3
31. 168. 133. 226 | srael 147.237.77.216 dover.idf.il Bl ock_Udp All _Nets drop 3
80. 246. 136. 35 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 3
46.210. 151. 195 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
176. 13. 23. 210 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
54.244. 22. 103 Lhited Sates 147.237.77.216 dover.idf.il SWNHood full table dr op 3
80. 74. 125. 21 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
176.13.12. 12 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
5. 28.157. 161 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 2
84.111. 156. 90 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
79.183. 136. 208 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
192.114. 91. 246 | srael 147.237.77.216 dover.idf.il SWNHood full table dr op 2
46. 19. 86. 94 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
194. 90. 128. 25 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
46. 19. 85. 42 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 2
192. 115. 90. 150 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
46.19. 86. 138 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
134.191. 232. 69 | srael 147.237.77.216 dover.idf.il SWNHood full table dr op 1
46.117.175. 112 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
176. 12. 148. 54 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
2.54.191. 172 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 1
79.182. 69. 199 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
62.219. 193. 192 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
212.179. 165. 129 | srael 147.237.77.216 dover.idf.il SWNHood full table dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |SgnaIure |Devi ce Action |Oount
31.168. 209. 12 I srael 147.237.76. 31 nakchal .idf.il CL000004: HTTP. options nethod (M crosoft) B ock 4
164.138.121.176  |Israel 147.237.77.170 |maarachot.idf.il |ClL000004: HITP. options nethod (M crosoft) B ock 2
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

185. 32. 179. 207 147. 237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 2
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
54.244.22. 103 147.237.77. 216 Lhited Sates dover.idf.il portscan: TCP O stributed Portscan 1
217.12.202. 110 147.237.77.235 krai ne sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.19. 85. 128 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
217.12.202. 110 147.237. 8. 14 Wkrai ne e.orchot.idf.il ET SCAN NVAP -sS wi ndow 1024 1
37.26.148. 150 147. 237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
189. 254. 90. 133 147.237. 76. 199 Mexi co e.nakchal . i df il ET SCAN NVAP -sS wi ndow 4096 1
2.54.185. 109 147. 237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
95. 86. 109. 47 147. 237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
80. 179. 5. 168 147.237.77.216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
79. 181. 146. 134 147. 237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
77.125.101. 231 147. 237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
46.116. 88. 177 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
217.12.202. 110 147.237.77. 212 Wkrai ne e.dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
37.142.193. 36 147. 237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
2.54.186. 236 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
187.117. 0. 209 147.237.77. 216 Brazil dover.idf.il portscan: TCP O stributed Portscan 1
122. 160. 142. 222 147.237.77. 170 Indi a maar achot . i df . il ET SCAN NVAP -sS w ndow 1024 1
82. 80. 198. 164 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
79.183. 118. 4 147. 237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
79.179.112. 2 147. 237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
82.145.222. 210 |Europe 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12031
84.94.32.197 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4066
167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 861
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 132
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 131
87.186.88.149  |Ger many 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 122
80. 12. 59. 186 France 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 116
205.203.135.1 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 103
188. 225. 185. 133 ga:lcis;ii:;a” Territory.\1 47 237.77. 216 |dover. i df i1 dr op First packet isn't SN dr op 100
54.187.55.213 |lWhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 95
187.117.0.209 |Brazil 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 90
46.19.86.250  |Israel 147, 237.72. 167 | shurimaka i o i | | S N9 Engi ne: TCP Invaliid |invalid segnent retransnissi on drop 84
Ret r ansni ssi on Packet dr opped.
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 81
54.72.0.55 Irel and 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 76
99. 238.107.69 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 72
213.7.182.7 Cyprus 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 71
46.116. 128. 137 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 63
37.26. 146. 134 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 60
77.30.97. 132 Saudi Arabia 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 60
37.142.210.27 |lsrael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 58
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 58
46.19. 85. 241 I srael 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber monitor |53
89. 139. 2. 222 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 51
46. 19. 86. 223 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 51
176. 12.138. 137 |(Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 51
192. 117. 150. 233l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 49
31.168.13.78 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 49
37.140.188.78 |Russian Federation 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 48
46.19.86.166 |l srael 147. 237, 72. 167 i shurimaka i of || €M NG Engi ne: TCP Inval id |invalid segnent retransnissi on drop 48
Ret r ansni ssi on Packet dr opped.
46.19. 85. 128 | srael 147.237.72.166 |aka.idf.il Bad TCP sequence Inval id ACK nunber noni t or 47
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 47
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 43
176. 13. 23. 210 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 43
46. 52. 85. 121 Saudi Arabia 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 42
101.185.4. 133 |Austraia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 41
213.149.223.82 [ltay 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 41
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 41
192.115.248.2 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 40
2.54.11.8 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 38
176.13.11.8 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 37
107.222.34.206 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 37
62. 90. 66. 219 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 37
176.0.119. 114  |Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 37
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 37
46.19.86.143  |israel 147.237.77. 243 |rvi e i1 | €AM NG Engine: TCP Inval i d finvalid segnent retramsmission. | o 36
Ret r ansn ssi on Packet dr opped.
98. 21. 60. 90 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 36
109. 200. 30. 154 |Unhited Ki ngdom 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 36
46.19.86.91  |israel 147, 237. 77, 243 |mti e ich. i1 || S NG Engine: TGP Invalidinvalid segnent retransmssion. |, o 36
Ret r ansn ssi on Packet dr opped.
66.249. 78. 159 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 34
192. 115. 177. 203l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 34




11-02-2015-13:04:05 to 11-02-2015-14:04:05

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Action ‘Count
77.125.77.38  |israel 147.237.72. 166 |aka. i df . i | m;zﬂt;d. ilf}a;tgsrljpz:\?etstﬂétﬁg.czﬁz on B ock 6
77.125.77.38 I srael 147.237.72. 166 [aka. i df . i | Dstributed PHP At tenpt B ock 6
132.74.58.128 |lIsrael 147.237.77. 170 |n@arachot . i df . i | |Miltiple Whauthorized URL Access from 132. 74.58. 128 B ock 5
46.120.104. 63 [l srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka. i df . i|/nai n/ sachar/ undefi ned Bl ock 5
31.168. 13. 78 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 4
46.116. 128. 137 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod CPTI ONS for wan aka. i df .il/ B ock 4
46. 19. 86. 243 I srael 147.237.72. 166 [aka. i df . i | Dstributed |l1egal Byte Qde Character in URL Bl ock 4
2.54.176. 193 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 3
79.177.201. 137 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to v aka. i df.il/ufi/reaction/ B ock 2
40.77.167. 89 Lhited Sates |147.237.76. 147 |chi nuch. aka. i df . i|Waut hori zed UR. Access to waw chi nuch. aka. i df . il/404. htm B ock 2
2.54.3. 42 I'srael 147.237.72. 166 |aka. i df . i | \;’:rwara'f;ri de_aidl ?‘n'ai' n\f;' 53'5/0?“ y'u';/ i yunpr ocessquest i onnal 6. aspx None 2
79. 180. 218. 202 |l srael 147.237.72. 166 |aka. i df . i | PHP Attenpt B ock

46.19. 86. 143 I srael 147.237.77.243|nobi | e.i df . i | Distributed Wnauthorized URL Access on nobi | e.idf.il/sachar/index B ock
79.180. 218. 202 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df . i1/ aj ax/ updat est at us. php B ock
72.9.148.10  |[United Sates [147.237.76.86 |navy.idf.il muags;' e e e/ navy. aspx. aspx Bl ock 2
132.74.58.128 |lsrael 147.237.77. 170 [maar achot . i df . i | |Unhaut hori zed URL Access to nmarachot.idf.il/pdf/files/ 1/ 109351. pdf B ock 2
79.177.201. 137 [israel 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock 2
37.26.148.241 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 2
176.12.144.22  |Israel 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 2
193. 37.128. 130 |Israel 147.237.77. 170 [maar achot . i df . i | |Unaut hori zed URL Access to maarachot . idf.il/pdf/ Bl ock 2
46. 19. 86. 91 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
46.116. 128. 137 |Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 46. 116. 128. 137 B ock 2
79.177.201.137 |Israel 147.237.72.166 |aka. i df . i | m;gﬂt;é if}?ﬁ%pﬁjﬁg&ﬁfgﬁ; on B ock 2
66.249.78.166 |l srael 147.237.77. 216 |dover . i df . i | D stributed Suspici ous Response Qode B ock 1
37.26.149.180 [Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka. i df . il/mai n/ estionnaire. aspx B ock
176.12.144.22  |lIsrael 147.237.77. 243 |nobi l e. i df . i | Lhaut hori zed UR. Access to nobil e.idf.il/sachar/index B ock
66.249. 67.250 I srael 147.237.72.166 |aka. i df . i | 1D4§t r2i3t7"_’t7ezc_’ 1?6"’/‘“;‘:;0;; ;e;ujg‘eﬁgf;s.saggx Bl ock 1
109. 67. 113. 188 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
81.218.251. 252 |[lIsrael 147.237.77. 170 [maar achot . i df . i | |Unhaut hori zed URL Access to maarachot.idf.il/pdf/files/ 9/ 109209. pdf B ock

Unaut hori zed URL Access to
66.249.65.112 |lIsrael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ shar ed/ cl i ent scri pt s/ i nagevi deogal | eryl obby/ i nagevi deogal | |Bl ock 1
eryl obby. j s

46.19.86.131  [Israel 147.237.76.42 |refuah.idf.il  [Tremer e o i/i’;lcst_'hm’:;'_‘tazpicem' der1Stxt!Din Bock |1
194. 90. 12. 80 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to waw aka. i df.il/gius Bl ock 1
157.55.39. 248 [Wnited Sates [147.237.72.166|aka.idf.il Uhaut hori zed LR. Access to waw aka. idf.il/... B ock 1
66. 249. 78. 102 | srael 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to 147.237.77. 216/ 1086- he/ dover . aspx B ock 1
66.249.67.122 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
87.69.81.241  |Israel 147.237.72.166 |aka. i df . i | m;&;’?ﬁiwa‘:‘:;‘g;ﬁaﬁ‘i gfc_ciels/s on B ock 1
66.249.78.166 |lsrael 147.237.77.216|dover. i df .i | Mil tipl e Uhaut horized URL Access from 66. 249. 78. 166 B ock
176.12.146.93 |lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
132.71.64.120 |Israel 147.237.76.42 |refuah.idf.il |07 buted Lhau forized of vt e Bock |1
66. 249. 69. 81 | srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ 1449- he/ at al . aspx B ock 1
82. 80. 196. 44 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.249. 65. 115 |l srael 147.237.76.42 |refuah. idf.il ﬁ?u;;;r%.zigst:_;rez‘;z?is:nttsc::ri pts/jquery. pl ugi ns/j query. scrol | fol lowjs Bl ock !
46.19. 86. 143 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Qode B ock 1
199. 207. 253. 101 |Uhited Sates [147.237.72.166|aka.idf .il Uhaut hori zed LRL Access to www aka. i df.i|/main/scripts/css3pie. htc B ock 1
77.127.17.242  |lsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to v aka.idf.il/https:/vww aka.idf.il/ B ock 1
37.26.148.241 |israel 147.237.72. 166 |aka. i df . i | ?ﬂ;ﬂf&gﬁéﬁcﬁ_ﬁﬁsg ons froms37.26.148. 241 (Protocol violation ... 1
157.55.39. 248 |lhited Sates [147.237.72.166|aka.idf.il Uhknown Paraneter catid in aka.idf.il/sites/klali/default.asp None 1
66.249.78.109 | srael 147.237.77. 216 |dover . i df . i | e e oo he/ dover . aspx B ock 1
66.249.67.216 |[Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
87.69.190.81 | srael 147.237.72. 166 |aka. i df . i | Eﬂ;{t ;L:f;‘:ﬂﬁﬁ:’:gg;ﬁ;gi gfcclels/s on B ock 1
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