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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2802
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 487
66. 249. 67. 224 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 270
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 123
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 106
149. 78. 27. 94 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
79.181. 152. 130 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
192.114.1.131 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 24
79.177.20. 190 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
62. 219, 138. 224 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 18
81. 218. 48. 37 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 12
31.154. 33. 190 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
62. 219. 254. 22 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 9
213.57.134. 190 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 9
185. 27. 105. 70 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 6
46. 19. 85. 136 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
93.172. 144. 141 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
95.211.211. 182 Net her | ands 147.237.77. 216 dover.idf.il SYNHood full table drop 5
212.179.21.194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
46. 19. 85. 153 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 4
176.13.6.7 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
176. 13. 15. 140 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
78. 95. 156. 15 Rormani a 147.237.77. 216 dover.idf.il SYNHood full table drop 3
193. 16. 147. 2 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
62. 219. 254. 22 | srael 147.237.72. 167 i shurimaka.idf.il|Bl ock Wdp Al _Nets drop 3
185. 32.179. 139 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
46.19. 85. 143 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
2.54.26.229 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
79.178. 35. 60 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
80. 246. 136. 76 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
176. 12. 142. 120 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
80. 246. 136. 154 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 2
213.151. 37. 169 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 2
198. 134. 56. 84 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
185. 32.179. 139 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
82.145.211. 180 Eur ope 147.237.77. 216 dover.idf.il SYNHood full table drop 1
2.54.26.229 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
46. 19. 85. 97 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 1
93.172. 29. 157 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
79.178. 35. 60 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
2.54.57.147 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
2.52.22.116 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
176. 13. 5. 197 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
93.172. 29. 157 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 1
79.178. 35. 60 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 1
2.54.157.131 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Addr ess

|Site |Sgnature |Devi ce Action |Oount |

194. 90. 99. 193 I srael 147.237.77.226 |waw chanat z. aka. i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 12
31.154. 10. 131 I srael 147.237.77.216 |dover.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 2
82.80.33.42 I srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP: options nethod (M crosoft) B ock
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
2.52.20.135 147.237. 72. 166 || srael aka.idf.il portscan: TP Dstributed Portscan 1
79.181. 152. 130 |147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
69.64.32.110 |147.237.0.35 |Whited Sates  |akavs.idf.il ET SCAN Potential WWC Scan 5900- 5920 1
217.12.202. 110 |147. 237. 77. 227 |krai ne e. hanaz. i of .il ET SCAN NVAP -sS w ndow 1024 1
66.249.65.18  |147.237.77.226|lhited Sates  |wan chanatz. aka.idf.il [ET SCAN NVAP -sA (2) 1
212.179. 46. 189 |147. 237. 72. 166 || srael aka.idf.il portscan: TCP Distributed Portscan 1
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 1
37.26.149. 205 |147.237.72. 166l srael akaidf.il portscan: TCP D stributed Portscan 1
167. 114. 156. 16 [147. 237. 77. 216 |Canada dover.idf.il portscan: TCP D stributed Portscan 1
5.22.130.228 |147.237.72. 166l srael aka.idf.il portscan: TP Distributed Portscan 1
95. 86. 64. 67 147.237. 72. 166 || srael akaidf.il portscan: TCP D stributed Portscan 1
5.22.129.162  |147.237.72. 166l srael aka.idf.il portscan: TCP D stributed Portscan 1
87.68.56.101 |147.237.77.216|Israel dover . idf.il portscan: TP Dstributed Portscan 1
5.8.66. 101 147.237.77. 243 E;j:::tnion nobi | e.i df i ET SCAN NVAP -sS wi ndow 1024 1
79.183.12. 64  |147.237.72. 166 |l srael aka.idf.il portscan: TCP Distributed Portscan 1
77.127.77.243 |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
66.249. 67. 132 [147.237.72.166 |Whited Sates  |aka.idf.il portscan: TCP D stributed Portscan 1
213.57.90. 158 |147.237.72. 166 |l srael aka.idf.il portscan: TCP Distributed Portscan 1
46.116. 181. 195 [147. 237. 72. 166 |1 srael aka.idf.il portscan: TCP D stributed Portscan 1
212.76.99.30 |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
37.142. 200. 175 |147. 237. 72. 166 || srael aka.idf.il portscan: TCP Distributed Portscan 1
177 34.86. 125 |147. 237 76. 34 |@razi| yohal an.i df i ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
31.154.92.178 |147.237.77.216|lsrael dover.idf.il portscan: TCP D stributed Portscan 1
107.2.79.150 [147.237.0.35 |Wited Sates  |akaws.idf.il ET SCAN NVAP -sS w ndow 4096 1
5.22.130.102 |147.237.72. 166l srael akaidf.il portscan: TCP D stributed Portscan 1
93.173.15.13  |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
5. 8. 66. 101 147.237.77. 243 RF;Z;:I’}O” nobi | e. i df il ET SCAN Potential SSH Scan 1
81.218.241.26 |147.237.72. 166l srael aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature

99.116. 17. 81 Lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 395
212.179.21.194 |lsrael 147.237.77. 216 |dover.i df .i |dr op First packet isn't SYN drop 230
149.78.154.69 |l srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 110
213.151.58.251 |[Israel 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 109
79.183.161.63 |lsrael 147.237.77. 216 |dover.i df .i |dr op First packet isn't SYN drop 100
176.12.141. 113 |l srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 75
194.73.178. 11 United Kingdom|147.237.77.216 |dover.idf.i|dr op First packet isn't SN drop 72
66.249.83.155 |lhited Sates 147.237.77. 216 |dover.i df . i |dr op First packet isn't SYN drop 70
66.249.83.161 |lhited Sates 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 67
85. 250. 213. 18 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 66
54.72.0.55 Irel and 147.237.77. 216 |dover.i df . i |dr op First packet isn't SYN drop 59
138.134.102. 15 |lsrael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 59
194.73.178.9 United Kingdom|147.237.77.216 |dover.idf.i|dr op Frst packet isn't SYN drop 59
66.249.83.158 |lhited Sates 147.237.77. 216 |dover.i df . i |dr op First packet isn't SN drop 58
52. 16. 5. 197 Lhited Sates 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 56
2.54. 60. 69 | srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 53
193.16.147.2 | srael 147.237. 77. 216 |dover.i df .i |dr op First packet isn't SN drop 49
54.72.73.168 Irel and 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 44
91. 221. 58. 28 Ger many 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 40
37.26.149. 148 |lsrael 147.237. 77. 216 |dover.i df .i |dr op First packet isn't SN drop 39
46.117.239.0 | srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 38
121.45.237.38 |Austraia 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 37
82.80.196.44  [Israel 147.237.72. 166 |aka i of .11 [Bad TCP sequence fg;';e”ansmt with different wndow | oivor a7
87.69. 14. 231 | srael 147. 237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 37
41. 33. 232. 66 Egypt 147.237. 77. 216 |dover. i of .i |dr op First packet isn't SN drop 35
82.145.211. 180 |Europe 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 35
212.235.64.85 |lsrael 147. 237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 32
194.73.178.10 |Wnited Ki ngdom|147.237.77.216 |dover.idf.i|dr op First packet isn't SN drop 27
82. 80. 25. 221 | srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 26
100. 100. 75. 110 147.237.72. 166 |aka.idf.il |dr op Frst packet isn't SN drop 26
62.219. 145. 148 |Israel 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 26
50. 87. 144.145 |lhited Sates 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 25
37.26.148.150 |lsrael 147. 237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 24
212.179.197. 122|lI srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SWN drop 24
194.73.178.10 |wnited K ngdom [147. 237. 77. 216 |dover.i df . Streaning Engine: TCP Invalid Invalid segnent retransmssi on. drop 24

Ret r ansni ssi on Packet dr opped.

84.109. 3. 157 | srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 23
41.33.231.90 Egypt 147.237. 77. 216 |dover.i df .i |dr op First packet isn't SYN drop 23
46.117.204.85 |Israel 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 23
109. 64. 208.88 |l srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 22
17.78.148.161 |Israel 147.237. 77. 216 |dover.i df .i|dr op First packet isn't SYN drop 22
5.29.161. 162 | srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 22
37.140. 188. 78 :ZZ::FI on 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 22
213.57.134.190 |Israel 147.237.72.166 |aka.idf .11 [Bad TCP sequence mﬁsrc‘;t;ansmt wehdifferent | oonitor |21
2.54.159. 62 | srael 147. 237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 21
66.249.78.173 |lsrael 147.237. 77. 216 |dover.i df . i |dr op First packet isn't SYN drop 21
68.180.228. 112 |lhited Sates 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 20
131.111.184.92 |United Kingdom |147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 20
79.183.19.4 | srael 147.237. 77. 216 |dover.i df .i |dr op First packet isn't SYN drop 20
80.178.214.27 |lsrael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 19
41.33.231. 90 Egypt 147.237.77. 216 |dover.i df .i|dr op drop 19
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
178. 150. 15. 158 |lkrai ne 147.237.72.166|aka. i df . i | Dstributed PHP At enpt B ock
176.12.146.17 |Israel 147.237.77.243|nobi l e.i df . i | DO stributed Suspici ous Response Code B ock 5
178. 150. 15. 158 |krai ne 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed URL Access from 178. 150. 15. 158 B ock 5
176.13.1.252  [Israel 147. 237.77. 243 |nobi | e. i df . i | r?;nsit Ir;bi“éfc: I%Z‘:tegg:;fggplﬁesﬁci?tschﬂ‘ ddocunent </ 1431 Bl ock 4
66.249.78.159 |[Israel 147.237.77.216|dover.idf .il Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 159 B ock 3
2.52.22.116 I srael 147.237.77.243|nobi l e.i df . i | O stribut ed Suspici ous Response Gode B ock 3
77.126.100.85 |lIsrael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 3
77.126.100.85 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/aj ax/ updat est at us. php |Bl ock 3
2.54.41. 121 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response GCode_Qust om Tenpor ary B ock 2
176.13.21.101 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 2
132. 66. 234. 205 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenporary B ock 2
66.249. 78.166 |l srael 147.237.77.216|dover . i df . il O stributed Suspici ous Response Gode B ock 2
DOstributed Paraneter Read Qnly Mol ation
82.81.37. 146 I srael 147.237.72. 166 [aka. i df . i | v aka. i df . i |/ mai n/ gi yus/ mi yun/ m yunpr ocessquest i onnai re. aspx  |[None 2
par anet er

72.9.148.10  |[United Sates [147.237.76.86 |navy.idf.il m“tnzs;' e e ) navy. aspx. aspx Bock |2
46.19. 85. 168 I srael 147.237.77.243|nobi l e.idf . il Ml tipl e Unauthorized URL Access from 46. 19. 85. 168 B ock 2
176.13.23.207 |Israel 147.237.0.17 (r;nlyl kosher - kravi . i Dstributed I11egal Paraneter Encoding None 2
141.136. 123. 42 [Net her| ands 147.237.77. 216 |dover . i df . il Unaut hori zed URL Access to waw i df . il/aman B ock 2
176.13.1.252  [Israel 147. 237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt:?rélee? ; t;eggrcy‘isemgtes/l <t ohi | ddocunent </ 1362 Bl ock 2
2.54.14. 136 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf. i/ xx™xex; B ock 2
46.19.85.168  |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt:?réfzf’? , g;egﬁrcﬁimgtes/l <t ohi 1 ddocunent </ 1362 Bl ock 2
2.54.187.192 I srael 147.237.77.243|nobi l e.i df . i | DO stributed Suspici ous Response CQode B ock 2
2.54.26.229  |Israel 147.237.77. 243 |nobi | e. i df . i | nﬂgﬂ‘:féf?f , geggrcﬁim‘;les“ <t ohi 1 ddocunent s/ 1465 Bl ock 2
66.249.78.159 |[lIsrael 147.237.77.216|dover. i df . il D stributed Suspicious Response Code B ock 2
131.111. 184. 92 LKTi;gegom 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to wwidf.il/894-en B ock 1
66.249.67.71  |israel 147.237.72. 166 |aka. i df . i | ﬂa;f’tzgt;r.i7zze.dlég‘n§fg7§§atl? f shoubi g. 8spx Bl ock 1
217.194.207.24 [israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
82. 80. 196. 44 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka. i df.il/sip storagelfiles/ 4/ B ock 1
46.121.102. 14 |[Israel 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
192.114.1.131 |israel 147.237.77.243|nobi l e.i df . i | O stributed Unhaut hori zed URL Access on nobi | e.idf . il/sachar/index |B ock 1
79.178.25. 18 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/gius B ock 1
66.249.78.253 |[Israel 147.237.72. 156 [aman. i df . i | Uhaut hori zed LR. Access to list.ips.gov.il/ Bl ock 1
5.29. 76. 85 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ atal . aspx |B ock 1
66.249. 67. 242 I srael 147.237. 72. 166 [aka. i df . i | oo ;gefeglmﬁfzfiutsfgl yus general . aspx Bock |1
96.43.209.210 |thited Sates |147.237.77.216|dover.idf.il Enail collector robots 14 B ock 1
80.246.130. 14 |israel 147.237.76.42 |refuah.idf i L ated Lo horized o v s Bock |1
66. 249. 67. 13 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unauthorized URL Access from 66.249. 67. 13 Bl ock 1
212.143. 186. 129|i srael 147.237.72. 166 |aka. i df . i | 'OL'rigei]/ i?ta;eg’idﬁngpggg‘;zz)ga”ckﬁ f/ el 1V kapat 2/ [ res Bl ock 1
46. 19. 85. 97 I srael 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to waw cogat . idf.il/894-ar B ock 1
77.126.100.85 |Israel 147.237.72. 156 |aman. i df . i | PHP At t enpt B ock 1
2. 54. 63. 207 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 1
66.249. 67.122 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
62.90.131.234 |[Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock 1
192. 114. 105. 254]I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
79.179. 105. 225 |l srael 147.237.72.166|aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
37.26.146.150 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
176.13. 1. 252 I srael 147.237.77.243|nobi l e.i df . i | Ml tipl e Unauthorized URL Access from 176.13. 1. 252 B ock 1
2.52.176.12 | srael 147.237.72.166|aka. i df . i | Untraceabl e SSL Sessi ons: pen Mde None 1
96.43.209.210 |thited Sates [147.237.77.216|dover.idf.il eMii | Hoar di ng B ock 1
66. 249. 69. 89 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1306-he/ atal . aspx |Bl ock 1
81.19.67.19 :Zg::tnim 147.237.72. 166 |aka. i df . i | Enail collector robots 15 B ock 1
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