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Attacker Address |Attacker Country Target Address Site Signature Device Action Count
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DOS- Tool - Swit chbl adG dest - r eset 2842
0.0.0.0 147.237.77. 216 dover.idf.il |SINHood full table dr op 172
212.179.21.194 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 35
2.54.157.18 | srael 147.237.77.216 dover.idf.il |SINHood full table drop 13
2.54.31.81 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 12
2.54.31.81 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 12
192. 115. 177. 202 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 12
46. 19. 85. 203 | srael 147.237.77. 216 dover.idf.il |SINHood full table dr op 10
176. 13. 14. 145 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 10
37.26. 147. 243 | srael 147.237.77.216 dover.idf.il |SYINHood full table drop 9
176. 13. 13. 177 | srael 147.237.77.216 dover.idf.il |SINHood full table drop 9
2.54.148. 204 | srael 147.237.77.216 dover.idf.il |[SYINHood full table drop 8
46.19. 86. 176 | srael 147.237.77. 216 dover.idf.il |[SYINHood full table drop 7
77.127.197. 66 | srael 147.237.77. 216 dover.idf.il |SINHood full table dr op 6
192. 114. 2. 36 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 6
31. 168. 228. 10 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 6
2.54.27.208 | srael 147.237.77.216 dover.idf.il |SINHood full table drop 5
85. 64. 102. 59 | srael 147.237.77. 216 dover.idf.il |[SYINHood full table drop 5
109. 65. 75. 194 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 4
176. 13. 16. 200 | srael 147.237.77. 216 dover.idf.il |SINHood full table dr op 4
147. 236. 38. 29 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 4
109. 67. 154. 208 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 4
46. 19. 86. 84 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 4
149.78.7.49 | srael 147.237.77. 216 dover.idf.il |[SYINHood full table drop 4
78.40.176. 183 Lebanon 147.237.77. 216 dover.idf.il |[SYNHood full table drop 4
37.26. 146. 221 | srael 147.237.77. 216 dover.idf.il |SINHood full table dr op 3
95. 86. 80. 234 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 3
176.12. 160. 4 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 2
176.13. 4. 236 | srael 147.237.77. 216 dover.idf.il |[SYINHood full table drop 2
95. 86. 80. 234 | srael 147.237.77. 216 dover.idf.il |[SYINHood full table drop 2
2.52.175.172 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 2
176.12. 151. 68 | srael 147.237.77. 216 dover.idf.il |SINHood full table dr op 2
82. 80. 196. 44 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 1
146. 185. 239. 100 Russi an Federation 147.237.77. 74 lawidf.il bl ock-sp-trafl drop 1
109. 64. 190. 133 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 1
176.12.137.173 | srael 147.237.77. 216 dover.idf.il |[SYINHood full table drop 1
109. 65. 75. 194 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 1
109. 64. 190. 133 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie dr op 1
2.52.18. 14 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 1
176. 12. 144. 147 | srael 147.237.77.216 dover.idf.il |SINHood full table drop 1
109. 65. 59. 201 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 1
110. 77.212. 85 Thai | and 147.237.72. 156 anan.idf.il Frk_Under Attack Con_Tcp drop 1
46.19. 86. 147 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnalure |Devi ce Action |Count
37.142.68. 49 I srael 147.237.77.170 |mmarachot.idf.il |CL000004: HITP. options nethod (M crosoft) B ock 4
80. 246. 139. 60 I srael 147.237.77.216 |dover.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 3
79.177.202.171 I srael 147.237.72.166 |aka.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 2
109. 66. 133. 120 I srael 147.237.72.166 |aka.idf.il Q008: HITP. Xenu User Agent B ock 1
82. 80. 33. 42 I srael 147.237.76. 31 nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Ste Signature

2.54.188.81 147.237.72.166 |lIsrael aka. idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 34
176.13.4.75 147.237.0.19 I srael nadi matal .idf.il [GPL SCAN nyscan 2
66. 249. 67. 34 147.237.77.170 [lhited Sates n@ar achot . i of .i ET SCAN NVAP -sA (2) 2
176.13.4.75 147.237.0. 19 I srael madi matal .idf.il I NDI CATOR- SCAN nyscan 2
2.54.27. 94 147.237.72.166 [Israel aka idf.il portscan: TCQP D stributed Portscan 1
213.57. 106. 108 147.237.72.166 [lsrael aka.idf.il portscan: TCP D stributed Portscan 1
80. 179. 206. 180 147.237.77.216 [Israel dover.idf.il portscan: TCP D stributed Portscan 1
187.131.179. 3 147.237.76. 31 Mexi co nakchal .idf.il ET SCAN NVAP -f -sS 1
77.248.67.138 147.237.77.216  [Nether| ands dover.idf.il portscan: TCP D stributed Portscan 1
176. 13. 23. 183 147.237.72.166 [lIsrael aka idf.il portscan: TCP D stributed Portscan 1
64. 46. 23. 242 147.237.77.216 [Canada dover.idf.il portscan: TCQP D stributed Portscan 1
176.13.5.55 147.237.72.166 [lsrael aka.idf.il portscan: TCP D stributed Portscan 1
62. 90. 184. 244 147.237.72.166 |Israel aka.idf.il portscan: TCP DO stributed Portscan 1
46. 19. 86. 100 147.237.72.166 [Israel aka idf.il portscan: TCQP D stributed Portscan 1
176. 12. 147. 87 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
37.142.227.53 147.237.72.166 [lIsrael aka idf.il portscan: TCP D stributed Portscan 1
110. 172. 17. 199 147.237. 8. 46 I'ndi a e.chinuch. i df .i | ET SCAN Potential SSH Scan 1
37.26.147. 180 147.237.72.166 [lsrael aka.idf.il portscan: TCP D stributed Portscan 1
109. 186. 41. 203 147.237.77.216 |israel dover.idf.il portscan: TCP D stributed Portscan 1
2.54.158.81 147.237.72.166 [Israel aka idf.il portscan: TCQP D stributed Portscan 1
84.109. 84. 77 147.237.72.166 [lsrael aka.idf.il portscan: TCP D stributed Portscan 1
187.131.179. 3 147.237.76. 31 Mexi co nakchal .i df .il ET SCAN NVAP -sS w ndow 2048 1
79.180. 195. 173 147.237.72.166 [Israel aka idf.il portscan: TCQP D stributed Portscan 1
176.106. 226. 191  [147.237.72.166 |Israel aka.idf.il portscan: TCP D stributed Portscan 1
176. 13. 14. 188 147.237.77.216 |israel dover.idf.il portscan: TCP D stributed Portscan 1
62. 219. 147. 140 147.237.72.166 [Israel aka idf.il portscan: TCQP D stributed Portscan 1
60. 10. 71. 39 147.237.72.167 [China ishurimakaidf.il [ET SCAN Potential SSH Scan 1
176.13.2.21 147.237.72.166 [lIsrael aka idf.il portscan: TCP D stributed Portscan 1
46. 19. 86. 65 147.237.72.166 [Israel aka idf.il portscan: TCQP D stributed Portscan 1
176. 12. 138. 52 147.237.77.216 [Israel dover.idf.il portscan: TCP D stributed Portscan 1
37.26. 147. 204 147.237.72.166 |Israel aka.idf.il portscan: TCP D stributed Portscan 1
110. 172. 17. 199 147.237. 8. 28 I'ndi a e.nobi | e-ks.idf.il |ET SCAN Potential SSH Scan 1
84.111. 157. 66 147.237.72.166 [lsrael aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

At acker

ountry Target Address |Ste Signature
81.218.241.26 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 512
84.94.32.197 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 456
212.179. 21. 194 |l srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 456
80.179. 202. 18 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 418
205.203.135.1 |[lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 212
46. 19. 86. 84 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 153
149. 78. 154. 69 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 135
92. 40. 249. 57 LKji"ir:;gom 147.237. 77. 216 |dover.i df .i | drop First packet isn't SN drop 112
37.26. 147. 243 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 103
46.19.85.203 |Israel 147.237.72. 167 |ishurimaka i df .i|Bad TCP sequence I'nval i d AGK nunber noni t or 96
54.187.55.213 |lhited Sates |[147.237.77.216|dover.idf.il drop First packet isn't SYN drop 85
123.103. 8. 48 Chi na 147.237.77. 216 |dover.idf .il drop First packet isn't SN drop 76
95. 86. 80. 234 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 74
5.29.76. 85 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 73
52. 16. 5. 197 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 72
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 71
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 69
37.26. 146. 136 |l srael 147.237.77. 216 |dover.idf .il drop First packet isn't SN drop 67
37.26.148.242 |Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 67
46. 19. 86. 169 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 66
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 65
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 64
185.22.32.10 Lebanon 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 63
2.52.20.112 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 57
62.219.50. 242 |Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 54
79.178.154. 13 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 50
37.26. 146. 240 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 48
176. 12. 139. 193 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 48
46. 19. 86. 176 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 45
212.179.4.21 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 43
2.52.141. 156 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 42
109. 65. 161. 2 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 41
213.57. 128. 220 |I srael 147.237.72. 166 |aka i f . i Bad TCP sequence mﬁsg reansmt wthditterent | onitor |40
109. 65. 75. 194 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 40
37.26. 146. 215 |Israel 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 38
2.54.176. 85 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 37
68.180.228. 112 [Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 36
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 35
17.142.152.81 |lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 34
46. 19. 85. 203 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 34
80. 149. 240. 82 |Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 33
109. 67. 174. 233 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 33
46. 210. 203. 198 |I sr ael 147. 237.72. 166 |aka. i of .11 Streamng Engine: TCP Invalid  finvalid segnent retransmissi on drop 33
Ret ransmi ssi on Packet dr opped.
66.249. 78. 166 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 32
50. 87. 144. 145 |Whited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 32
66.249.83.155 |[lLhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 31
46. 19. 85. 23 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 31
2.54.148.204 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 30
66.249. 78. 173 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 29
176.13.8. 179 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 29
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
109. 65. 107. 171 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to www aka. i df . il /mai n/ sachar/undefi ned B ock
2.54.0.6 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 4
176.12. 137. 173 |Israel 147.237.77.243|nobi | e. i df . i | Paraneter Type M ol ati on Password i n nobi | e.idf.il/sachar/login B ock 4
. . Unaut hori zed Met hod CPTIONS for
5.22.129.146 I srael 147.237.72. 166 [aka. i df . i | v aka. i df . i |/ mai n/ gi yus/ aut hent i cati onser vi ce. asnx/ get aut huser Bl ock 4
81.218.251. 252 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for waww aka. i df .i|/mai n/ hore/ def aul t. aspx |[Bl ock 3
66.249.78.173 |[Israel 147.237.77. 216 |dover.i df . il Ml tiple Unauthorized URL Access from 66. 249. 78. 173 Bl ock 3
213.151.48.6 | srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/ndain/giyus Bl ock 2
81.218.44.254 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
] . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx B ock 2
176.13.13.113  |[Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Qode B ock 2
31.154. 168. 125 |Israel 147.237.77. 243 |nobi l e. i df . i | Uhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 2
213.151.48.6 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Unaut hori zed URL Access from213.151. 48.6 Bl ock 2
46. 19. 86. 37 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
. . - Unaut hori zed URL Access to
37.26.147.247 |Israel 147.237.77. 243 |nobi l e. i df . i | nobi | e, i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1431 B ock 2
2.54. 31. 40 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/favicon.ico B ock 1
. . Unaut hori zed URL Access to
79.177.202. 171 israel 147.237.77. 234 |hal ag. i of . i | ww | ogi stics. atal . idf.il/sip_storage/files/ 6/ si ze338x0/ 1596. ] pg B ock !
66.249.78.102 |lsrael 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to 147.237.77. 216/ 1065- he/ dover . aspx B ock 1
46.19. 86. 73 I srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e SSL Sessi ons: (pen Mbde None 1
. - Distributed Uhaut hori zed URL Access on
31.154.91.30  [Israel 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
2.52.18.14 | srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 1
66. 249. 67. 59 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock
37.26.148.188 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock
- ; Distributed Lhaut hori zed URL Access on
84.94.169.226 |Israel 147.237.77.233|atal . i df . il 147, 237. 77. 233/ 1134- he/ at al . aspx Bl ock 1
2.54.41.121 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
79.182.102. 225 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 1
66.249.78.128 |[Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|Di stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
216.218.206. 68 |Lhited Sates [147.237.72.167|i shuri maka. i df . i[Uhaut horized URL Access to 147.237.72. 167/ B ock 1
109. 66. 8. 75 I srael 147.237.77.216|dover. i df .i | Unaut hori zed LRL Access to wan i df.il/https:/wwidf.il/ B ock 1
46.116.80.231 |Israel 147.237.72. 166 [aka. i df . i | PHP At t enpt Bl ock 1
. . Paraneter Read Gily Molation in
81.218.124.66  Israel 147.237.72.166 |aka. i df . i | wwn aka. i df . i 1/ mai n/ gi yus/ m yun/ mi yunpr ocessquest i onnai r e. aspx None !
77.125.111. 200 |[lsrael 147.237.72. 166 [aka. i df . i | Dstributed PHP At enpt B ock 1
. - Distributed Uhaut hori zed URL Access on
176.13.15.90  [Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
. . O stributed Uhaut hori zed URL Access on
66.249. 67.250 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
37.142.254.210 |[israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
84.110. 83. 15 I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
. . Unaut hori zed URL Access to
80.179.223.31 |Israel 147.237.77. 176 |mat pash. i df . i | v cogat i df i1 /i p. storagelfi | es/ 9/ 4629. ] pg Bl ock 1
2.54.56.9 I srael 147.237.72. 166 [aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 1
66.249.78.159 |[lsrael 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew pi ctures. asp B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
132. 71. 80. 36 I srael 147.237.72.166 |aka. i df . i | v aka, i df . i |/ i 1V g yus/ t al pi of quest i onnai re. aspx None 1
46.116.80.231 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df . i1/ aj ax/ updat est at us. php Bl ock 1
- . Unaut hori zed URL Access to
81.218.241.26  Israel 147.237.76.86 [navy.idf. il wan navy. i df . i | /i mages/ shar ed/ mai nbackbi g. j pg Bl ock !
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
31.168.170.54 |Israel 147.237.72. 166 |aka. i df . i | vow aka. i df . |/ nai r/ sachar / r equest . aspx None 1
2.54.4.21 | srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 1
77.125.111.200 [israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/aj ax/ updat est at us. php B ock
66.249.78. 4 I srael 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/ Bl ock
. . SS. Lhtraceabl e Gonnection - Protocol violation
194. 114. 146. 227|l srael 147.237.72. 166 |aka. i df . i | (SSL OONN LI ENT FELLO) None 1
46.19. 85. 242 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
. . O stributed Unhaut hori zed URL Access on
87.69.55.148  |Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
80.246.133.42 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
2.54.135. 163 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Qode B ock 1

11-02-2015-10:04:05 to 11-02-2015-11:04:05




