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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - reset 2725
66. 249. 75. 68 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn drop 193
0.0.0.0 147.237.77.216 dover.idf.il |SYNHood full table dr op 84
176. 12. 136. 207 | srael 147.237.77.216 dover.idf.il |SYNHood full table drop 20
77.158. 88. 42 F ance 147.237.77. 216 dover.idf.il SYNHood full table drop 19
2.54.2.78 | srael 147.237.77. 216 dover.idf.il |SYNHood unverified cooki e drop 15
37.26. 146. 149 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 15
176.13.0. 198 | srael 147.237.77.216 dover.idf.il |SYNHood full table drop 15
176.13.4. 15 | srael 147.237.77.216 dover.idf.il |SYNHood full table dr op 15
176.13. 11. 162 | srael 147.237.77.216 dover.idf.il |SYNHood full table drop 15
95. 35. 170. 112 | srael 147.237.77. 216 dover.idf.il |SYNHood full table drop 12
2.54.47.214 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 10
2.54.149. 190 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 9
79.179. 29. 113 | srael 147.237.77.216 dover.idf.il |SYNHood full table drop 9
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il |TCP handshake violation, first packet not syn dr op 8
46. 19. 85. 231 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
85. 102. 197. 154 Tur key 147.237.77.216 dover.idf.il |SYNHood full table drop 6
176. 12. 136. 207 | srael 147.237.77. 216 dover.idf.il |SYNHood unverified cooki e drop 5
185. 32. 179. 196 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 5
195. 159. 233. 44 Nor way 147.237.77.216 dover.idf.il |SYNHood full table drop 4
46.19. 85. 169 | srael 147.237.77. 216 dover.idf.il |SYNHood full table dr op 4
62.219. 254. 22 | srael 147.237.77.216 dover.idf.il |Block Udp All Nets drop 3
46. 19. 85. 69 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
185. 32.179. 151 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 3
81. 218. 40. 194 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 3
37.26. 146. 223 | srael 147.237.77.216 dover.idf.il |SYNHood full table drop 3
176. 13. 16. 136 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table dr op 2
2.54.25.6 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
176. 12. 144. 205 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
46.19. 85. 227 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 1
176. 12. 151. 212 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 1
198. 134. 56. 84 Lhited Sates 147.237.77.216 dover.idf.il |SYNHood full table drop 1
46. 19. 85. 69 | srael 147.237.77. 216 dover.idf.il |SYNHood unverified cooki e dr op 1
46.19. 85. 231 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
71.6.186. 90 Lhited Sates 147.237.76. 44 e.refuah.idf.il|B ock Udp All Nets drop 1
176. 12. 144. 205 | srael 147.237.77. 216 dover.idf.il |SYNHood unverified cooki e drop 1
46. 19. 86. 36 | srael 147.237.77. 216 dover.idf.il |SYNHood full table drop 1
37.26. 146. 226 | srael 147.237.77.216 dover.idf.il |SYNHood full table drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Oount

91. 228. 248. 251 I srael 147. 237.76. 42 refuah.idf.il |ClL000004: HTTP. options nethod (M crosoft) B ock 18
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|Top Attackers In |D|

Target Address ‘Attacker Qount ry Signature
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
176. 228. 57. 213 |147. 237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 2
46.120. 17. 143 [147. 237.72. 166 || srael akaidf.il portscan: TCP DO stributed Portscan 2
213. 151. 32. 163 |147. 237. 72. 166 || srael akaidf.il portscan: TCP O stributed Portscan 1
46.19.86.179  [147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
31.210. 187. 162 [147. 237. 72. 166 || sr ael akaidf.il portscan: TCP DO stributed Portscan 1
5.28.132.218 |147.237.72.166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
149. 88. 24. 220 |147.237.72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
109. 66. 187. 89 |147.237. 72. 166 |I srael akaidf.il portscan: TCP DO stributed Portscan 1
93. 172. 136. 210 |147. 237. 72. 166 || srael akaidf.il portscan: TCP O stributed Portscan 1
84.95.232.64 [147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
82.117. 208. 243 (147. 237. 77. 61 e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
217. 66. 231. 159 |147. 237. 77. 176 gcisgii;‘;an Territory, ot pash. i df il http_i nspect: MULTI PLE HOST HEADERS DETECTED 1
195. 62. 18. 235 |147.237. 72. 166 |I srael akaidf.il portscan: TCP DO stributed Portscan 1
46.19. 85.154  [147.237.72. 166 |l srael aka.idf.il portscan: TCP DO stri buted Portscan 1
181.196. 17. 178 |147. 237. 76. 42 |Ecuador refuah.idf.il ET SO Behavi oral Lhusual ly fast inbound Tel net 1
onnections, Potential Scan or Brute Force

5.29.54. 128 147, 237. 72. 166 |I srael akaidf.il portscan: TCP DO stributed Portscan 1
149. 88. 63. 246 [147. 237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
2.54.183.56 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
131.109.15.2  |147.237.76.39 |Wited Sates nobi | e. nei tav.idf.i|[ET SCAN NVAP -sS wi ndow 4096 1
109. 64. 159. 42 [147. 237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
85.64.255.23  [147.237. 72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
84.95.226. 189 [147.237.72. 166 |l srael akaidf.il portscan: TCP DO stributed Portscan 1

1

66.249. 67.208 |147.237.72. 166 |Wited Sates akaidf.il portscan: TCP O stributed Portscan
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address ‘Ste ‘Signature
2.54. 33. 157 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 1400
212.199. 244. 112|l srael 147.237.77. 216 |dover. i df .il |dr op First packet isn't SN drop 533
212.179.21.194 |lsrael 147.237.77. 216 |dover. i df il |dr op First packet isn't SYN drop 281
2.54.179.216 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 201
149.78.154. 69 |Israel 147.237.77. 216 |dover. i df .il |dr op First packet isn't SN drop 192
109. 64. 6. 29 | srael 147.237.77. 216 |dover. i df il |dr op First packet isn't SYN drop 145
2.54.183. 147 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 130
212.199.195.61 |lsrael 147.237.77. 216 |dover. i df .il |dr op First packet isn't SN drop 121
81.34.107.177 |Spain 147.237.77. 216 |dover. i df il |dr op First packet isn't SYN drop 101
79.178.227.109 |[lsrael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 88
41.33.231.90 Egypt 147.237.77. 216 |dover. i df .il |dr op First packet isn't SN drop 66
2.54.186. 219 | srael 147.237.77. 216 |dover. i df il |dr op First packet isn't SYN drop 65
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 64
46. 19. 86. 128 | srael 147.237.77. 216 |dover. i df .il |dr op First packet isn't SN drop 64
176.13.19.79 | srael 147.237.77. 216 |dover. i df il |dr op First packet isn't SYN drop 63
2.52.170.71 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 56
205.203.135.1 |lhited Sates 147.237.77. 216 |dover. i df .il |dr op First packet isn't SN drop 55
54.72.73.168 Irel and 147.237.77. 216 |dover. i df il |dr op First packet isn't SYN drop 55
176. 12.128. 214 |l srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 54
54.72.0.55 Irel and 147.237.77. 216 |dover. i df .il |dr op First packet isn't SN drop 53
198.134.56.84 |lLhited Sates 147.237.77. 216 |dover. i df il |dr op First packet isn't SYN drop 48
217. 66. 233. 24 glcisgii:;a” Territory. 1147, 237. 77. 216 |dover. i df i1 |dr op Frst packet isn't SN drop 47
50. 87.144.145 |lhited Sates 147.237.77. 216 |dover.idf il |dr op First packet isn't SYN drop 45
176.13.13.230 |lsrael 147.237.77. 216 |dover. i df il |dr op First packet isn't SN drop 42
2.54.183. 56 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 41
54.244.22.103 |lhited Sates 147.237.72.166 |aka.idf.il |dr op First packet isn't SYN drop 38
147.236.38.29 |lsrael 147.237.77. 216 |dover. i df il |dr op First packet isn't SN drop 37
77.158.88.42  |France 147 237, 77. 216 |dover i .11 [ ' €A™ NG ENgi ne: TCP | nvalid invalid segnent retransnission drop 36
Ret r ansm ssi on Packet dr opped.
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover. i df il |dr op First packet isn't SYN drop 36
198. 211. 107. 136|lhited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 35
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover. i df .il |dr op First packet isn't SN drop 35
46.120. 45.104 |l srael 147.237.77. 216 |dover. i df il |dr op First packet isn't SYN drop 34
5.22.130.121 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 33
46. 19. 85. 53 | srael 147.237.77. 216 |dover. i df .il |dr op First packet isn't SN drop 33
194.90. 83. 233  |lIsrael 147.237.77. 216 |dover. i df il |dr op First packet isn't SYN drop 33
41.13.188.239 |South Africa 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 32
207.46.13. 114 |lhited Sates 147.237.77. 216 |dover. i df .il |dr op First packet isn't SN drop 31
37.26.146.178 |lsrael 147.237.77. 216 |dover. i df il |dr op First packet isn't SYN drop 31
61. 0. 10. 254 India 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 30
89.138.219.74 |lsrael 147.237.77. 216 |dover. i df .il |dr op First packet isn't SN drop 29
66.249. 78. 159 |l srael 147.237.77. 216 |dover. i df il |dr op First packet isn't SYN drop 29
46.153.5. 41 Saudi Arabia 147.237.77. 216 |dover. i df il |dr op First packet isn't SN drop 28
41. 33.232. 66 Egypt 147.237.77. 216 |dover. i df .il |dr op First packet isn't SN drop 28
147. 236. 138. 210|1 srael 147.237.77. 216 |dover. i df il |dr op First packet isn't SYN drop 27
172.1.148. 108 Lhited Sates 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 27
46. 19. 86. 36 | srael 147.237.77. 216 |dover. i df .il |dr op First packet isn't SN drop 27
46.19. 85. 69 I'srael 147.237.77. 243 |rubit e i o || S2M NG Engine: TP Invalid invalid segnent retransmissi on drop 27
Ret r ansni ssi on Packet dr opped.
40.77.167.56  |wited Qates 147. 237, 77. 216 |dover i .11 | | S NG Engine: TP Invalid invalid segnent retramsnission | 26
Ret r ansm ssi on Packet dr opped.
77.158. 88. 42 France 147.237.77. 216 |dover. i df il |dr op First packet isn't SYN drop 25
81.218.251. 250 |[Israel 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 25
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

Sgnature

Devi ce

‘Count

Country Action
212.25.102.57 |israel 147.237.76.200|ei tan. aka. i df . i | Too Many of the Sane Response Cbde (404) in Session from B ock 41
212.25.102. 57
54.244.22.103 |lnited Sates [147.237.76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
176. 228. 214. 151 |l srael 147.237.72. 166 [aka. i df . i | PHP At tenpt B ock
176. 228. 214. 151|I srael 147.237.72.166|aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/aj ax/updatestatus. php  |B ock
] . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il VW navy. i df . i | / 994- 8613- he/ navy. aspx. aspx  ock 2
176.12.140.77 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Uhaut hori zed URL Access on nobil e.idf.il/sachar/index |B ock 2
46.19. 85. 35 I srael 147.237.72.167i shurimaka. i df . i | Lhtraceabl e SSL Sessi ons: Lhknown SSL Sessi on None 2
89.138.203.28 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to ww aka.idf.il/nail/sachar B ock 2
2.54.18. 155 | srael 147.237.77.243|nobi l e. i df . i | D stributed Uhaut hori zed URL Access on nobil e.idf.il/sachar/index |B ock 2
37.26.148.136 |[Israel 147.237.76.86 |navy.idf.il Qooki e Tanpering on cookie _ atrfs: Expected ab/ None 1
176. 13. 18. 56 I srael 147.237.77.243|mobi l e. i df . i | D stributed Lhaut hori zed URL Access on nobil e.idf.il/sachar/index |B ock 1
82. 80. 196. 44 I srael 147.237.72. 156 [arman. i df . i | SSL Untraceabl e Connection - CGpen Mde None 1
2.52.129. 220 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/giyos B ock 1
66.249.78.166 [Israel 147.237.77.216|dover.idf .l D stributed Suspi ci ous Response Code B ock 1
. . S Untraceabl e Gonnection - Protocol violation
195. 159. 233. 44 |Nor way 147.237.77.216|dover.i df .il (SSL_OONN CLI ENT KEY EXCHANGE) None 1
2.54.171. 89 I srael 147.237.72. 166 [aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
132.70.66.11  |Israel 147. 237.72. 166 |aka. i df . i | thknown Par anet er __VI EVETATEENCRYPTED i n None 1
ww aka. i df . i |/ mai n/ gi yus/ tal pi ot questi onnai re. aspx
79.178. 1. 119 I sragl 147.237.72. 166 |aka. i df i | Unknomn'Par'arret gr ctl 00%ct | 00$cphMa| n$cphSachar $cb13967668 i n None 1
wan aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
. . Unaut hori zed URL Access to
66. 249. 67. 65 I srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ si p storage/ i | es/ 2/ 71542, plf B ock 1
. m ny- kosher - kr avi . i .
216. 218. 206. 68 |lhited Sates |147.237.0.17 df il Unaut hori zed URL Access to 147.237.0. 17/ B ock 1
37.26.148.164 |Israel 147.237.0.19 [madimatal .idf.il Untraceabl e SSL Sessi ons: Lhknown SSL Sessi on None 1
84.109. 165. 110 |[lIsrael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/https:/wan aka.idf.il/ Bl ock 1
2.54.2.78 I srael 147.237.77.216|dover.idf .l Mil tiple Untraceabl e SSL Sessions from2.54.2. 78 (Cpen Mode) None 1
66.249.78.222 |[Israel 147.237.0.15 |kosher-kravi.idf.il |Uhauthorized LRL Access to ww kosher-kravi . idf.il/894-he B ock 1
; ; D stributed Lhauthorized URL Access on
195. 200. 205.2 |l srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
62.219. 244. 142 |israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to ww aka. i df.il/giyusf B ock
5.29. 20. 53 | srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1135- he/ at al . aspx B ock 1
176.12.140. 77 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspi ci ous Response Code B ock
. - O stributed Whaut hori zed URL Access on
79.179.108.23 |l srael 147.237.72. 166 |aka. i df . i | ww aka. i i1/ htt ps: / ww aka i of i1/ B ock 1
66.249.67.122 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/val tam B ock 1
46.19. 85. 31 I srael 147.237.77.243|nobi l e. i df . i | D stributed Lhaut hori zed URL Access on nobil e.idf.il/sachar/index |B ock 1
84.228.220. 243 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method POST for waw aka. i df.il/mai n/sachar/fag. aspx |B ock 1
2.54.2.78 | srael 147.237.77.216|dover.i df . il SSL Untraceabl e Connection - Cpen Mde None 1
Paraneter Type Mol ation
198.134.56.84 |Uited Sates [147.237.77.216|dover.idf.il ct1 00$Cont ent P acetbl der 1$ucArti ¢l eLobbyCont r ol $dat epi cker in Bl ock 1
wa i df . i1 /1133- he/ dover . aspx
66.249. 65. 115 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237.76. 42/ B ock
37.26.146.178 |lIsrael 147.237.72. 166 |aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock
80. 246. 139. 232 | srael 147.237.72. 166 |aka. i df . i | Paraneter Read Qily Molation in o None 1
wan aka. i df . i |/ mai n/ gi yus/ mi yun/ nmi yunpr ocessquest i onnai r e. aspx
. . Unaut hori zed URL Access to
66.249.67.234 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai n/ har edi i gener al . aspx B ock 1
185.32.179.41 |lIsrael 147.237.77.243|nobi l e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 1
2.54.17.198 I srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
79.176.41.165 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
203. 133. 169. 23 2;3‘; icof 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
66.249. 65. 118 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt B ock 1
. . Paraneter Type Mol ation SearchText in
37.26.147.152 |israel 147.237.77. 216 |dover . i df . i | v i df i 171065- he/ dover . aspx Bl ock 1
m ny- kosher - kravi . i i 03! i i
176.12. 144. 122 |israel 147.237.0.17 y Paraneter Type Vol ation ctl 005Content A acetbl der S Véi ght in 1 1
df.il mny-kosher-kravi.idf.il/tenpl ates/traini ng/trai ni ng. aspx
82. 80. 196. 44 I srael 147.237.72. 156 [aman. i df . i | Mil tiple Untraceabl e SSL Sessions from82.80.196.44 (Cpen Mde) [None 1
2.52.51.55 I srael 147.237.77.243|nobi l e. i df . i | D stributed Lhaut hori zed URL Access on nobil e.idf.il/sachar/index |B ock 1
. . D stributed Uhauthorized URL Access on
66.249.67.250 |l srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
. - Mil tiple Uhtraceabl e SS. Sessi ons from 195. 159. 233. 44 (Pr ot ocol
195. 159. 233. 44 |Nor way 147.237.77.216|dover.idf . il vi ol ation (SSL OCNN CLI ENT KEY EXCHANGE)) None 1
46.19. 86. 93 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
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