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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 2369
66. 249. 69. 76 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 148
89. 138. 94. 193 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 30
78.108. 161. 226 Lebanon 147.237.77. 216 dover.idf.il SYNHood full table drop 24
176.12.143. 152 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 18
213.57.46.4 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
82. 80. 129. 76 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
46. 19. 86. 29 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
37.26.149. 162 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
46. 19. 85. 17 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
98. 198. 104. 220 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table dr op 4
203. 40. 141. 41 Australia 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4
2.52.50.137 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
95. 172. 79. 236 Uni ted Ki ngdom 147.237.76. 86 navy.idf.il Bl ock_Udp All _Nets drop 3
62. 219. 254. 22 | srael 147.237.72. 167 ishurimaka.idf.il|B ock Wdp All Nets drop 3
2.54.0.119 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
95.172. 79. 244 Uni ted Ki ngdom 147. 237. 76. 86 navy.idf.il Bl ock_Up Al _Nets drop 3
62. 219. 254. 22 | srael 147.237. 72. 166 aka.idf.il Bl ock_Up Al _Nets drop 3
176. 13. 18. 56 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
176. 13. 8. 139 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 2
176.12.137.211 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
114. 200. 8. 101 Korea, Republic of 147.237.76. 201 e ata.idf.il Bl ock_Udp Al Nets drop 1
66. 249. 67. 122 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 1
2.54.0.119 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
183. 60. 48. 25 Chi na 147.237.76. 199 e.nakchal .idf.il ock Udp Al _Nets_Con Linit drop 1
123.193.178. 149 Tai wan 147.237.76. 197 e. hinush.idf.il Bl ock_Udp All _Nets drop 1
82.221.105.7 | cel and 147.237.76. 86 navy.idf.il B ock Wp Al Nets drop 1
2.54.3.34 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 1
176. 13. 14. 66 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
112.175. 228. 19 Korea, Republic of 147.237. 72. 166 aka.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Slgnature Devi ce Action |Count
91. 228. 248. 251 I srael 147.237.76. 42 refuah.idf.il [Cl000004: HTTP. options method (M crosoft) Bl ock 30
106. 38. 241. 147 Chi na 147.237.77.216 dover.idf.il |[Cl03: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
66. 249. 69. 92 147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 4
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 4
209.98.225. 211 |147.237.72. 217 |Wnited Sates eidf.il ET SCAN NVAP -sA (2) 3
198. 20. 69. 98 147.237.76. 198 [Uhited Sates e.yohal an.idf .il|ET DRCP Dshi el d B ock Listed Source 1
46.20.9.25 147. 237. 76. 199 | Tur key e.nakchal .idf.i l|[ET SCAN NVAP -f -sS 1
193.104. 41.54 |147.237.76. 198 gf' dova, Republic |\ haanidf.illET SCAN Potential SSH Scan 1
31.184.242.17 |147.237.77. 216 |Russi an Federation |dover.idf.il  [ET DROP Spanhaus DRCP Listed Traffic | nbound 1
176.13.20. 71 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
149.78.22.202 [147.237.72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
132.72.71.53 147.237.77. 216 |I srael dover.idf.il  |portscan: TCP D stributed Portscan 1
87.217.120.145 |147.237.8.45 |spain e citanid ] gt SIJtANaIBegivi oral Bthtusulz:ilol y fast inbound Tel net Gonnecti ons, 1
enti an or Brute Force
84.111. 158. 134 |[147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
220.191. 100. 12 |147.237.76.42 |China refuah.idf.il Egt Zf::\l alBeg::no(r)ral B:ﬂ::“go::ef ast inbound Tel net Qonnecti ons, 1
202.79. 243. 160 |147.237.77. 216 |Japan dover.idf.il Tehila - Perl LWP with fake user agent 1
46.20.9. 25 147. 237. 76. 199 | Tur key e.nakchal .idf.i [ET SCAN NVAP -sS wi ndow 1024 1
176.13.23.106 |147.237.72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
2.54.55. 175 147.237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il  |portscan: TCP D stributed Portscan 1
139.204.50.26 [147.237.8.46 |China e.chi nuch.idf.ilgt Zf::\l alBegizino(r);al BrLStuZulilo: :ef ast inbound Tel net Qonnecti ons, 1
115.132. 227. 125(147. 237. 76. 38 |Mil aysi a eeneitav.idf.i Egt ﬁﬂa]Beg?;:]O;? aujfzugol Zef ast inbound Tel net Connecti ons, 1
87. 69. 235. 78 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
82.102. 169. 113 |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
46.20.9. 25 147. 237. 76. 199 | Tur key e.nakchal .idf.i [ET SCAN NVAP -sS wi ndow 2048 1
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|Top Attackers In FW |

A tacker

ount ry Target Address ‘Site ‘Signature
149. 78. 154. 69 |l srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 273
37.26.146. 236 |[Israel 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 131
185. 58. 201. 28 |Lebanon 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 129
54.187.55.213 |Lhited Sates |147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 122
2.54.136. 122 I srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 89
82.80.219. 164 [Israel 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 88
189. 179. 238. 62 |Mexi co 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 88
91.228. 167. 130 |9 ovaki a 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 83
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 79
101. 190. 85. 238 |Australia 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 71
132.72.71.53 I srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 68
91. 228. 167. 109 |9 ovaki a 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 62
70.195.129. 3 Lhited Sates |147.237.77.216|dover.idf.i|dr op Frst packet isn't SN drop 62
54.72.73.168 Irel and 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 61
52. 16. 5. 197 Lhited Sates |147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 58
37.26.148.161 |[lsrael 147.237.72. 166 |aka.idf.il |dr op Frst packet isn't SN drop 55
129.63.96. 160 |[lhited States [147.237.77.216 |dover.idf.i|dr op First packet isn't SN drop 54
54.72.0.55 Irel and 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 52
68.180.228. 112 |Uhited Sates [147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 51
82.102. 169. 113 [l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 49
2.54. 45, 233 | srael 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 46
69.172.160.19 [Canada 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 45
41. 33.232. 66 Egypt 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 44
149. 78. 108. 210 |l srael 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 44
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 43
54.224.21.23 Lhited Sates |147.237.77.216 |dover.idf.i|dr op First packet isn't SN drop 43
144.76. 113. 213 |Ger many 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 42
79.174.225.39 |FRance 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 40
2.52.135. 4 I srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 38
84.111.138.75 |Israel 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 38
149. 78. 148. 244 |l srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 37
46. 116. 82. 17 I srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 35
46. 116. 200. 177 |l srael 147.237.77. 216 |dover. i of .i|dr op First packet isn't SN drop 33
92. 62.170. 67 Lebanon 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 33
176.13.2.36 I srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 33
80.179.9.7 | srael 147.237.77. 216 |dover. i of .i|dr op First packet isn't SN drop 32
46.19.85.107 | srael 147237, 72. 166 |aka i o 11 |} @M NG Engine: TCP Invalid Invalid segnent retransmssion. Packet |y 30
Ret ransni ssi on dr opped.
109. 65. 193. 113 [l srael 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 30
95. 86. 70. 171 | srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 30
37.26.148.161 |Israel 147, 237.72. 166 |aka i o, 11 [ €AM NG Engine: TP Invalid Invalid segnent retransmssion. Packet |, 30
Ret ransni ssi on dr opped.
79.181.180. 33 [l srael 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 29
176. 13. 11. 150 [l srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 28
50. 87.144. 145 |Lhited Sates |147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 28
212.199. 34. 114 (I srael 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 23
107.77.70. 28 Lhited Sates |147.237.77.216|dover.idf.i|dr op Frst packet isn't SN drop 23
176. 12. 142. 248 |l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 22
82. 80. 25. 221 | srael 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 22
80. 179. 9. 115 I srael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 21
192.99.12.99 |Canada 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 21
2.52.47.68 | srael 147.237.77. 216 |dover. i of .i|dr op First packet isn't SYN drop 21
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|Top Attackers In V\AF|

At acker

Devi ce

ountry ‘Target Address |Site Sgnature Acti on ‘Count
66.249.69.92 |[Israel 147.237.77.74 |lawidf.il Ostributed |11egal Parameter Encoding None
66.249.69.76 |lIsrael 147.237.77. 74 |lawidf.il Dstributed |11egal Paraneter Encoding None
103. 243. 64. 238 cpgi!);::a,\bw 147.237.77. 216 |dover.i df .i | D stributed Suspicious Response Code Bl ock 3
) ] ] Unaut hori zed URL Access to
72.9.148.10  |lhited Sates [147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 2
68.180. 229. 239 [Lhited Sates [147.237.72.166|aka.idf.il Ml ti pl e Unaut horized URL Access from 68. 180. 229. 239 B ock
66.249.69.84 |[lsrael 147.237.77.74 [lawidf.il Mitiple I1l1egal Paraneter Encoding from 66.249. 69. 84 None
68.180. 229. 239 |Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to waw aka.idf.il/main/giyus/ge...04 B ock 1
. : . |Bstributed Lhaut horized LRL Access on
66.249.78.66 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i | ot chi nuch. aka, i df i 1/404. htm B ock 1
. nobi | e. nei tav.idf.i .
216. 218. 206. 68 |Lhited Sates |147.237.76. 39 | Unaut hori zed URL Access to 147.237.76. 39/ B ock 1
. . D stributed Unhaut hori zed LRL Access on
66. 249. 67. 250 |[lsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
66.249.78.173 |l srael 147.237.77. 216 |dover.i df .i| Unaut hori zed URL Access to waaw i df . il/1506- B ock 1
66.249.69.84 |Israel 147.237.77.74 |lawidf.il Wnaut hori zed LR. Access to v |awidf.il/tenplates/general /xce B ock 1
X § XOx XEX—XEBX8§ XOxZxj x'x™x XEx0e X—X
46. 19. 85. 45 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 1
176. 12. 147. 210 |l srael 147.237.72. 166 [aka. i df . i | SSL Lhtraceabl e Connection - Unknown SSL Sessi on None 1
. . Unaut hori zed URL Access to
66. 249. 78. 102 |l srael 147.237.77.216|dover.i df . i | 147. 237, 77. 216/ 1133- 20140- he/ i df gdover . aspx B ock 1
) ] ] URL is Above Root Drectory
216.223.27.55 |[lhited Sates [147.237.76.86 |navy.idf.il v navy. i df i1/ /i neges/ shar ed/ home. png Bl ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
109.66. 110. 215 || srael 147.237.72. 166 [aka. i df . i | wan aka. i df . i1/ mai n/ sachar/ decl ar at i onof enpl oynent . aspx None !
68. 180. 228. 112 |Lhited Sates |147.237.77.216|dover.idf.il D stributed Suspici ous Response Code Bl ock 1
66.249.69.89 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1232-he/ at al . aspx B ock 1
66.249.67.13 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to www aka. i df . i |/ news/ kam ar/ mi shpaha. j pg+ [Bl ock 1
176.13. 4. 41 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
79.182.98.43 |Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenporary B ock 1
66. 249. 78. 166 |l srael 147.237.77. 216 |dover.i df . il Unhaut hori zed URL Access to wawidf.il/aka B ock 1
66.249.69.84 |[lsrael 147.237.77.74 [lawidf.il Dstributed Il1egal Paraneter Encoding None 1
Unknown Par anet er
109. 66. 110. 215 |l srael 147.237.72. 166 [aka. i df . i | ct | 00$ct | 00$cphMai n$cphSachar $enpl oynent St at eshonth i n None 1
wan aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
68. 180. 228. 112 |Lhited Sates |147.237.77.216]|dover.idf.il Lhaut hori zed URL Access to v i df.il/newsite/ english/nain. asp B ock 1
66.249.67.53 |[Israel 147.237.77.216|dover. i df . i | D stributed Suspicious Response Code Bl ock 1
184. 105. 139. 68 |Lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
80.178.157. 40 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css B ock 1
66.249.78.173 |[lIsrael 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code Bl ock 1
. . Illegal Paraneter Encodi ng searchText in
66.249.69.84 |Israel 147.237.77.74 [lawidf.il vow | aw i df i 1/ 275- he/ pat zar . aspx None 1
. . . Unaut hori zed URL Access to
2.54.180.159 |[lIsrael 147.237.77.243|nobi l e. i df . i | nobi | .1 df i 1/ cat eqor yt enpl at es/ | i st chi | dsubcat egor | es/ 1423 B ock 1
. . Mil tiple Fullwidth/Hal fw dth Lhi code Encodi ng on URY Par anet er (+)
176. 12. 141. 106 |l srael 147.237.76.42 |refuah.idf.il from 176. 12. 141. 106 Bl ock 1
66.249.78.59 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i | |Waut hori zed URL Access to wwu chi nuch. aka. idf.il/404. htm B ock 1
. . D stributed Uhaut hori zed URL Access on
66.249.67.71 |[lIsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai n/ g yus/ gener al . aspx Bl ock 1
216. 218. 206. 67 |Lhited Sates [147.237.77.243|nobil e.idf.il Unaut hori zed URL Access to 147.237.77.243/ B ock 1
84.108.51. 152 |Israel 147. 237.72. 166 |aka. i df . i | thknown Par amet er __V1 EVETATEENCRYPTED i n None 1
wwy aka. i df . i | / mai n/ sachar/ r equest . aspx
66.249.78.173 |Israel 147.237.77. 216 |dover.idf .i | Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 173 B ock
37.26.148.140 |[lIsrael 147.237.0.19 |nadimatal .idf.il |SSL Wntraceabl e Gonnection - Unhknown SSL Session None
176. 12. 147. 210 | srael 147.237.72. 166 |aka. i df . i | ggls;lgl])e Untraceabl e SSL Sessi ons from 176. 12. 147. 210 (lhknown SSL None 1
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