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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2402
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 477

66. 249. 67. 34 Lhited Sates 147.237.77. 170 naar achot . i df . il | TGP handshake vi ol ation, first packet not syn |drop 87

174. 236. 96. 48 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 3

5.29. 34. 117 | srael 147.237. 76. 86 navy.idf.il Bl ock_Up Al _Nets drop 3

107. 107. 58. 116 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 3

176. 13. 13. 24 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2

89. 139. 12. 92 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 1

46.19. 85. 232 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
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|Top Attackers In IPS|

At t acker

62.210. 113. 143

At acker
Country

’Target Address |Site Sgnature

France 147.237.77. 216 |dover . i df .i | 16798: WP: G\U Bash HTTP Header Renote Code Execution B ock
Wl nerability
198.20.69.74 |Wited Sates 147.237.8.27 |e.nadi matal .idf.i[13840: TLS enSSL Heartbeat Packet B ock
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|Top Attackers In |D|

At acker

Target Address ount ry Signature
62.210. 113. 143 [147. 237. 77. 216 |France dover.idf.il Tehila - Perl LWP with fake user agent 11
62. 210. 113. 143 [147. 237. 77. 216 |France dover.idf.il ET WEB_SERVER Possi bl e CVE-2014- 6271 Attenpt in Headers 11
41.33.231.90 |147.237.77.216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 7
195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249.67.34  [147.237.77.170|Whited Sates |naarachot.idf.il ET SCAN NVAP -sA (2) 2
198.12. 96. 232 [147.237.77.178|lnited Sates |e. natpash.idf.il ET SCAN Potential SSH Scan 1
120. 24.225. 16 |147.237.0.35 |China akavs. i df .i | ET SCAN Potential SSH Scan 1
120. 24.225.16 |147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
120. 24.225.16 |147.237.0.15 |China kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
82.117. 208. 243 [147. 237. 8. 50 e tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
62.210. 113. 143 |147. 237. 77. 216 |France dover.idf.il SERVER WEBAPP pri ntenv access 1
120. 24.225.16 |147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1
120. 24.225.16 [147.237.0.16 |China ny- kosher-kravi . i df . i ET SCAN Potential SSH Scan 1
108. 46.176. 83 |147.237.8.28 |[lhited Sates |e nobile-ks.idf.il ET SOAN Behavi oral Lhusual ly fast inbound Telnet Connections, 1
Potential Scan or Brute Force
62.210. 113. 143 [147. 237. 77. 216 |France dover.idf.il SERVER- WEBAPP test.cgi access 1
62.210. 113. 143 |147. 237. 77. 216 |France dover.idf.il GPL WEB SERVER printenv access 1
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|Top Attackers In FW |

At acker

ount ry Target Address ‘Site ‘Signature
149. 78. 154. 69 |l srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 351
212.179.21. 194 [l srael 147.237.77. 216 |dover.i of .i l|dr op Frst packet isn't SYN drop 124
213.151. 32. 163 [l srael 147.237. 77. 216 |[dover. i of .i l|{dr op First packet isn't SYN drop 96
79.176.33.190 |[lsrael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 88
54.187.55.213 |lLhited Sates [147.237.77.216 |dover.idf.il|dr op Frst packet isn't SYN drop 84
2.54.13.74 I srael 147.237. 77. 216 |dover. i of .i l[{dr op First packet isn't SYN drop 70
208.69. 40. 101 |Uiited Sates |147.237.77.216 |dover.idf.il|dr op First packet isn't SN drop 70
178. 77. 185. 181 |Jordan 147.237.77. 216 |dover.i of .i l|dr op Frst packet isn't SYN drop 70
52. 16. 5. 197 Lhited Sates [147.237.77. 216 |dover.idf.il|dr op First packet isn't SYN drop 68
68.180.228. 112 |Uhited Sates |147.237.77.216 |dover.idf.il|dr op First packet isn't SN drop 64
54.72.73.168 Irel and 147.237.77. 216 |dover.i of .i l|dr op Frst packet isn't SYN drop 58
54.72.0.55 Irel and 147.237. 77. 216 |dover. i of .i l|{dr op First packet isn't SYN drop 55
168. 235. 200. 65 |Lhited Sates |[147.237.77. 216 |dover.idf.il{dr op First packet isn't SN drop 51
24.147.46.203 |Lhited Sates [147.237.77.216|dover.idf.il|dr op Frst packet isn't SYN drop 48
38.80.238.205 |Wited Sates [147.237.77.216|dover.idf.il|dr op First packet isn't SYN drop 45
41. 33. 231. 90 Egypt 147.237.77. 216 |dover. i of .i l[{dr op First packet isn't SN drop 45
46. 116. 200. 177 |l srael 147.237.77. 216 |dover.i of .i l|dr op Frst packet isn't SYN drop 43
192. 0. 81. 189 Lhited Sates [147.237.77. 216 |dover.idf.il|dr op First packet isn't SYN drop 40
46. 120. 163. 42 |lsrael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 36
151. 80.34.225 |ltay 147.237.77. 216 |dover.i of .i l|dr op Frst packet isn't SYN drop 34
81.218. 140. 214 [l srael 147.237. 77. 216 |dover. i of .i l|{dr op First packet isn't SYN drop 32
76.94.180.146 |Uhited Sates |[147.237.77.216 |dover.idf.il|dr op First packet isn't SN drop 32
41. 33.232. 66 Egypt 147.237.77. 216 |dover.i of .i l|dr op Frst packet isn't SYN drop 30
82.192. 68. 46 Net her | ands 147.237. 77. 216 |dover. i of .i l|{dr op First packet isn't SYN drop 30
109. 200. 30. 154 Eiqir:ge((ijom 147.237. 77. 216 |dover. i of .i l{dr op First packet isn't SYN drop 28
62. 210. 113. 143 |France 147.237. 77. 216 |dover. i of .i l{dr op First packet isn't SYN drop 26
50.87.144. 145 |lLhited Sates [147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 26
2.52.171.213  |Israel 147, 237.72. 166 |akaior. i1 |2 SAM NG Engine: TP Invalid Invalid segnent retransmssion. Packet |, 21
Ret r ansm ssi on dr opped.
82. 80. 25. 221 I srael 147.237. 77. 216 |dover. i of .i l{dr op First packet isn't SYN drop 20
88.198. 157. 214 |Ger many 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 20
151. 80.31.112 |itay 147.237.77. 216 |dover.i of .i l|{dr op Frst packet isn't SYN drop 19
104. 153. 147. 32 [Whited Sates |[147.237.77. 216 |dover.idf.il{dr op First packet isn't SYN drop 18
66.249.78. 166 |Uited Qates [147. 237, 77. 216 |dover. i .11| | €3 NG Engi nex TCP Inval i d Inval id segnent retransmssion. Packet | 18
Ret r ansni ssi on dr opped.
176.13.19. 140 [l srael 147.237. 77. 216 |dover.i of .i l{dr op First packet isn't SYN drop 18
108.59. 253. 71 |[lhited Sates |[147.237.77. 216 |dover.idf.il{dr op First packet isn't SYN drop 17
107.14.54. 19 Lhited Sates |[147.237.77.216|dover.idf.il|dr op First packet isn't SN drop 17
66.249. 78. 166 |l srael 147.237. 77. 216 |dover.i of .i l|{dr op First packet isn't SYN drop 17
107. 14. 54. 45 Lhited Sates [147.237.77. 216 |dover.idf.il|dr op First packet isn't SYN drop 17
107.77.70. 28 Lhited Sates |[147.237.77.216|dover.idf.il|dr op First packet isn't SN drop 16
100. 100. 34. 90 147.237. 77. 216 |dover.i of .i l|{dr op First packet isn't SYN drop 16
150. 135. 210. 92 |Lhited Sates |[147.237.77. 216 |dover.idf.il{dr op First packet isn't SYN drop 15
76.122.195.43 |Uited Sates |[147.237.77.216 |dover.idf.il|dr op First packet isn't SN drop 15
66.249.78.159 |Uited Sates [147.237.77.216|dover.idf.il|dr op First packet isn't SYN drop 15
79.178.112. 130 (I srael 147.237. 77. 216 |dover. i of .i l{dr op First packet isn't SYN drop 14
66.249. 78. 173 |l srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 14
66.249.78.173 |Wited Sates [147.237.77.216|dover.idf.il|dr op First packet isn't SYN drop 14
79.178.197. 155 [l srael 147.237. 77. 216 |dover. i of . i l{dr op First packet isn't SYN drop 14
173.252. 88. 246 |Lhited Sates |147.237.77.216|dover.idf.il|dr op First packet isn't SN drop 13
109. 65. 189. 176 |l srael 147.237.77. 216 |dover. i of .i l[{dr op First packet isn't SYN drop 12
100. 100. 34. 90 147.237.76. 42 |[refuah.idf.i[dr op First packet isn't SYN drop 12
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry Target Address |Site Sgnature Acti on ‘Count
’ . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates [147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 2
80.178.157.40 |lsrael 147.237.72.166|aka. i df . i | Lhtraceabl e SSL Sessi ons: Uhknown SSL Sessi on None
176.13.2.228 |[lIsrael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: Unknown SSL Sessi on None
: . ] D stributed Unhaut hori zed URL Access on
199. 16. 156. 124 [Lhited Sates [147.237.77.216|dover.idf.il vowei i /i p storagelfi1 es/ 8 si ze220x0/ 17468 | pg Bl ock 2
66.249.67.13 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
149.88.98.13 |[Israel 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
66.249.74.98 |Israel 147.237.77. 176 [nat pash. i df . i | Uhaut hori zed URL Access to waw cogat . idf.il/894-en B ock 1
2.52.171.213 [Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
207.46.13.155 |Uhited Sates [147.237.77.243|nobile.idf.il Lhaut hori zed LRL Access to nobile.idf.il/authentication/login/ B ock 1
. . D stributed Unhaut hori zed LRL Access on
66. 249. 67. 65 | srael 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ nai n/ gi yus/ gener al . aspx Bl ock 1
157.55.39.73 [lnited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ robots. t xt B ock
66.249.75.62 |Israel 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ 110- he/ pat zar . aspx B ock
24.147.46.203 |lited Sates |147.237.77.216 |dover.idf.il Paraneter Type Vol ation ctl003Content Al acetbl der 19t xtEnai l in Bl ock 1
waw i df . i1/1038-en/ dover . aspx
213.57.232. 169 |l srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
66.249.67.66 [Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|Unhaut hori zed URL Access to chinuch. aka.idf.il/404. htm B ock 1
. . Unaut hori zed URL Access to
66. 249.78. 109 |l srael 147.237.77. 216 [dover. i df . il 147.237. 77, 216/ 1133- 19916- he/ i df gdover . aspx Bl ock 1
. . S Untraceabl e Gonnection - Protocol violation
37.26.149. 194 |Israel 147.237.72. 166 |aka. i df . i | (SSL OONN LI ENT FELLO) None 1
85.250. 51. 8 I srael 147.237.72. 167 |i shuri maka. i df . i|Untraceabl e SSL Sessi ons: Unknown SSL Sessi on None 1
66.249.67.71 |lsrael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ mai n/ sachar/tfasi maspx |B ock 1
66.249.78.121 |[lIsrael 147. 237. 76. 147 |chi nuch. aka. i df . i|D stri buted Unhaut hori zed URL Access on chi nuch. aka. i df . i|/404. htm B ock 1
66.249. 67.6 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
109. 67. 23. 247 |Israel 147.237.72. 166 |aka. i df . i | Wnknown Paranet er _VI EASTATEENCRYPTED i n None 1
wwy aka. i df . i | / mai n/ sachar/ vi ewpni ot . aspx
. . Illegal Paraneter Encodi ng searchText in
66.249.69.76 [Israel 147.237.77.74 |lawidf .il vow | aw i df i 1/ 275- hel pat zar . aspx None 1
’ . . Uhaut hori zed URL Access to
199. 59. 148. 210 [Lhited Sates [147.237.77.216|dover.idf.il vowei i1/ p_storagel 11 es/ 8/ si ze220x0/ 17468, | pg Bl ock 1
66.249. 78. 166 [l srael 147.237.77. 216 |dover.idf .l Suspi ci ous Response Code B ock 1
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