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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
66. 249. 75. 68 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 2861
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2337
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - reset 721
62.219. 254. 22 I srael 147.237.72. 167 i shurimaka.idf.il[B ock Wip All Nets drop 6

85. 64. 119. 137 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
75.166. 221. 21 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2

185. 32. 179. 187 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
141.212.122. 169 Lhited Sates 147.237.76. 201 e.atal.idf.il Bl ock_Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 9
195. 34. 150. 18 [147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.249.69.76 [147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 4
66.249.69. 84 |147.237.77.74 |Uhited Sates  [lawidf.il ET SCAN NVAP -sA (2) 2
61.188.189.8 |147.237.0.19 |China madi matal .idf.il ET SCAN Potential SSH Scan 1
210. 61. 150. 154 [147. 237. 76. 200 | Tai wan eitan. aka.idf.il ET SCAN NVAP -f -sS 1
50. 87.144. 145 |147.237.77.216|lhited Sates  |dover.idf.il portscan: TCP O stributed Portscan 1
188, 240, 46.86 1147 237 8. 27 |Formni a o radimatal idf il ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
5. 8. 66. 101 147. 237, 77. 179 ';:Z:::{‘ion e.nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
119.10.8.133  [147.237. 76. 147 |hi na chi nuch. aka. i df .i ET SCAN Potential SSH Scan 1
103. 232. 35. 106 [147. 237. 72. 217 |Hong Kong eid.il ET SCAN NVAP -sS w ndow 1024 1
61.244. 49. 137 |147.237.77.212|Hong Kong e dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
61.188.189.8 |147.237.76. 202 |Chi na e.halag.idf.il ET SCAN Potential SSH Scan 1
61.188.189.8 |147.237.76.34 [China yohal an. i df .i| ET SCAN Potential SSH Scan 1
210. 61. 150. 154 |147. 237. 76. 200 [Tai wan eitan. aka. idf.il ET SCAN NMAP -sS wi ndow 2048 1
61.188.189.8 [147.237.0.17 |[China mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
185. 82. 201. 17 |147.237.77.216 dover.idf.il ET DC5 SSL Bonb DoS Att enpt 1
103. 232. 35. 106 |147. 237. 72. 217 |Hong Kong eidf.il ET SCAN NVAP -sS w ndow 3072 1
100. 33. 159. 233 |147.237.8.28 |lLhited Sates e.nobi | e-ks.idf.il ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
61.244.49. 137 |147.237.8.46 |Hong Kong e. chinuch.idf.il ET SCAN NVAP -sS w ndow 1024 1
61.188.189.8 [147.237.76. 201 |Chi na e.ata.idf.il ET SCAN Potential SSH Scan 1
210. 61. 150. 154 [147. 237. 76. 200 | Tai wan eitan. aka.idf.il ET SCAN NMAP -sS wi ndow 3072 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 346
82.145. 218. 162 |Eur ope 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 142
54.187.55.213 |lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 134
41.68.235.229 |Egypt 147.237.77. 216 |dover . i df .i|dr op First packet isn't SN drop 121
52.16.5.197 Lhited Sates 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 65
50. 9. 175. 167 Lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 65
195. 239, 179, 119|SSI 147. 237.77. 216 |dover. i df . i |dr op First packet ism't SWN drop 60
Feder ati on
54.72.73.168 Irel and 147. 237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 58
68.180.228. 112 |lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 57
181.171. 218. 173|Argenti na 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SWN drop 56
205.203.135.1 |lhited Sates 147. 237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 54
82.192. 68. 46 Net her | ands 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 54
2.54.155. 244 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 47
41. 33. 231. 90 Egypt 147. 237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 42
54.72.0.55 Irel and 147. 237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 40
212.179.21. 194 |Israel 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 37
46.19.86.1 | srael 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 29
2.54.47. 45 | srael 147. 237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 28
37.26. 149. 217 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SWN drop 26
151.80.31. 112 |ltay 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 21
195. 34.150. 18 |Austria 147. 237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 17
99.231.51. 115 |Canada 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 16
46. 19. 86. 243 | srael 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 16
109. 200. 30. 154 |United Ki ngdom|147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 14
104. 231. 116. 185 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 14
75.166.221.21 |lhited Sates 147. 237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 14
66.240.78.150 |Wnited Sares  |147. 237,77, 216 |cover i ar i| | SAM NG Engine: TP Invalid nvalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dr opped.
46.121.193.57 |[Israel 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 12
66.102.8.233  |Uited Sates  |147,237.77. 216 |dover. ior. [ €M NG Engine: TCP Invalid nvalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dr opped.
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 12
198.58.102. 155 |lLhited Sates 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 12
40.77.167.13  |uited Saes 147,237, 77. 216 |dover. iof, [T €AM NG ENgine: TCP Invalid Inval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
50. 87.144. 145 |lhited Sates 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 11
216.121. 135. 123|Canada 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 11
173.180.3.196 |Canada 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 11
79.178.112.130 |lsrael 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 10
66.249. 78. 159 |l srael 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 10
70.196. 135. 227 |Whited Sates 147.237.77. 216 |dover.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 10
141.164.162.2 |lhited Sates 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 10
70.196. 135. 227 |Wited Sates 147.237.77. 216 |dover.idf .i|Bad TCP sequence Inval i d sequence nunber noni t or 10
41.33.231. 90 Egypt 147.237.77. 216 |dover. i df .i |dr op drop 9
68.190. 249. 150 |lhited Sates 147.237. 77. 216 |dover.i df . i [dr op Frst packet isn't SN drop 9
207.46.13.180 |lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 8
66.102.8.243  |Wnited Sares  |147. 237,77, 216 |cover i ar i| | SAM NG Engine: TP Invalid Ivalid segnent retransnission. drop 8
Ret r ansni ssi on Packet dr opped.
54.244.22.103 |lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 8
157.55.39.248 |lhited Sates 147. 237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 8
41. 33. 232. 66 Egypt 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 8
66. 102. 7. 226 Lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 6
93.173.232. 157 |lsrael 147. 237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 6
66.102.8.238  |uited Sates  |147.237.77. 216 |dover. i of [V €AM NG ENgine: TCP Invalid Invalid segnent retransmssion. dr op 6

Ret r ansm ssi on

Packet dropped.




11-02-2015-05:04:07 to 11-02-2015-06:04:07

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Acti on ‘Count
46.121.246.26 |[lsrael 147.237.72. 156 [aman. i df . i | Lntraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 4
54.227.89.194 |wnited Sates |147.237.77.216|dover.idf.il DO stributed Suspici ous Response Qode B ock 3
176. 228. 214. 151 |l srael 147.237.72. 166 [aka. i df . i | PHP Att enpt B ock 3
176. 228. 214. 151 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to www aka. i df . i/ aj ax/ updat est at us. php B ock 3
54.205.77.224 |wited Sates [147.237.77.216|dover.idf.il DO stributed Suspici ous Response Qode B ock 3
54.211.215.47 |lnited Sates |147.237.77.216|dover.idf.il D stributed Suspicious Response Code B ock 2
79.183.144.61 |lsrael 147.237.72. 156 [aman. i df . i | Lntraceabl e SSL Sessi ons: Lhknown SSL Sessi on None 2
184.72.152.246 |lhited Sates  |147.237.77.216|dover.idf .il DO stributed Suspici ous Response Qode B ock 2
95.35.142.252 |Israel 147.237.77. 243 |nobi l e. i df . i | Untraceabl e SSL Sessions: Uhknown SSL Sessi on None 2
77.126.229.195 |lsrael 147.237.72. 156 [aman. i df . i | Lntraceabl e SSL Sessi ons: Lhknown SSL Sessi on None 2
79.177.150.38 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: Lhknown SSL Sessi on None 2
109. 66. 29. 7 I srael 147.237.72. 156 |aman. i df . i | Untraceabl e SSL Sessions: Uhknown SSL Sessi on None 2
54.91.130. 61 Lhited Sates  [147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 2
91.231.192. 149 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: Lhknown SSL Sessi on None 2
72.9.148.10  |Uited Sates  [147.237.76.86 |navy.idf.il m”tngsry' e R e navy. aspx. asp Bl ock 2
176. 228. 214. 151 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessions: Lhknown SSL Sessi on None 1
149. 88. 31. 247 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Unknown SSL Sessi on None 1
66.249.78.166 |[Israel 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to www i df.il/894-en/i df gdover. aspx B ock 1
217.132.50.199 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessions: Lhknown SSL Sessi on None 1
176.12.140. 49  |Israel 147.237.77.216|dover.idf .l Untraceabl e SSL Sessi ons: Unknown SSL Sessi on None 1
54.145.183.23 |[Whited Sates [147.237.77.216|dover.idf.i | O stributed Suspicious Response Gode Bl ock 1
92.47.112.59 Kazakst an 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw idf.il/aman Bl ock 1
75.166.221.21 |Lited Sates |147.237.77.216|dover.idf.il SSL Untraceabl e Connection - Cpen Mde None 1
2.52.172.238 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessions: hknown SSL Sessi on None 1
149.88.72.234 |Israel 147.237.76.86 |navy.idf.il Qooki e Tanpering on cookie _ atrfs: Expected ab/ None 1
80. 246. 136. 179 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Unknown SSL Sessi on None 1
66.249.78.173 |l srael 147.237.77.216|dover . i df . il O stributed Suspicious Response Gode Bl ock 1
176.13. 6. 121 I 'srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df.il/hinush/site/ hef hi nush. asp Bl ock 1
54.161.128.99 |lnited Sates |147.237.77.216|dover.idf.il O stributed Suspicious Response Code B ock 1
66. 249. 67. 59 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ nai n/ gi yus/ gener al . aspx |B ock 1
184.73.15.230 |uited Sates |147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 1
37.187.114.171 |France 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to /xmi/illum nator B ock 1
157. 55. 39. 52 Lhited Sates |147.237.72.166|aka. i df .i | Unknown Paranet er pageNumin aka.idf.il/patzar/klali/default.asp None 1
85.250.51. 8 I srael 147.237.72.167|i shuri maka. i df . i|ntraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 1
68.180.228.112 |lnited Sates |147.237.77.216|dover.idf.il O stributed Suspicious Response Code B ock 1
54.166.98.113 |[Lhited Sates [147.237.77.216|dover.idf.i | O stributed Suspicious Response Gode B ock 1
108. 89. 134. 115 |Uhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df .il/1283-em dover. aspx Bl ock 1
Unaut hori zed URL Access to
66. 249. 74. 96 I srael 147.237.77. 176 |mat pash. i df . i | W cogat . i df . i 1/ coor di nat i ongaza/ news_gaza/ ar chi v/ pages/ agregati n2 |B ock 1
5456. aspx
185. 32. 179. 165 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: Uhknown SSL Sessi on None 1
157. 55. 39. 245 Lhited Sates 147.237.77. 176 |nat paSh. idf.il Unaut hori zed URL Access to 147.237.77.176/robot s. t xt B ock 1
91.231.192. 149 |[Israel 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Gonnection - Unhknown SSL Sessi on None 1
68.180.230.29 [United Sates  [147. 237. 7. 176 |nat pash. i df . i | \;P:rwa'z;‘; e Moaon Czagaet'\_“a”;:; Bl ock 1
79.183.144.61 |lsrael 147.237.72. 156 [aman. i df . i | SSL Wntraceabl e Qonnection - Unknown SSL Sessi on None 1
66.249.75.54  |Israel 147.237.77.74 [lawidf .il e e oat zar . aspx Bl ock 1
195. 239. 179. 119 :Zg::t”i on 147.237.77. 216 |dover. i df .i | Untraceabl e SSL Sessions: Uhknown SSL Sessi on None 1
176. 12. 136. 235 |l srael 147.237.77.243|nobi l e.i df . i | Unaut hori zed LRL Access to nobil e.idf.il/sachar/index B ock 1
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