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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 2218
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |HTTP- POST- Segnent ed- DoS dest - r eset 764

62. 219. 254. 22 | srael 147.237.77. 216 dover.idf.il |Bock Udp All Nets drop 3

62. 219. 254. 22 I srael 147.237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3
222.186. 56. 42 Chi na 147.237.0. 33 idf.il Frk_Under Attack Con_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address ‘Attacker Qountry

Signature

41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 11
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.249. 67. 122 [147.237.72. 166 |Lhited Sates aka idf.il ET SCAN NVAP -sA (2) 2
66.249.67.13  |147.237.72. 166 |Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
5. 8. 66. 101 147.237.0.19 |Russian Federation |madimatal.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
173.1.121.85 |147.237.0.33 |Wited Sates idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
162. 248. 10. 134 |147.237.8.24 |Canada elifestyleidf.il |ET SCAN NVAP -sS w ndow 3072 1
162. 248. 10. 134 [147. 237.8.24 [Canada elifestyleidf.il [ET SCAN NVAP -f -sS 1
61.238.4.101 |147.237.8.27 |Hong Kong o radi nr]atal.idf.”El' SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
31.184.242.17 [147.237.77.216 [Russi an Federation |dover.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
5. 8.66. 101 147.237.0.15 |Russian Federation [kosher-kravi.idf.i|ET SCAN Potential SSH Scan 1
187 23.209.56 |147. 237 8.27 |mrazi| o rai maIa]_idf_”EI' SCAN Behavi oral Uhusual |y fast i nbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
173.1.121.85 |147.237.0.15 |lhited Sates kosher-kravi.idf.i |[ET SCAN Potential VNC Scan 5900- 5920 1
162. 248. 10. 134 |147.237.8.24 |Canada elifestyleidf.il |ET SCAN NVAP -sS w ndow 2048 1
i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
91. 186. 221. 118 |147. 237. 8. 28 'F;SEH:E';“"C embileksidill o o a e Forze 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Addr ess ‘S’te ‘Signature
173.76.102. 236 |[Uhited Sates |[147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 4180
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 328
54.187.55.213 |Lhited States [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 122
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 58
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 52
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 50
54.72.73. 168 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 41
52.16.5.197 Lhited Sates |147.237.77.216|dover.idf.il [drop First packet isn't SN drop 40
80. 111. 90. 163  |lrel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 38
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 33
151.80.31.112 (italy 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 28
216.177.129. 204|Lhited States [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 28
116.255.24.1 Australia 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 28
27.122.115.41 |Australia 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 26
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 24
68.180.228. 112 |Lhited States [147.237.77.216|dover.idf.il [drop First packet isn't SN drop 23
94.76.21. 74 Bahrai n 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 21
192.117.12.65 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 18
66.249.78.166 |Uited Sates [147.237. 77, 216 |dover iar i1 |2 €2 ng Engl ne: e Invalid Inval i d segnent retransmssi on. drop 18
Ret r ansni ssi on Packet dr opped.
50.87.144.145 |Lhited States [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 18
66.249. 78. 159 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 17
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 16
24.114.69. 6 Canada 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 15
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 15
100. 34.238. 120 |[lhited Sates [147.237.77.216|dover.idf.il |drop Frst packet isn't SN drop 14
71.224.244.91 |Whited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 14
74.89.197. 40 Lhited Sates |147.237.77.216|dover.idf.il [drop First packet isn't SN drop 13
69.245.225.98 |Wited Sates [147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 13
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
109. 160. 236. 133|l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
198.58.96.215 |[lhited Sates [147.237.77.216|dover.idf.il |drop Frst packet isn't SN drop 12
198.58.103.92 [lnited Sates [147.237.77.216 |dover.idf.il |drop First packet isn't SYN drop 12
217.147.92. 69 zint:gom 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
54.244.22.103 |Lhited States [147.237.77.216|dover.idf.il [drop First packet isn't SN drop 11
71.11.234.26 Lhited Sates |147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 10
189. 62. 153.53 |Brazil 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 10
207.46.13.137 |Lhited States [147.237.77.216|dover.idf.il [drop First packet isn't SN drop 10
109. 200. 30. 154 LK?ir::gom 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 10
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 9
46. 19. 86. 108 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
69.196.253.30 |Lhited States [147.237.77.216|dover.idf.il [drop First packet isn't SN drop 8
75.17.80. 100 Lhited Sates [147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 8
79.177.220. 218 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7
151.80.31. 115 |ltay 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 7
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 7
162. 231. 233. 213|lnited Sates [147.237.77.216 |dover.idf.il |drop First packet isn't SYN drop 6
79.181.185. 114 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 6
79.178.112. 130 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
54.244.22.103 |Lhited States [147.237.77.176 |natpash.idf.il|dr op First packet isn't SYN drop 6
66.249.76.150 |Uited Sates |147.237. 77, 216 |dover iar.i1 |2 €M NG Engine: TCP Inval id Invalid segnent retransmssion. drop 6

Ret ransm ssi on

Packet dropped.
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|Top Attackers In V\AF|

At acker
Count ry

Devi ce

Target Address |Site Sgnature Action

‘Count

m ny- kosher-kravi .id

ww cogat . idf.ilhttp/1.1

84.94.161. 105 |[Israel 147.237.0. 17 £l Dstributed |11egal Paraneter Encodi ng None 5
) . . Unhaut hori zed URL Access to
72.9.148.10 Lhited Sates [147.237.76.86 |[navy.idf.il v navy. i df i |/ 994- 8613- he/ navy. aspx. aspx B ock 2
68.180.230.29 |Wited Sates |147.237.77.176 |nat pash. i df .| thaut hor i zed LRL Access to . Bt ock 1
wn cogat . i df . i |/t enpl at es/ shar ed/ user cont r ol s/ pronot i oncube/
66.249.69. 92 |lIsrael 147.237.77.74 [lawidf.il Dstributed Il1egal Paraneter Encodi ng None 1
54.166.80.141 [lhited Sates [147.237.77.216|dover.idf.il D stributed Suspici ous Response CGode B ock 1
176. 12. 140. 49 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
66.249. 78. 166 |l srael 147.237.77. 216 |dover.i df .i | Suspi ci ous Response Code Bl ock 1
66. 249. 67. 242 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
m ny- kosher-kravi .id j i
46.117.164.60 |Israel 147.237.0.17 | llegal Parameter Encoding rnd in . None 1
foil mny-kosher-kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
. . - Paraneter Type M ol ati on PageNumin
68. 180. 230. 224 |Lhited States [147.237.76.31 |nakchal .idf.il v nakhal i df i 1/ 1073- he/ nakhal . aspx Bl ock 1
66.249.75.54 |Israel 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to 147.237.77. 74/ robots. t xt B ock 1
. . - Unhaut hori zed URL Access to
61.141.207.6  [China 147.237.77. 176 |t pash. i df . i | wn cogat . i df . i |/ shar ed/ user cont r ol s/ header upper/ B ock !
207.46.13.137 |Uited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw idf.il/1589- en/dover.aspx B ock 1
66.249.78.173 |l srael 147.237.77. 216 |dover.i df .i | Unhaut hori zed URL Access to waw i df.il/atal 1/izkor/ nai n. asp B ock 1
66.249.69.76 |lsrael 147.237.77.74 [lawidf.il Dstributed Il1egal Paraneter Encodi ng None 1
m ny- kosher-kravi .id _ _
46.117.164. 60 |lsrael 147.237.0. 17 £l Mitiple Illegal Parangeter Encodi ng from46. 117. 164. 60 None 1
. . Unaut hori zed URL Access to
66.249.75.62 |[lsrael 147.237.77.74 |lawidf.il 147, 237. 77, 741 tenpl at es/ get i e/ get fi | e. aspx B ock 1
66. 249. 67.6 | srael 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
213.139.52.53 |Jordan 147.237.77. 176 [nat pash. i df . i | I11egal HITP \ersion B ock 1
) - . Paraneter Type M ol ati on PageNumin
68.180. 228. 112 |Lhited States [147.237.77.216 |dover. i df.i| v i df i 1/1395- en/ dover . aspx Bl ock 1
66.249.69.84 |lsrael 147.237.77.74 [lawidf.il Dstributed |l1egal Paraneter Encodi ng None 1
54.82.82.197 |Uited Sates [147.237.77.216|dover.idf.il D stributed Suspici ous Response Code Bl ock 1
. . Unaut hori zed URL Access to
66. 249.78. 109 |l srael 147.237.77. 216 (dover. i df . i | 147.237.77. 216/ 1133- 19372- he/ i df gdover . aspx Bl ock 1
. - Unhaut hori zed URL Access to
66.249.67.71  |[lIsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx B ock 1
5.254.97.108 |Ronani a 147.237.77.216|dover . i df . i | Uhaut hori zed LRL Access to wanidf.il/english/’ B ock
213.139.52.53 |Jordan 147.237.77. 176 |nat pash. i df . i | Mal formed URL http/1.1 Bl ock
) . . Paraneter Type M ol ati on PageNumin
68.180.230.29 [Wnited Sates |147.237.77.176|mat pash. i df . il v cogat i df . i 1/ 1966- he/ cogat . aspx B ock 1
. . Paraneter Type Mol ati on SearchText in
66.249.69.84 [l srael 147.237.77.74 |lawidf.il Wi | aw i df . i |/ 163- 6639- he pat zar . aspx B ock 1
54.144.225.126 |Lited Sates [147.237.77.216|dover.idf.il D stributed Suspici ous Response Code Bl ock 1
84.110.36.99 |lsrael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to v aka.idf.il/https:/wan aka. idf.il/ [B ock 1
66. 249. 78. 159 | srael 147.237.77. 216 |dover . i df . i | Unauthori zed URL Access to wawidf.il/navy/ the official israeli B ock 1
naval website
66.249.67.77 |Israel 147.237.77. 216 |dover.i df . i Unaut hori zed URL Access to 147.237. 77. 216/ r obot s. t xt B ock 1
37.187.114. 171 |France 147.237.77.235|sviva.i df . i | Uhaut hori zed URL Access to /xmii/illum nator B ock 1
213.139.52.53 [Jordan 147.237.77. 176 [nat pash. i df . i | thknoun HTTP Request Method /4/2194.png in LRL B ock 1

11-02-2015-04:04:00

to 11-02-2015-05:04:00




