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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 3089
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2304
66. 249. 67. 20 Lhited Sates 147.237.77. 170 naar achot . i df . il | TGP handshake vi ol ation, first packet not syn |drop 559
66. 249. 67. 34 Lhited Sates 147.237.77. 170 naar achot . i df . il | TGP handshake viol ation, first packet not syn |drop 348
66. 249. 75. 76 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 183
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 115
98. 27. 231. 230 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 14
73.26.166. 207 Lhited Sates 147.237.76. 197 e hinush.idf.il |Bock Wp Al _Nets dr op 4
200. 158. 178. 16 Brazil 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4
185. 115. 124. 16 147. 237. 76. 202 ehalag.idf.il |Block Np Al Net drop 1
222.186. 56. 42 Chi na 147.237.0. 33 idf.il Frk_Under Attack Con_Tcp drop 1
108.123. 118. 88 Lhited Sates 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1
177.157.174. 214 Brazil 147.237.0. 34 tikshuv.idf.il | D- penSSL- Hear t beat - ex1 dest - r eset 1
141.212. 122. 166 Lhited Sates 147.237.76. 86 navy.idf.il Bl ock_Udp All _Nets dr op 1
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Attacker Address
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At acker
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Federati on

Gountry
66. 249. 67. 34 147.237.77.170|Whited Sates  [maarachot.idf.il [ET SCAN NVAP -sA (2) 12
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 6
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 75. 76 147.237.77.74 |Wnited Sates  [lawidf.il ET SCAN NVAP -sA (2) 2
115.182.17.13  |147.237. 76. 147 |Chi na chinuch. aka.idf.il |[ET SCAN NVAP -sS wi ndow 2048 1
5. 8. 66. 101 147.237.76. 44 |P0SSIaN erefush.idf.il |ET SCAN Potential SSH Scan 1
Feder at i on
115.182.17.13 |147.237. 76. 147 |Chi na chinuch. aka.idf.il |ET SCAN NVAP -f -sS 1
5. 8. 66. 101 147. 237.76. 38 ?éj::;’}m eemeita.id.il [ET SCAN NVAP -sS wi ndow 1024 1
Russi an . . . .
5. 8. 66. 101 147. 237. 76. 30 . hi nush. i df . i ET SCAN Potential SSH Scan 1
Feder at i on
31.184.242.17 |147.237.77. 216 ?éj::;’}m dover. i df il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
180. 210. 201. 106|147. 237. 76. 147 |S ngapor e chinuch. aka.idf.il |ET SCAN Potential SSH Scan 1
Russi an ! ) . .
5.8.66.101 147.237.77. 243 |0 ~ion nobi | e.idf.il ET SCAN Potential SSH Scan 1
180. 210. 201. 106|147. 237.0.35 |S ngapore akavs. i df . il ET SCAN Potential SSH Scan 1
Russi an . ) ) .
5. 8. 66. 101 147.237.77. 205 Federati on prisha.idf.il ET SCAN Potential SSH Scan 1
173.13.131. 125 [147.237.0.19 |lhited Sates nadi matal .idf.il |[ET SCAN NVAP -sS wi ndow 4096 1
5.8. 66. 101 147. 237. 76. 202 |¥SSI &0 ehalagidf.il ET SCAN Potential SSH Scan 1
Feder at i on
, , . |ET SCAN Behavi oral lhusual |y fast inbound Tel net (onnecti ons,
124. 167. 165. 149|147, 237.8.27 |Chi na e.nadimatal .idf.il ) 1
Potential Scan or Brute Force
5.8. 66. 101 147. 237. 76. 197 XSS &0 ehimsh.id.il |ET SCAN Potential SSH Scan 1
Feder at i on
115.182.17.13 |147.237.77.121|Chi na e.navy.idf.il ET SCAN NVAP -sS wi ndow 3072 1
5.8. 66. 101 147.237.76.86 |SSIan navy. i df . ET SCAN Potential SSH Scan 1
Feder at i on
115.182.17.13  |147.237. 76. 147 |Chi na chinuch. aka.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
5. 8. 66. 101 147.237.76. 42 |SSian refuah.idf.il ET SCAN Potential SSH Scan 1
Feder at i on
Russi an . ) .
5. 8. 66. 101 147.237.76. 31 Federati on nakchal .idf.il ET SCAN Potential SSH Scan 1
5. 8. 66. 101 147.237.8.50 |ssian etikshwv.idf.il |ET SCAN Potential SSH Scan 1
Feder at i on
180. 210. 201. 106|147. 237. 76. 200 |S ngapor e eitan.aka.idf.il |ET SCAN Potential SSH Scan 1
14.141. 156. 27 |147.237.8.28 |india e.nobi | e-ks.idf.il |ET SCAN NVAP -sS w ndow 4096 1
180. 210. 201. 106|147. 237. 0. 200 |S ngapore ndu. i df il ET SCAN Potential SSH Scan 1
Russi an . ) .
5. 8. 66. 101 147.237.77. 216 Federati on dover.idf.il ET SCAN Potential SSH Scan 1
180. 210. 201. 106|147. 237.0. 19  |S ngapore nadimatal .idf.il |ET SCAN Potential SSH Scan 1
5.8. 66. 101 147. 237, 77. 179 |¥SSI &0 e nazi.idf.il ET SCAN Potential SSH Scan 1
Feder at i on
128.65.123. 74 |147.237.0.15 [italy kosher-kravi.idf.i|[ET SCAN NVAP -sS wi ndow 1024 1
5. 8. 66. 101 147. 237. 76. 200 |5 an eitan.akaidf.il |ET SCAN Potential SSH Scan 1
Feder at i on
115.182.17.13  |147.237.77. 121 |Chi na e navy.idf.il ET SCAN NVAP -sS w ndow 4096 1
5. 8. 66. 101 147. 237. 76. 196 |VSS! N e.svivaidf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry [Target Address ‘Ste ‘Signature

172.242.21.12 |lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 406
149.78.154. 69 |Israel 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 372
87.68. 62. 184 | srael 147.237. 77. 216 |dover. i df .i [dr op First packet isn't SYN drop 330
98.27.231.230 |Whited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 182
205.203.135.1 |lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 102
74.89.197. 40 Lhited Sates 147.237. 77. 216 |dover. i df .i [dr op First packet isn't SN drop 102
46.114.7. 247 Ger many 147.237. 77. 216 |dover. i of . i [dr op First packet isn't SN drop 88
108. 123.118.88 |Lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 86
86. 97.89. 24 ;ii]rtaetdesﬁrab 147.237. 77. 216 |[dover.i df . i [dr op Frst packet isn't SWN drop 63
189. 120. 135. 195|Brazil 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 63
54.72.73.168 Irel and 147.237. 77. 216 |dover. i df .i [dr op First packet isn't SYN drop 58
212.199. 182. 150|l srael 147. 237. 77. 216 |dover. i df .i [dr op First packet isn't SN drop 57
17.142.152.111 |lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 52
54.72.0.55 Irel and 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 50
67.7.198. 58 Lhited Sates 147. 237. 77. 216 |dover. i df .i [dr op First packet isn't SN drop 49
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 48
77.126.98.214 |lsrael 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 48
94. 242, 206. 244 |Luxenbour g 147. 237. 77. 216 |dover. i df .i [dr op First packet isn't SN drop 43
95.219.113.53 |Romani a 147.237. 77. 216 |dover.i df .i [dr op Frst packet isn't SN drop 42
82. 80. 25. 221 | srael 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 42
68.180.228. 112 |Whited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 38
17.142.152.85 |lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 28
197.162. 24. 131 |Egypt 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 26
109. 200. 30. 154 [United Ki ngdom |147.237.77.216 |dover.idf.i|dr op First packet isn't SN drop 25
50.141.111.79 |Whited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 25
41. 33. 232. 66 Egypt 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 23
50. 87. 144. 145 Lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 22
17.142.152.72 |lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 20
82.192. 68. 46 Net her | ands 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 20
17. 142. 152. 68 Lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 20
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.i of .i [dr op First packet isn't SWN drop 19
93.172.51.255 |lsrael 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 18
66.240.78.166 |Wnited Sares 147,237, 77. 216 |dover iari [ @M NG Engi ne: TCP Invalid nvalid segnent retransmssi on. drop 18

Ret r ansni ssi on Packet dr opped.

73.209.254.56 |lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 17
67.247.3.70 Lhited Sates 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 16
17.142.145.3 Lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 16
151.80.31.112 (italy 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 16
64.233.173.46 |lhited Sates 147.237. 77. 216 |dover.i df .i [dr op First packet isn't SYN drop 15
64. 233.173. 41 Lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 14
198. 58.102. 158 |Lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 14
17.142.152.89 |lhited Sates 147.237. 77. 216 |dover. i df .i [dr op First packet isn't SYN drop 12
75. 32. 236. 68 Lhited Sates 147.237. 77. 216 |dover. i df . i [dr op Frst packet isn't SN drop 12
108.59.253.71 |lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 12
41.239.12. 61 Egypt 147.237. 77. 216 |dover. i df .i [dr op First packet isn't SYN drop 12
107.6.122. 130 |S ngapore 147.237. 77. 216 |dover. i df . i [dr op Frst packet isn't SN drop 12
192.117.12.65 |Israel 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 12
66.249. 78. 166 |l srael 147.237. 77. 216 |dover. i df .i [dr op First packet isn't SYN drop 11
207. 46. 13. 137 Lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 11
107.77.72.116 |lhited Sates 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SN drop 10
76.69.122.52 Canada 147.237. 77. 216 |dover. i df .i [dr op First packet isn't SYN drop 10
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72.9.148.10  |wited Sates [147.237.76.86 [navy.idf. il muazsg' B e e/ navy. aspx. aspx Bock  [30
66.249.67.71 |Israel 147.237.72. 166 |aka. i df . i | 1D4§t rzi;;L_'tf; 1&3“;;:";} ;ejuxexfzf_sazgx Bl ock 15
46.19.85.121 |[Israel 147.237.77.74 |lawidf.il I11egal HITP \ersion Bl ock 15
157.55.39. 14 |lhited Sates [147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 15
66.249.78.66 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i | mghrﬁhﬁﬂ ig”f Z?Ti”zfioﬁtfn“ess on Bl ock 15
46.19.85.121 |[Israel 147.237.77.74 [lawidf.il Mil ti pl e Unknown HTTP Request Method from 46. 19. 85. 121 Bl ock 15
82.118. 237. 100 |Bul gari a 147.237.76.42 |refuah.idf.il D stributed Unauthorized URL Access on 147.237. 76. 42/ B ock 15
66. 249. 67. 234 |lsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237. 72. 166/ yohal an/ mai n/ mai n. asp Bl ock 15
46.19.85.121 |[Israel 147.237.77.74 [lawidf.il Mal formed URL _pk_ses. 115. 5e0a=* Bl ock 15

Unaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77.216|dover. i df . i | v i df . i1/ tenpl at es/ sendt of ri end/ kkkkkkk=Ff 1d1ae64kkkkkkk_f 1d1ae6 |B ock 15
4
66. 249. 78. 247 |l srael 147.237.72. 156 [anan. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/ B ock 15
Unknown HTTP Request Met hod
46.19.85.121 |Israel 147.237.77.74 [lawidf.il k_i d. 115. 5e0a=f eb2f 92dc78ce9b0. 1446429307. 1. 1446429307. 144642 |B ock 15
9307.; in UL pk ses. 115. 5e0a=*
94.242. 206. 244 |Luxembour g |147. 237. 77. 216 |dover . i df . i | m;;_ﬁ‘;‘fé/mg;ﬁxé’c”ptsquuery/jquery_ Lazrins Bock |15
66.249.69.89 |lsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1398- he/ at al . aspx B ock 15
46.19.85.121 |[Israel 147.237.77.74 |lawidf.il Mil tiple Abnormal |y Long Request from 46.19. 85. 121 B ock 15
181. 47. 141. 182 |Argentina 147.237.77. 216 |dover . i df . i | Ml tipl e Uhauthorized URL Access from 181.47. 141. 182 B ock 15
68.180.228.59 |lLhited Sates [147.237.77.74 |lawidf.il Unaut hori zed URL Access to ww | aw i df . il/589-hel pat zar . aspx= B ock 15
66.249.67.13 |Israel 147. 237.72. 166 |aka. i df . i | mu;grii jﬁdi |l7F;_1 :‘:issrzb;?mt / qener .. s B ock 15
155.41.66.16 |lhited Sates [147.237.77.216|dover.idf.il Paraneter Type M ol ation SearchText in wwyidf.il/1065 en/dover.aspx |B ock 15
66.249.78. 4 I srael 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 15
181. 47. 141. 182 |Argenti na 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to waw i df .il/spanish B ock 15
66.249.67.65 |Israel 147.237.72. 166 |aka. i df . i | 1D4§t rzi;;L_'tf; 1&3“;;:";} ;ejuxexfzf_sazgx Bl ock 15
46.19.85.121 |[Israel 147.237.77.74 |lawidf.il Abnormal |y Long Request et hod B ock 15
155.41.66.16 |Lhited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df . il/894-en/i df gdover . aspx B ock 15
66.249.78.52 |[Israel 147.237.76. 147 |chi nuch. aka. i df . i | |Waut hori zed URL Access to waw chi nuch. aka. i df.il/404. htm Bl ock 15
46.19.85.121 |[Israel 147.237.77.74 |lawidf.il Mil tiple Mal formed LRL from 46. 19. 85. 121 Bl ock 15
207.46.13.76 |Uhited Sates [147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/sitellinks.aspx B ock 15
82.118. 237. 100 |Rul garia 147. 237.76. 39 ImeI le.nei tav. idf. i Unaut hori zed URL Access to 147.237. 76. 39/ B ock 15
46.19.85.121 |[Israel 147.237.77.74 [lawidf.il Mil tiple I11egal HITP Version from46. 19. 85. 121 Bl ock 14
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