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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 2425

66. 249. 69. 92 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 32
81.218. 235. 10 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 17
62.219. 254. 22 I srael 147.237.77. 216 dover.idf.il Block Udp All Nets drop 6

62. 219. 254. 22 | srael 147.237.72. 167 ishurimaka.idf.il|B ock Wdp Al Nets drop 3
5.29.34.117 | srael 147.237.76. 86 navy.idf.il ock Wdp Al _Nets drop 3

122. 180. 244. 218 Indi a 147.237.77. 216 dover.idf.il SYNHood full table drop 2
81.218. 235. 10 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 1

149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 8
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
108. 61.196.86  |147.237.77.179|Uni ted Ki ngdom|e. nazi.idf.il ET SCAN NVAP -sS w ndow 4096 1
82.117.208. 243 |147.237.76.34 yohal an. i df .il ET SCAN NVAP -sS w ndow 1024 1
5. 8. 66. 101 147.237.77.121 ?ég;;m e navy.idf.il ET SCAN Potential SSH Scan 1
222.186.21.180 |147.237.76.86 |China navy.idf.il ET SCAN Potential SSH Scan 1
5. 8. 66. 101 147.237.8.28 ?;Z:;:I”ion e.nobi | e-ks. i df .l ET SCAN Potential SSH Scan 1
222.186.21.180 |[147.237.0.34 |[China tikshuv. idf.il ET SCAN Potential SSH Scan 1
5. 8. 66. 101 147.237.0.19 gj::;”ion nedi matal .idf.il ET SCAN Potential SSH Scan 1
122. 224, 145. 116|147. 237. 76. 176 |Chi na test.ncore.idf.il ET SCAN NVAP -sS w ndow 2048 1
115. 236. 75. 201 |147. 237. 76. 197 |Chi na e. hinush. i df il ET SCAN Potential SSH Scan 1
113.236.14.63 [147.237.0.17 |China m ny-kosher - kravi . i df.il Er SCAN Behavi oral .Lhusual 'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
108. 61.196.86  |147.237.77.179|Uni ted Ki ngdom|e. nazi.idf.il ET SCAN NVAP -sS w ndow 3072 1
5. 8. 66. 101 147. 237. 72. 156 gj::;”ion aman. i df . ET SCAN Potential SSH Scan 1
222.186.21.180 |[147.237.76.38 [China e.eneitav.idf.il ET SCAN Potential SSH Scan 1
5. 8. 66. 101 147.237.8.27 gj;:lnim e.madi matal .idf il ET SCAN Potential SSH Scan 1
. |ET SCAN Behavioral lhusual Iy fast Termnal Server Traffic,
212.7.209.9 147.237.0.17 |Netherl ands mny-kosher-kravi .idf.il . . 1
Potential Scan or Infection
2.133.41.12 147.237.76. 30 |Kazakstan hi nush. i df il ET SOAN Behavi oral Lhusual 'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
123.188. 218. 43 [147.237.0.19 |China nadi matal .idf.il ET SO Behavi oral Lhusual l'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
122. 224. 145. 116|147. 237. 76. 176 [Chi na test.ncore.idf.il ET SCAN NVAP -f -sS 1
115. 236. 75. 201 |147.237.76.86 |Chi na navy.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature

149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 315
89. 108. 144. 114 |Lebanon 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 158
205.203.135.1 |Lhited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SYN drop 103
189. 120. 135. 195|Brazi | 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 74
74.108.43.231 |lhited States [147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 71
176. 13. 6. 83 | srael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 71
71.91.50. 183 Lhited Sates |[147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 70
113. 159. 159. 59 [Japan 147.237.77. 216 |dover.i df .i|dr op First packet isn't SYN drop 70
176. 13. 6. 222 | srael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 65
41. 250. 2. 37 Mor occo 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 59
52.16.5.197 Lhited Sates [147.237.77.216|dover.idf.i|dr op First packet isn't SYN drop 54
82.192. 68. 46 Net her | ands 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 51
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 49
68.180.228. 112 |lhited States |[147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 48
2.54.154. 89 | srael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 46
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 44
54.72.0.55 Irel and 147.237.77. 216 |dover.i df .i|dr op Frst packet isn't SYN drop 40
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 29
104. 236. 200. 179 147.237.72. 166 |aka.idf.il |dr op First packet isn't SYN drop 28
24.218.80. 94 Lhited Sates [147.237.77.216|dover.idf.i|dr op Frst packet isn't SYN drop 27
142. 255. 113. 244|thited Sates [147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 27
96.232.130.203 |Wiited Sates |[147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 23
151.80.31.112 (italy 147.237. 77. 216 |dover.i df .i|dr op Frst packet isn't SYN drop 21
107.72.164.55 |[hited Sates [147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 21
207.46.13.114 |Wited Sates |[147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 19
107.77.70. 28 Lhited Sates [147.237.77.216|dover.idf.i|dr op Frst packet isn't SYN drop 18
108. 26.194. 239 [lhited Sates [147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 18
109. 200. 30. 154 LKJ?ir:;gom 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 18
82. 80. 25. 221 | srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 18
84.228.72.105 |lsrael 147. 237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 15
50.87.144.145 |lhited States |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SWN drop 15
67.234.215.120 |Lhited States |[147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 15
5.29.34.117 | srael 147. 237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 14
12.139. 31. 194 Lhited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SWN drop 14
198.58.103.91 |[thited Sates [147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 14
69. 141. 189. 226 |Wited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SYN drop 12
66.249. 78. 166 |l srael 147.237. 77. 216 |dover.i of .i|dr op Frst packet isn't SN drop 12
109. 64. 0. 222 | srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 12
192.117.12.65 |lsrael 147. 237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 12
162.243.73.200 |[Uhited Sates [147.237.77.216|dover.idf.i|dr op Frst packet isn't SN drop 12
198.58.103.36 |[lhited Sates [147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 12
81.218.235.10 |lsrael 147. 237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 12
66.249.78. 159 |l srael 147.237. 77. 216 |dover.i of .i|dr op Frst packet isn't SN drop 12
220. 255. 97. 166 |9 ngapore 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 11
207.46.13.180 |Lhited States |[147.237.77.216 |dover.idf.i|dr op First packet isn't SN drop 10
66. 240, 65,103 |Uited Sates |147.237.77. 234 |nal ag. i o [ CAM NG BNgine: TCP Inval id Invalid segnent retransmssion. Packet |, 10

Ret r ansni ssi on dr opped.

219.74.37.5 S ngapor e 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 10
89. 139. 3. 117 | srael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 10
121.7.37.167 S ngapor e 147.237.77. 216 |dover.i df .i|dr op Frst packet isn't SYN drop 10
79.181.182. 128 |lsrael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 10
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
66.249.78.128 |lsrael 147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 30
157.55.39. 200 |lhited Sates |147.237.72.166|aka.idf.il D stributed Suspicious Response Code_Qust om Tenpor ary B ock 30
] . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx B ock 30
. . Uhaut hori zed URL Access to
66.249.67.242 |Israel 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ ni | ui it enpl at es/ i nner . asp B ock 15
m ny- kosher - kravi . i df _ .
37.187.114.171 |Fance 147.237.0. 17 i Lhaut hori zed URL Access to /xmii/ill um nator B ock 15
) ] . Uhaut hori zed URL Access to
217.146.69.3  |Estonia 147.237.76.42 |refuah.idf.il refua atal i df i |/wor dpress/ vp- adnin B ock 15
81.95. 96. 126 Czech Republic [147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua.atal.idf.il/bl og/ wo-admn/ B ock 15
. . Uhaut hori zed URL Access to
66.249.65. 115 |l srael 147.237.76.42 |refuah.idf.il 147. 237. 76, 42/ 1234- he/ r ef uah. aspx B ock 15
107. 20. 255. 148 |Uited Sates |[147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua atal .idf.il/wp/wp-admn/ B ock 15
. . Uhaut hori zed URL Access to
66. 249. 75. 60 I srael 147.237.77.74 |lawidf.il vow nag, i o i1/ p storagelfil es/ 8/ 638. pds B ock 15
37.187.114.171 |France 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to /xnii/ill uminator Bl ock 15
87.69. 160. 72 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 15
66.249. 65. 118 [l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76.42/ B ock 15
151.80.31.112 |italy 147.237.77.216|dover . i df . il DO stributed Suspici ous Response Qode B ock 15
. . Uhaut hori zed URL Access to
46. 19. 85. 96 I srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages! shar ed/ bul | et 1. gi f Bl ock 15
88. 235. 230. 127 |Turkey 147.237.77.216|dover. i df . il D stributed Suspicious Response Code B ock 15
. . Uhaut hori zed URL Access to
66. 249. 67. 59 I srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ nmi / smal i nd showbi g. aspx B ock 15
54.210.135.33 |Wiited Sates [147.237.77.74 |lawidf.il Mil tipl e Uhaut horized URL Access from 54.210. 135. 33 B ock 15
98. 130. 0. 140 Lhited Sates |147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua atal.idf.il/wp-admn/ B ock 15
. . O stributed Uhaut hori zed URL Access on
66. 249. 67. 71 | srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 15
. . Uhaut hori zed URL Access to
31.154.0. 27 I srael 147.237.76.42 |refuah.idf.il 147 237.76. 42/ styl e shar ed/ reset . css B ock 15
213.185.86. 107 |Ger many 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua atal.idf.il/ol d/wp-adnin/ Bl ock 15
78.46.92. 68 Ger many 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal.idf.il/test/wp-admn/ B ock 15
’ . . Unaut hori zed URL Access to
54.210.135.33 |lhited Sates |147.237.77.74 |lawidf.il v g, i dff i |/ 163- 6859- en/ pat Zar . aspx. Bl ock 15
. . Uhaut hori zed URL Access to
104. 236. 200. 179 147.237.72. 166 |aka. i df . i | aka. i df .i |/ i v hone! def aul t . aspxdef aul t . aspx B ock 15
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