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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2455
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 615
108. 46. 12. 18 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 20
85. 64. 57. 91 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
79. 183. 229. 69 | srael 147.237.77. 216 dover.idf.il Bl ock_Up Al _Nets drop 13
85. 250. 197. 74 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
84.108. 73. 71 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table dr op 4
95. 86. 99. 147 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3

95. 86. 99. 147 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 3
62.219. 254. 22 I srael 147. 237.72. 166 aka.idf.il Block Udp All Nets drop 3

51. 36. 102. 169 United Ki ngdom 147.237.77. 216 dover.idf.il SYNHood full table drop 1
178. 64. 216. 24 Russi an Federation 147.237.76. 44 e.refuah.idf.il ock Wp Al _Nets drop 1

89. 248. 172. 98 Net her | ands 147.237.76. 201 e atal.idf.il Bl ock_Udp All _Nets dr op 1
84.108. 145. 253 | srael 147.237.8. 14 e.orchot.idf.il |[Block Udp All Nets drop 1

94. 159. 154. 255 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1

66. 249. 67. 34 Lhited Sates 147.237.77.170 naar achot . i df . i1 | TGP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action

188. 214. 249. 146 Ronani a 147.237.77. 74 lawidf.il Q008: HITP. Xenu User Agent B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Count ry ‘Ste |Signature |Count |
41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 8
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
91. 147. 180. 56 147. 237.76. 196 Saudi Arabia e.svivaidf.il ET SCAN NMAP -sS wi ndow 4096 1
91. 147. 180. 56 147. 237. 76. 196 Saudi Arabia esvivaidf.il ET SCAN NVAP -f -sS 1
209. 126. 65. 230 147.237.8. 24 Lited Sates e.lifestyleidf.il |[ET SCAN NVAP -sS wi ndow 1024 1
167. 114. 156. 16 147.237.77. 216 Canada dover . idf.il portscan: TCP D stributed Portscan 1
91. 147. 180. 56 147. 237.76. 196 Saudi Arabia e.sviva idf.il ET SCAN NVAP -sS wi ndow 2048 1
209. 126. 65. 230 147.237.8. 24 Lited Sates e.lifestyleidf.il |[ET SCAN NVAP -sS wi ndow 4096 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 166
94. 159. 154. 255 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 76
109. 66. 38. 108 | srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 48
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 46
41. 33.232. 66 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 43
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 40
67.169.254. 100 |Lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 37
79.177.219.199 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 30
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 30
54.244.22.103 |lhited Sates [147.237.77.233|atal.idf.il dr op Frst packet isn't SN drop 29
68.180.228.112 |lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 25
109. 64.124.80 | srael 147.237.77. 243 |rwbi e i i1 |/ €AMNg Engine: TCP Invalid  invalid segnent retransmssion drop 24
Ret r ansni ssi on Packet dr opped.
66.249.78.159 |Uited Sates |147.237.77. 216 |dover. i df . Streaning Engine: TCP Invalid invalid segnent retransnission drop 24
Ret r ansm ssi on Packet dr opped.
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 24
109. 160. 144. 158l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 24
212.199. 182. 150]I srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 22
54.244.22.103 |lhited Sates |[147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 19
188. 135. 40. 177 |Oman 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 18
71.239.243.240 |lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 18
52. 16. 5. 197 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 18
37.217.253.152 |Saudi Arabia 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 17
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 17
5.28.169. 3 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16
46.19. 85. 234 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 15
151.80.31.112 (italy 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 15
66.249.78.166 |Lhited Sates |147.237.77.216|dover.idf.il Streaming Engine: TCP Invalid  invalid segnent retransnission drop 14
Ret r ansni ssi on Packet dr opped.
91. 63. 253. 135  |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
71.227.62.202 |lhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SYN drop 13
213.57.104. 155 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
37.142.57.67  |israel 147, 237, 72. 167 i shurimaka i [ @M NG Engine: TP Invalid invalid segnent retransnission drop 12
Ret r ansm ssi on Packet dr opped.
66.249.78.173 |Wnited Sates |147.237.77.216|dover.idf.il Streaming Engine: TCP Invalid  invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dr opped.
47.62.182.219 |Sain 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
109. 200. 30. 154 LKTi;;éjom 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
46.19.85.7 I sr ael 147.237.72. 166 |aka.i df . Streaning Engine: TCP Invalid  invalid segnent retransnission drop 12
Ret r ansm ssi on Packet dr opped.
176.31.117.76 |FRance 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 11
50.87.144.145 |lhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SN drop 9
24.47.56. 203 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 9
66.249.78.173 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
192.117.12.65 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
177. 16. 90. 23 Brazil 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
207.46.13.114 |lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 9
51. 36. 102. 169 zint:gom 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 9
66.249.78.166 |lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 9
85. 250. 166. 37 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
107.77.94. 54 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 8
66.249.78.173 |lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 8
46.19.85.91 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
40.77.167.39  |wited Sates [147.237.77.216|dover.idf.il Streaning Engine: TCP [nvalid il id segrent retransmissi on drop 8
Ret r ansm ssi on Packet dr opped.
95. 199. 150. 219 |Sweden 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
124.157.96.94 |New Zeal and |147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
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|Top Attackers In V\AF|

At acker

Target Address

Site

dgnature

Devi ce

‘Count

Gountry Action
) . . Uhaut hori zed URL Access to
72.9.148.10  |United States [147.237.76.86 |navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx B ock 30
66.249. 78. 128 |l srael 147.237. 76. 147 |chi nuch. aka. i df . i|D stributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 30
54.244.22.103 [Wnited Sates |147.237.76.147|chi nuch. aka. i df . i|Distributed Suspicious Response Code_Qust om Tenporary Bl ock 30
. . D stributed Uhauthorized URL Access on
66. 249. 67. 250 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 15
50.139.119. 152 |Lhited Sates |147.237.77.216|dover.idf.il D stributed Suspici ous Response Code Bl ock 15
. . D stributed Unaut hori zed URL Access on
66.249.67.65 |lIsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 15
198.20.69.74 |thited Sates [147.237.72.156|anan.idf.il Unaut hori zed LRL Access to 147.237.72. 156/ Bl ock 15
66.249.69. 97 |lIsrael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robot s. t xt Bl ock 15
) ; ; Unaut hori zed URL Access to
52.23.156. 32 Uited Sates |147.237.77.176|nat pash. idf.il v cogat . i df . i1/t enpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock 15
66.249.67.71 |lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx Bl ock 15
) . . Uhaut hori zed URL Access to
199. 16. 156. 124 |Lhited Sates |147.237.77.216|dover.idf.i | Wi df i 1751 p_storagel il es/ 6 si ze220x0/ 17396, | pg B ock 15
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
87.69.230.211 |lsrael 147.237.72. 166 |aka. i df . i | v aka. i df .i |/ nai n/ sachar / decl ar at | onof enpl oyment . aspx None 15
66. 249. 67. 122 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to waw aka. idf.il/wwtikshuv.idf.il B ock 15
207.46.13.114 [Wnited Sates |147.237.77.216|dover.idf .il Unaut hori zed LRL Access to wwwyidf.il/atal 1/izkor/ vi ew i ngt op. asp B ock 15
66.249. 78. 159 |l srael 147.237.77.216|dover.idf . il Uhaut hori zed LRL Access to wa i df.il/navy/ htm/nainfs. asp Bl ock 15
66.249.65. 112 |Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ si p_storagel/ fil es/ 3/ 1923. pdf |B ock 15
109. 64. 124. 80 |l srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to nobile.idf.il/authentication/index Bl ock 15
66. 249. 67. 234 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt Bl ock 15
40.77.167.91 |Wited Sates [147.237.76.147|chi nuch. aka. i df.i|Dstributed Uhauthorized URL Access on v chi nuch. aka.idf.il/404. htm [B ock 15
67.212.175. 138 [Lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed Met hod HEAD for wwan aka. i df . il /yohal an/ nai n/ nai n. asp B ock 15
66.249.67.59 |lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ snal i mi showbi g. aspx |B ock 15
149.78. 239. 14 |l srael 147.237.72.166 |aka. i df . i | SSL Untraceabl e Connection - Lhknown SSL Sessi on None 15
68.180. 228. 112 [Lhited Sates |147.237.77.216|dover.idf .il Paraneter Type Mol ati on PageNumin wwy i df.il/1379- he/ dover. aspx B ock 11
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