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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DOS Tool - Swi t chbl adG dest - r eset 2120
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |HTTP- POST- Segnent ed- DoS dest - r eset 327
79.180. 3. 41 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 15
212.199. 49. 24 | srael 147.237.77.216 dover.idf.il |[SINHood full table drop 9
105. 226. 224. 241 South Arica 147.237.77. 216 dover.idf.il |[SINHood full table drop 3
2.54.34.226 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 3
115. 231. 222. 40 Chi na 147.237. 76. 42 refuah.idf.il|[JLMPurple Gon_Linmt Htp drop 3
87.68. 73. 124 | srael 147.237.77. 216 dover.idf.il |[SINHood full table drop 3
5.29.34.117 | srael 147.237. 76. 86 navy.idf.il |[Block Udp All Nets drop 3

98. 17. 84. 211 Lhited Sates 147.237.77. 216 dover.idf.il |TCP handshake violation, first packet not syn drop 2

85. 250. 145. 98 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 2
5.22.130.124 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 2
115. 231. 222. 40 Chi na 147.237. 76. 42 refuah.idf.il{JLM Under Attack_Con Htp drop 2
179.179. 110. 53 Brazil 147.237.77. 216 dover.idf.il |TQP handshake viol ation, first packet not syn drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action




11-02-2015-00:04:06 to 11-02-2015-01:04:06

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 9
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249. 67. 25 147.237.77.170|Wnited Sates |[mmarachot.idf.il ET SCAN NVAP -sA (2) 2
202. 100. 99. 7 147.237.0. 200 [China . i df il ET SCAN Potential SSH Scan 1
202.100. 99. 7 147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1
36.72.228.72 147. 237. 77. 235 |I ndonesi a svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
202. 100. 99. 7 147.237.0.17 |[China mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
202.100. 99. 7 147.237.0.15 |China kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
180. 153. 153. 117|147. 237.0. 34  |Chi na tikshuv.idf.il ET SCAN Potential SSH Scan 1
161. 24, 201. 231 |147.237.76.30 |italy hivmsh i df | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
121. 40. 189. 134 |147.237.8.27 |China e.madimatal .idf.il ET SCAN Potential SSH Scan 1
88.249.106.23 |147.237.72.14 |Turkey dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
50,127 4. 191 147 237 828 |Tai ven o robi | e ke, i df | ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
202. 100. 99. 7 147.237.0.35 |China akavs. i df . i | ET SCAN Potential SSH Scan 1
36.72.228.72 147. 237. 77. 235 |l ndonesi a svivaidf.il ET SCAN NMAP -sS wi ndow 3072 1
202.100. 99. 7 147.237.0.19 |China madi matal .idf.il ET SCAN Potential SSH Scan 1
202. 100. 99. 7 147.237.0.16 [China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
180. 153. 153. 117|147.237.0. 17 |Chi na mny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
121. 40. 189. 134 [147.237.8.45 |China e.etanidf.il ET SCAN Potential SSH Scan 1
121. 40. 189. 134 |147.237.8.24 [China elifestyleidf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
81.218.2.118 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 764
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 280
98.17.84.211 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 259
54. 244, 22. 103 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 122
54.187.55.213 |lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 94
179.179. 110. 53 |Brazil 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 84
37.26. 148. 195 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 67
52.16.5.197 Lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 63
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 62
80. 216. 78. 241  |Sweden 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 62
2.52.137. 4 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 54
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 53
89. 103. 74. 103 g‘;‘;ﬂ . 147. 237.77. 216 |dover. i df . i | FS; ?Zj:sr;? SESr:g;:e: TP Invalid Lg\éileitd dsreggggg_ retransmssi on. drop 52
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 52
108.59.253.71 |lWhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 50
82.236.226.85 |Fance 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 49
77. 8. 64. 201 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 49
63.249.66.212 |lhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SN drop 47
202.45.119.33 |Australia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 46
46.19.85.7 I srael 147, 237, 72. 167 | shurimaka i ot i [ @M NG Engine: TCP Invalid invalid segnent retransmission drop 42
Ret ransni ssi on Packet dr opped.
68.180.228. 112 |lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SN drop 41
91. 63.253.135 |Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 41
188. 135. 40. 177 |Oman 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 40
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 38
109. 200. 30. 154 zi;g’gom 147. 237. 77. 216 |dover.idf .i | drop First packet isn't SN drop 36
46.121.211. 156 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 36
79.182.166. 128 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 36
50.87.144.145 |lhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SYN drop 35
89. 103. 74. 103 gg}%ﬂ . 147. 237. 77. 216 |dover. i df . i | drop First packet isn't SWN drop 34
151.80.31.112 (italy 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 33
67.168.181. 230 |Lhited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 32
213.57.109. 210 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 32
87.68.73.124 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 28
204.237.0.104 |Canada 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 27
93. 157. 82. 130 | srael 147.237.72. 167 |i shuri maka. i df . i |dr op Frst packet isn't SN drop 26
66.249.78. 166 |United Sares |147.237. 7. 216 |cover a1 | €M NG Bngine: TCP Invalid  finvalid segnent retransni ssi on drop 24
Ret r ansm ssi on Packet dr opped.
84.228.251. 6 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 23
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 22
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 22
176.12.149.37 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 22
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 22
66.249.78.173 |Wited Sates |147.237.77.216|dover.idf. il Streaning Engine: TCP Invalid invalid segnent retransmission drop 20
Ret ransni ssi on Packet dr opped.
87. 68. 146. 253 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 20
66.249.78.159 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 19
66.249.78.159 |Wnited Sates |147.237.77.216|dover.idf.il Streaning Engine: TCP Invalid  invalid segnent retransnssion drop 18
Ret r ansni ssi on Packet dr opped.
66.102.8.238  |Uited Sates |147.237.77. 216 |dover. i df i Streaning Engine: TCP Invalid invalid segnent retransnission drop 18
Ret r ansm ssi on Packet dr opped.
87.68.54. 120 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 17
31.193. 51. 80 France 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 17
46.120.29.238  |israel 147.237.77. 203 |rwbi e i1y | €AM NG Engine: TCP Invalid  invalid segnent retransnission drop 16
Ret r ansm ssi on Packet dr opped.
92.22.171. 65 Wi ted 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 15

Ki ngdom
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
46.120.29.238 |[lIsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Gode B ock 105
68.180. 229. 239 |[Lhited Sates [147.237.72.166|aka.idf.il D stributed Suspicious Response Code_Qust om Tenpor ary B ock 90
Russi an . . ]
31.184.238.101 - -2 - 147.237.72. 166 [aka. i df . i | Dstributed PHP At tenpt B ock 90
31.184. 238. 101 R‘Sf;:t”i o 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 31.184. 238. 101 B ock 75
183.12.245.90 |China 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 60
183.12.245.90 |China 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/default.aspx B ock 45
m ny- kosher - kravi . i i EVENTV/ i
216. 239. 164. 100|United Sates |147.237.0.17 my Paraneter Type Miolation _EVENTVALIDATICN in Bl ock 45
af.il mny-kosher-kravi .idf.il/tenpl ates/trai ning/traini ng. aspx
_ m ny- kosher - kr avi . i _ ,
216.239. 164. 100|Lhited Sates |147.237.0. 17 df il Dstributed I11egal Paraneter Encodi ng None 30
’ . - Unhaut hori zed URL Access to
72.9.148. 10 Lhited Sates [147.237.76.86 |navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 30
- www. chanmat z. aka. i d
180. 150. 227. 242 Okfre& Republic 1147 237.77. 226 £l PHP At enpt B ock 30
i wwwv. chamat z. aka. i d
180. 150. 227. 242 OK?rea, Republ i c 147.237.77. 226 il Unhaut hori zed URL Access to waw chanat z. aka. i df . i | /wp-1ogi n. php |Bl ock 30
66.249.67.122 [Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 30
; ; . Unhaut hori zed URL Access to
173.252.90. 231 |[whited Sates |147.237.77.216|dover.idf.il 147. 237.77. 216/ i mages/ shar ed/i df bl g | pg Bl ock 15
. . Illegal Paraneter Encodi ng searchText in
66.249.69.84  [Israel 147.237.77.74 (lawidf.il v | aw i df . |/ 275- he/ pat zar . aspx None 15
66.249. 65. 115 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1236- he/ r ef uah. aspx |B ock 15
183.12.245.90 |China 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 183. 12. 245. 90 B ock 15
37.26.149. 146 |[Israel 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ atal . aspx  |B ock 15
. . Mil tiple Fullwdth/Hal fwdth Uhi code Encodi ng on
66.249. 78. 166 |l srael 147.237.77. 216 |dover . i df . i URL/ Par amet er (+)  from 66. 249, 78. 166 Bl ock 15
66.249. 67. 134 |Israel 147.237.77. 170 |maar achot . i df . i | Uhaut hori zed URL Access to 147.237.77. 170/ robot s. t xt B ock 15
176.12. 142. 214 |Israel 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 15
46.120.169.39 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 15
Paraneter Type Mol ation
5. 29. 88. 163 I srael 147.237.76.31 |nakchal .idf.il ct1 00$Cont ent A acetbl der 1SucFagCont r ol $t xt Search in B ock 15
wane nakhal . i df . i | /1072- he/ nakhal . aspx
66. 249. 78. 52 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to waw chi nuch. aka. i df .i1/404. htm Bl ock 15
66.249.67.6 I srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 15
89.103.74.103 [Czech Republic |147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to www i df.il/aman/ sitel defaul t. asp B ock 15
37.142.188. 143 |Israel 147. 237.72. 166 |aka. i df . i | thaut hori zed LRL Access to . Bock |15
ww aka. i df . i |/ mai n/ gi yus/ waw navy.idf.il
Unhaut hori zed URL Access to
68.180.228.49 [lnited Sates |147.237.76.30 |hinush.idf.il waw chi nush. at al . i df i | /tenpl at es/ shar ed/ user cont r ol s/ header upper |B ock 15
/
. - Unhaut hori zed URL Access to
66.249.67.143 |l srael 147.237.77. 170 |maar achot . i df . i | 147.237.77. 170/ 71831- he/ nmar achot . aspx Bl ock 15
54.245.64.111 |thited Sates [147.237.77.176|nat pash. i df . il Mil ti pl e Unaut hori zed URL Access from 54. 245, 64. 111 B ock 15
79.177.63. 10 I srael 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to wawidf.il/aman B ock 15
- . Unhaut hori zed URL Access to
66.249.78.61  [Israel 147.237.0.15  |kosher-kravi.idf.il | " of i1 /tenpl ates/ | nks/ | i rks. aspx Bl ock 15
. . Unhaut hori zed URL Access to
66. 249. 67. 59 I srael 147.237.72. 166 |aka. i df . i | 147.237. 72. 166/ si p st or age/ {1 es/ 0/ 71520. plf Bl ock 15
183.12.245.90 |China 147.237.72. 166 [aka. i df . i | Unknown Parangter anp in aka.idf.il/giyus/forundefaul t.asp None 15
109.64.54.83  |israel 147.237. 72. 156 |anan. i df . i | Wnauthori zed UL Access to B ock 15
vy anan. i df . i1/ https: /v anan.idf.il/
37.187.114.171 |France 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to /xnii/ill uninator Bl ock 15
’ . . Unaut hori zed URL Access to
68.180.228.175 [Wited Sates [147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 994- 8929- he/ r ef uah. aspx Bl ock 15
66.249.67.234 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 15
54.245.64.111 |thited Sates [147.237.77.176 |mat pash. i df . il Uhaut hori zed URL Access to waw cogat . i df . i1/894-he B ock 15
82.118.237.104 |Rulgaria 147.237.77.19 [lawforumidf.il Unaut hori zed URL Access to 147.237.77.19/ Bl ock 15
66. 249. 78. 81 I srael 147.237.77. 216 |dover. i df .i | Unaut hori zed URL Access to 147.237.77.216/ robots. t xt B ock 15
. . Unhaut hori zed URL Access to
66. 249. 67. 65 I srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ rmi n/ smal i nd showbi g. aspx B ock 15
192.99.39.235 |Canada 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code B ock 15
151.80.31.112 |italy 147.237.77.216|dover.idf .l Lhaut hori zed URL Access to waw i df.il/hebrew an. . B ock 15
www. chanat z. aka. i d , - ,
37.187.114.171 |Fance 147.237.77. 226 £l Uhaut hori zed URL Access to /xmi/illumnator Bl ock 15
’ . . - Unhaut hori zed URL Access to
68.180. 229. 121 |[Wnited Sates [147.237.76.200(ei tan. aka.idf.il Wi ei tan. aka. i o i 1/ shar ed user cont rol s/ header upper/ B ock 15
66. 249. 69. 81 I srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1141-he/ atal . aspx  |B ock 15
66. 249. 65. 34 I sr ael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1606- he/ r ef uah. aspx |B ock 15
31.184. 238. 101 F“Sf;;”i on 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df .il/mai n/giyus/index. php |Bl ock 15
85. 64.184. 145 |l srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 15
. . Unhaut hori zed URL Access to
66.249.78.88  |Israel 147.237.77. 216 |dover . i df . i | 147. 237.77. 216/ appl - app-Si t e- associ at i on Bl ock 15
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