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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1795
105. 104. 193. 117 Ageria 147.237.77.216 dover.idf.il DOS- LA C- TCP- 80- cat dest - r eset 320
66. 249. 69. 76 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 305
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 133
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 109
46. 19. 86. 252 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 34
37.142. 215. 95 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
176.12.143. 102 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 15
5.29. 235. 199 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
185. 32. 179. 189 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 11
212.252.96.7 Tur key 147.237.77.216 dover.idf.il SYNHood full table drop 8
79.182.180. 125 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
105. 105. 56. 34 Ageria 147.237.77. 216 dover.idf.il SYNHood full table drop 8
79.183. 136. 14 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 8
109. 160. 134. 232 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
176. 12. 143. 240 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
66. 249. 75. 68 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 6
46.19. 86. 144 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
41.176. 233. 145 Egypt 147.237.77.216 dover.idf.il SYNHood full table dr op 5
79. 176. 5. 82 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 5
212.179. 34. 154 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
207.232.21. 105 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
46. 19. 86. 252 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 4
79.176. 5. 82 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
62.219. 113. 83 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 4
85. 65. 100. 195 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
73.198. 40. 33 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table drop 3
212.76.122. 164 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 3
109. 67. 33. 188 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 3
84.109. 116. 236 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
5.29.117. 43 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
79.183.61. 177 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 3
89. 139. 34. 162 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
62. 219. 254. 22 | srael 147.237.72. 167 ishurimaka.idf.il|B ock Wdp Al Nets drop 3
176. 13. 19. 241 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
46. 121. 65. 226 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
109. 75. 67. 73 Lebanon 147.237.77.216 dover.idf.il SYNHood full table drop 3
37. 46. 36. 95 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
62.219. 254. 22 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp Al Nets drop 3
109. 67. 33. 188 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
37.26. 149. 150 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
87.69. 79. 82 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
2.54.55. 185 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 2
176. 13. 20. 36 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
85. 65. 48. 186 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
37. 26. 149. 150 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 2
212.179.21.194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
176. 13. 5. 250 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
109. 67. 54. 201 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Count

105. 104. 193. 117 Ageria 147.237.77. 216 dover.idf.il 10725: TCP: LQ C DDoS Tool B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 10
79.183. 34. 40 147.237.76.30 |lsrael hi nush. i df i | ET DCB Large amount of TGP ZeroWndow - Possible N ller2 9
DDos attack
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
66. 249. 67. 13 147.237.72. 166 |Lhited Sates |akaidf.il ET SCAN NVAP -sA (2) 2
66. 249. 67. 27 147.237.77.170|Wited Sates  |mmarachot.idf.il ET SCAN NVAP -sSA (2) 2
46.120. 182. 241 |(147. 237.72. 166 || srael aka.idf.il portscan: TGP D stributed Portscan 1
207 232, 21. 105 |147. 237 72. 166 |1 <t ael akaidh il ET DOS Large anount of TCP Zer oWndow - Possible Nkiller2 1
DDos attack
14.141. 156. 27  |147.237.76.201 |India eatal.idf.il ET SCAN NMVAP -sS wi ndow 3072 1
14.141. 156. 27  |147.237.76. 201 |Indi a eatal.idf.il ET SCAN NVAP -f -sS 1
163.53. 247. 23  |147.237.77. 235 |Macau svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
131. 109. 15. 2 147.237.76.86 |[Lhited Sates [navy.idf.il ET SCAN NVAP -sS w ndow 3072 1
131.109. 15. 2 147.237.76.86 |lhited Sates navy.idf.il ET SCAN NVAP -f -sS 1
103.31.80.162 [147.237.8.14 |Pakistan e.orchot.idf.il ET SCAN Potential SSH Scan 1
210. 61. 150. 154 |147.237. 77. 226 |Tai wan www chanat z. aka. i df . il |ET SCAN NVAP -sS wi ndow 1024 1
199. 101. 186. 134|147.237.8.27 |Lhited Sates |e.nadimatal.idf.il ET SCAN NMAP -sS wi ndow 4096 1
14.141.156. 27  [147.237.76. 201 |Indi a eatal.idf.il ET SCAN NVAP -sS wi ndow 2048 1
193.107. 16. 206 |147. 237. 76. 44 23::;'}0'1 e.refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
163.53.247. 23  |147.237. 72. 217 |Macau eidf.il ET SCAN NVAP -sS wi ndow 1024 1
131. 109. 15. 2 147.237.76.86 |[Lhited Sates [navy.idf.il ET SCAN NVAP -sS w ndow 2048 1
105. 104. 193. 117(147. 237.77. 216 |A geri a dover.idf.il ET OMT—E.VEMS I nbound Low Qrbit Ton Gannon LA C DDOS 1
Tool desu string
93.87 189, 73 147 237 0. 33 il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
210. 61. 150. 154 [147.237. 77. 226 |Tai wan ww chanat z. aka. i df . i | |ET SCAN NVAP -sS wi ndow 3072 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action ‘Count
79. 180. 8. 209 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 777
24.22.209. 148 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 290
62.209. 8. 77 Bahrai n 147.237.77. 216 dover.idf.il drop First packet isn't drop 238
185.118. 25. 34 147.237.77. 216 dover.idf.il drop First packet isn't drop 207
5.29.117. 43 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 186
109. 67.53. 39 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 185
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 142
2.54.33.242 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 91
71.235.103. 149 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 86
208. 69. 40. 101 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 84
54.187.55.213 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 84
85. 250. 152. 203 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 79
212.76.122. 164 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 76
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il drop First packet isn't drop 72
68. 180. 228. 112 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 69
46. 19. 86. 186 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 66
54.224.21. 23 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 64
84.108.52. 72 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 63
52. 16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 63
105. 105. 56. 34 Ageria 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 60
109. 66. 28. 94 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 58
85. 250. 166. 37 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 57
100. 100. 0. 15 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 57
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il drop First packet isn't drop 57
82.192. 68. 46 Net her | ands 147.237.77. 216 dover.idf.il drop First packet isn't drop 49
109. 64. 62. 10 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 49
77.126.41. 188 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 48
5.29.6.130 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 48
46. 19. 86. 252 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 47
95. 86. 106. 78 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop a7
41. 33. 231. 90 Egypt 147.237.77. 216 dover.idf.il drop First packet isn't drop 46
176. 13. 7. 226 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 46
176. 13. 5. 250 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 43
151. 80. 31. 112 Italy 147.237.77. 216 dover.idf.il drop First packet isn't drop 43
109. 87.134. 173 Wkrai ne 147.237.77. 216 dover.idf.il drop First packet isn't drop 42
85. 64. 119. 137 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 42
109. 226. 17. 47 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 40
207. 46.13. 170 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 40
50. 186. 227. 230 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 40
62.228. 35. 42 Cyprus 147.237.77. 216 dover.idf.il drop First packet isn't drop 40
99. 120. 240. 105 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 39
37.26.148. 171 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 39
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 38
108. 46. 27. 49 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 35
5.22.130. 121 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 35
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il drop First packet isn't drop 35
66. 249. 83. 158 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 34
109. 75. 67. 73 Lebanon 147.237.77. 216 dover.idf.il drop First packet isn't drop 33
31.210.179. 39 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 33
176. 228. 88. 237 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 33
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
2.54.162. 119 | srael 147.237.77.243|nobi | e. i df . i | O stributed Whaut hori zed URL Access on nobi | e.idf.il/sachar/index |B ock 60
46.116. 29. 60 | srael 147.237.77.243|nobi | e. i df . i | D stributed Lhaut hori zed URL Access on nobil e.idf.il/sachar/index |B ock 45
79.183.182.211 [israel 147.237.72. 166 [aka. i df . i | Dstributed PHP Attenpt B ock 45
46.121.132. 157 |[Israel 147.237.77.216|dover. i df .i | Distributed Wauthorized URL Access on waw i df .il/aman B ock 45
. . D stributed Uhauthori zed URL Access on
79.183.182.211 [lIsrael 147.237.72. 166 |aka. i df . i | wiw aka. i of . i 1/ aj ax/ updat est at us. php B ock 45
66.249.67.122 [Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 30
-kosher -kravi . idf.i i '
80.230.16.51 | srael 147.237.0.16 |V Paraneter Type Mol ation Returntfl in- Bl ock 30
| ny-kosher-kravi .idf.il/tenpl ates/| ogi n/| ogi n. aspx
: . . Unaut hori zed URL Access to
72.9.148.10 Lhited Sates |147.237.76.86 |navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx B ock 30
m ny- kosher -kravi . i d
77.127.169. 94 | srael 147.237.0. 17 f Inly Dstributed I11egal Parangeter Encodi ng None 30
m ny- kosher - kravi . i d _ _
176. 13. 7. 207 | srael 147.237.0. 17 £l Dstributed I11egal Paraneter Encodi ng None 30
. . Unaut hori zed Met hod HEAD f or
37.26.148.196 |Israel 147.237.72. 166 |aka. i df . i | aka. i f i1/ nai v sachar/vi evpays! i p. aspx B ock 30
62.219.113.83 |[lIsrael 147.237.77.216|dover . i df . i | Distributed Whaut hori zed URL Access on waw i df.i|/anan B ock 15
85.64.216.75  |Israel 147.237.72. 166 |aka. i df . i | Unknown Parameter _M EVBTATEENCRYPTED | n None 15
ww aka. i df . i |/ nmai n/ sachar/ nai | box. aspx
178.183. 11. 226 |Pol and 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 15
79.183.190.91 [israel 147. 237. 72. 166 |aka. i df . i | Ostributed Paraneter Fead cly Mol ati on None 15
wan aka. i df . i |/ mai n/ sachar/ f or got passwor d. aspx par anet er
] . . Paraneter Type M ol ati on PageNumin
68.180.230.29 |Wnited States |147.237.77. 176 |nat pash. i df . i | v cogat i df i 1/ 1043- ar/ cogat . asp B ock 15
. . Uhaut hori zed URL Access to
109. 186. 172. 239]l srael 147.237.72. 166 |aka. i df . i | vaww aka. i df i | / chanat 2/ gene. . .t d=39093&doci d= B ock 15
105. 105.56.34 |Ageria 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77.216/ B ock 15
84.108.184.198 |[Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 15
46. 19. 85. 194 I srael 147.237.76.42 |refuah.idf.il Mal formed URL B ock 15
. . Ml tiple Fullwdth/Hal fw dth Lhi code Encodi ng on URY Par anet er (+)
176.13.4. 23 I srael 147.237.72. 166 |aka. i df . i | from 176. 13. 4. 23 B ock 15
79. 181. 140. 210 |l srael 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw idf.il/894-en Bl ock 15
109. 67.100.21 |israel 147.237.76.86 |navy.idf.il PHP At t enpt B ock 15
66.249.78.198 |[lIsrael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to waw nakhal .idf.il/ B ock 15
66.102. 9. 101 Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwwu i df.il/1294-en/wan idf.il/english |B ock 15
85 250. 169. 101 |1 srael 147.237. 72. 166 |aka. i df . i | Unknown 'Pare.met er ctIOO$ctIOO$9phh/a| n$cphSachar $ct 109 in None 15
wwn aka. i df . i1/ nai n/ sachar/ paysl i ps. aspx
. . Paraneter Read Qnly Molation in
188. 120. 132. 157l srael 147.237.72. 166 |aka. i df . i | v aka i df . i 1/ mai n/ sachar /£ or got passvor d. aspx None 15
109. 226.17. 47 |l srael 147.237.77.216|dover. i df .i | Dstributed Lhaut hori zed URL Access on waw i df.il/aman Bl ock 15
109. 64. 118. 156 |Israel 147.237.77.216|dover . i df . i | Distributed Whaut hori zed LRL Access on waw i df.i|/anan B ock 15
. . Uhaut hori zed URL Access to
66. 249. 67. 242 |Israel 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ yohal an/ f or uns/ f or Uns. asp B ock 15
84.111. 4. 168 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 15
46.19. 85. 194 I srael 147.237.76.42 |refuah.idf.il Unknown HTTP Request Method sdch in URL B ock 15
176.13.4.93 I srael 147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to navy.idf.il/1132-8864. he Bl ock 15
. . D stributed Uhauthori zed URL Access on
79.182.194. 134 |Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 15
109. 67.100. 21 |l srael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to ww navy. i df.il/aj ax/ updat est at us. php |Bl ock 15
68.180.228. 112 |lhited Sates |147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 15
66. 249. 67. 13 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 66.249. 67. 13 B ock 15
87. 69. 38. 40 | srael 147.237.77. 216 |dover.i df .i | Distributed Unauthorized URL Access on wa i df.il/anman B ock 15
37.26.147.130 |[lIsrael 147.237.77. 216 |dover. i df . i | Distributed Wauthorized URL Access on waw i df .il/aman B ock 15
192. 115. 100. 190|I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for www aka. i df . i/ edi ni mai n/ B ock 15
83.130.111.5 [Israel 147. 237.72. 166 |aka. i df . i | thknown Paraneter _\| BASTATEENCRYPTED I n None 15
wan aka. i df . i |/ mai n/ sachar/ decl ar at i onof enpl oynent . aspx
. . D stributed Uhauthori zed URL Access on
149. 88. 60. 234 |l srael 147.237.72. 166 |aka. i df . i | ww aka. i o i1/ htt ps: /v aka, i df i1/ B ock 15
109. 64. 209.50 | srael 147.237. 72. 156 |anan. i df . i | Wnauthori zed UL Access to B ock 15
wan anan. i df i |/ https: /ww anan.idf.il/
. . Unaut hori zed URL Access to
66.249. 67.250 |[lIsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 15
84.228.130. 181 |lsrael 147.237.77. 216 |dover.i df .i | Distributed Unauthorized URL Access on wa i df .il/anman B ock 15
109. 67. 201. 7 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df i/ main/ Bl ock 15
] . . Paraneter Type Mol ati on PageNumin
68.180.228. 112 |lhited Sates |147.237.77. 216 |dover. i df .i| v i df i 1/ 1399- en/ dover . aspx Bl ock 15
66. 249. 67. 13 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . il/925-he/ chi nuch. aspx |B ock 15
87.69. 79. 82 I srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to nobile.idf.il/authentication/index Bl ock 15
84.108. 138. 127 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Lhaut hori zed URL Access on nobi | e.idf.il/sachar/index |B ock 15
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