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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
66. 249. 67. 34 Lhited Sates 147.237.77.170 naar achot . i df . il | TGP handshake viol ation, first packet not syn |drop 10060
66. 249. 69. 76 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 2750
66. 249. 67. 20 Lhited Sates 147.237.77. 170 naar achot . i df . il | TGP handshake vi ol ation, first packet not syn |drop 2691
66. 249. 67. 27 Lhited Sates 147.237.77. 170 naar achot . i df . il | TGP handshake viol ation, first packet not syn |drop 2689
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1789
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 470
66. 249. 67. 13 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |[drop 185
66. 249. 75. 76 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 110
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 98
46. 19. 86. 225 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 85
94. 242. 224. 228 Luxenmbour g 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 80
66. 249. 69. 84 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 79
66. 249. 78. 173 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |[drop 41
79.183. 12. 53 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 30
77.126.99. 195 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 18
46.19. 86. 225 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 17
5.29.249.7 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 15
99. 88. 155. 62 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table drop 14
79.180. 22. 43 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 11
176.12. 137. 80 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 10
185. 118. 25. 33 147.237.77. 216 dover.idf.il SYNHood full table drop 9
31.168. 186. 101 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 8

85. 64. 27. 240 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
5.22.129. 148 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
79.178.194. 197 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6

62. 219. 254, 22 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets dr op 6
31.168.186.101 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 6
87.68. 49. 110 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 6

79. 180. 153. 93 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 6
5.22.129.210 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 5
176. 12. 141. 220 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
5.22.130. 75 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 5
37.142.64. 37 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5

46. 19. 85. 70 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 4
10.0.0. 2 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 4
176. 12. 141. 220 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 4
79.180. 22. 43 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 4

66. 249. 78. 166 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4
109. 66. 51. 92 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4

80. 246. 136. 231 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 3
2.54.151.75 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
176. 13. 6. 236 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
82.132.227. 148 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il SYNHood full table drop 3
109. 65. 28. 145 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 3
209. 212. 21. 182 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 3
146.185.57. 7 | srael 147.237.77.216 dover.idf.il Bl ock_Udp Al Nets drop 3

66. 249. 67. 6 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |[drop 3

89. 139. 13. 186 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
2.54.146. 40 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
109. 64. 201. 212 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 3
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Oount

109. 65. 174. 52 I srael 147. 237.76. 42 refuah.idf.il |ClL000004: HTTP. options nethod (M crosoft) B ock 2
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|Top Attackers In |D|

Attacker Address |Target Address Aotr;uiikre; Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 9
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
66.249.67.122 |147.237.72. 166 |Wited Sates |[aka idf.il ET SCAN NVAP -sA (2) 2
77.125.99.134  |147.237.77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
46.151.54.209 [147.237.77.170|krai ne maar achot . i df .i | ET SCAN NVAP -sS wi ndow 1024 1
45.79.176.194 |147.237.76. 202 e halag.idf.il ET SCAN Potential SSH Scan 1
43.229.53. 89 147.237.0.17 |Japan mny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
199. 101. 186. 159|147. 237. 77. 234 |Lhited Sates |halag.idf.il ET SCAN NMAP -sS wi ndow 4096 1
12.216.138. 71  |147.237.77.226|lhited Sates |wwuchanatz. aka.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
199. 101. 186. 159|147. 237. 77. 234 |Uhited Sates |halag.idf.il ET SCAN NVAP -f -sS 1
109. 67. 170. 158 |147.237. 72. 166 |I srael aka.idf.il portscan: TP D stributed Portscan 1
84.111.5. 122 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
46.19. 86. 184 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
43.229. 53. 89 147.237.0.34 |Japan tikshuv.idf.il ET SCAN Potential SSH Scan 1
199. 101. 186. 159|147. 237. 77. 234 |thited Sates |halag.idf.il ET SCAN NVAP -sS w ndow 2048 1
197.0. 2. 246 147.237.77. 216 |Tunisia dover.idf.il portscan: TCP D stributed Portscan 1
178, 150. 242. 68 |147 237 8. 28 |Ukraine o nobi | e ke.i df | ET SI:AN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
85. 64. 2. 61 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address ‘ Ste

‘Signature

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

149. 88. 8. 124 | srael 147.237. 76. 200 |ei tan. aka. i df . i Ret r ansni ssi on Packet dr opped. drop 624
185.118. 25. 34 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 534
5.102.212.184 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 443
37.240. 56. 33 Saudi Arabia 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SWN drop 186
176. 0. 89. 154 Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 154
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 151
91.228.167.130 [Jovakia 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 148
93. 169. 136. 157 |Romani a 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 140
89. 108. 144. 114 |Lebanon 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 89
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 77
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 75
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 74
94,242, 224. 228 |Luxenbourg 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 73
2.54.183.33 I srael 147.237.76.86 |navy.idf.il Streaning Engine: TCP Invalid  invalid segnent retransmission drop 72
Ret r ansmi ssi on Packet dr opped.
83. 82. 66. 162 Net her | ands 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 70
46. 19. 86. 120 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 66
78. 95. 200. 53 Ronani a 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 62
205.203.135.1 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 59
94. 242. 243. 250 |Luxenbourg 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 58
31.168.142.42 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 56
149.78.248.0 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 55
46. 19. 86. 225 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 54
84.108. 189. 213 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 54
89.187.220.21 |Lebanon 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 49
46.19.86.75 I srael 14723772, 166 |aka icr. i | €AM NG Engine: TCP Invalid invalid segnent retransnission drop 48
Ret r ansn ssi on Packet dr opped.
212.76.115. 244 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 47
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 46
213.151. 32. 163 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 44
87. 69. 39. 95 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 44
188. 139. 226. 162 erlugﬂ ﬁrab 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 42
46.153.5. 41 Saudi Arabia 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 42
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 42
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 41
37.26.148.210 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 41
151. 80. 31. 112 Italy 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 39
79.182.184.114 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 38
213.8.129.132 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 37
84.111.5.122 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 37
17.142.156.109 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 36
199. 203. 186. 166|l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 35
79.180. 22. 43 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 35
109. 67. 20. 55 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 35
62.90.107.178 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 33
76.111.190.49 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 33
79.179. 18. 30 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 33
71.191.195.106 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 33
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 31
94. 180. 237. 37 gz::;”i on 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 31
79.178.194. 197 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 31
172.56.23.170 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 30
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
149.88.8.124  [Israel 147.237.76.200 |ei tan. aka. i df .i | Too My of the Sane Response Cbde (404) in Session from B ock 1380
149. 88. 8. 124
80. 246.139. 68 [Israel 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 60
m ny- kosher - kravi . i ) i
46. 117. 164. 60 | srael 147.237.0. 17 df il Ostributed |11 egal Paraneter Encoding None 60
. . . Paraneter Type M ol ati on NewPassword in
84.110. 38. 95 I srael 147.237.77. 243 |nobi | e.i df . i | nobi | e. i df . i | / sachar / changepassor d Bl ock 60
95. 35. 142. 84 I srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 95.35.142.84  |B ock 45
185.32.179.89 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 45
93. 173. 6. 150 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.il/mai n/ sachar/undefined |B ock 45
2.54.134. 153 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Gode_Qust om Tenpor ary B ock 45
. . Paranet er Type M ol ation ctl 00$Cont ent P acetbl der 1$t xt Last Nang i n
79.180.22.43  |israel 147.237.76.42 |refuah.idf.il voww ref ua. at al i o i 1/ 926- hel ref uah, aspx Bl ock 45
176. 228. 214. 151 ]I srael 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock 43
176. 228. 214. 151|I srael 147.237.72. 166 |aka. i df . i | Distributed thauthori zed LR Access on B ock 42
wwy aka. i df . i1/ aj ax/ updat est at us. php
Dstributed Paraneter Read Qnly Mol ation
37.142.175.40 |lsrael 147.237.72. 166 |aka. i df . i | v aka. i df . i |/ mai n/ gi yus/ mi yun/ mi yunpr ocessquest i onnai r e. aspx None 30
par anet er
] . . Unaut hori zed URL Access to
72.9.148. 10 Lhited States |147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 30
5.22.129. 148 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unauthorized URL Access fromb5. 22.129. 148 B ock 30
. . . Unaut hori zed URL Access to
176.12. 146. 136 |l srael 147.237.77.243|nobi | e. i df . i | nobi | e, i o i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1152 Bl ock 30
109. 64. 197. 131 |l srael 147.237.72. 166 |aka. i df . i | Dstributed PHP At enpt B ock 30
89.139.13.186 |[Israel 147.237.77.243|nobi | e.i df . i | O stributed Uhaut hori zed UR. Access on nobi | e.idf.il/sachar/index [B ock 30
m ny- kosher - kravi . i ) i
2.54.27.180 | srael 147.237.0. 17 df il Ostributed I11egal Paraneter Encoding None 30
95. 86. 108. 17 I srael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 30
85. 250. 103. 240 [l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenporary B ock 30
109. 64.197. 131 |l srael 147.237.72. 166 |aka. i df . i | Distributed tnaut hori zed LR Access on B ock 30
ww aka. i df . i | /aj ax/ updat est at us. php
. . D stributed Lhaut hori zed URL Access on
95. 86. 108. 17 I srael 147.237.72. 166 |aka. i df . i | ww aka. i df . i 1/ aj ax/ updat est at us. php B ock 30
46.19. 85. 219 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 30
5.22.130. 126 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 30
2.52.39. 243 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 30
Ostributed Paraneter Read Qnly Mol ation
79.183.136. 166 |[lIsrael 147.237.72. 166 [aka. i df . i | vy aka. i df . i |/ mai n/ gi yus/ i yun/ mi yunpr ocessquest i onnai r e. aspx None 30
par anet er
5.22.130. 126 | srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to nobile.idf.il/sachar/index Bl ock 15
. - . Unaut hori zed URL Access to
109. 64. 197. 131 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i | v chi nuch, aka. i o i 1/ aj ax/ updat est at us. php Bl ock 15
79.177.29.120 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ f avi con. i co B ock 15
2.54.12.235 I srael 147.237.72. 166 |aka. i df . i | Illegal Byte Qe Character in URL /maikapatz//res B ock 15
our ces/ i mages/ i nner page/ goback. gi f
68.64.169.226 |[Lhited Sates [147.237.0.34 |ti kshuv.idf.il D stributed Unaut hori zed HTTP Met hod B ock 15
66. 249. 67. 59 | srael 147.237.72. 166 |aka. i df . i | D stributed Wauthori zed URL Access on 147.237.72. 166/ B ock 15
176.12. 143. 251 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock 15
84.228. 36. 34 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 15
Ostributed Paraneter Read Qnly Mol ation
79.180.223.88 |Israel 147.237.72. 166 |aka. i df . i | wawe aka. i df . i |/ mai n/ gi yus/ mi yun/ mi yunpr ocessquest i onnai re. aspx  [None 15
par anet er
109. 66. 55. 147  |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 15
Dstributed Parangter Read Qnly Mol ation
109. 64.173.51  |Israel 147.237.72. 166 |aka. i df . i | v aka. i df . i |/ mai n/ gi yus/ mi yun/ mi yunpr ocessquest i onnai r e. aspx None 15
par anet er
87.69.110.202 [israel 147.237.77. 216 |dover.i df .i | D stributed Unaut hori zed LRL Access on v i df . il/anan B ock 15
66. 249. 69. 76 I srael 147.237.77.74 [lawidf.il Dstributed Il11egal Paraneter Encoding None 15
157. 55. 39. 64 Lhited Sates [147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka. i df.il/val tam B ock 15
46.19. 86. 130 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 15
31.154.176. 198 [lIsrael 147.237.77. 216 |dover . i df .i | O stributed Wauthorized URL Access on waw i df .il/aman Bl ock 15
Dstributed Paraneter Read Qily Mol ation
109. 65. 103. 20 |l srael 147.237.72. 166 [aka. i df . i | v aka. i df . i |/ mai n/ gi yus/ mi yun/ mi yunpr ocessquest i onnai r e. aspx None 15
par anet er
79.177.101. 241 [israel 147.237.77.243|nobi [ e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 15
2.54.12. 235 I srael 147.237.72. 166 [aka. i df . i | Mitiple I1legal Byte Gde Character in LRL from2.54. 12. 235 B ock 15
95. 35. 142. 84 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method HEAD for aka.idf.il/main/ sachar/ Bl ock 15
. . Unaut hori zed URL Access to
66. 249. 67. 65 I srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ si p_ st or agel {1 es/ 5/ 18205. pdf Bl ock 15
. . DO stributed Unaut hori zed URL Access on
84.228.185.52 |[Israel 147.237.72. 166 |aka. i df . i | v aka i o i1/ htt ps: /ww aka. i o i1/ Bl ock 15
. . . Unaut hori zed URL Access to
79.182.61.209 |[Israel 147.237.0.19 |nadimatal .idf.il nadi matal i df i1/ shar ed! aj ax/ updat enakat qaunt i ty. aspx Bl ock 15
41.105.178.212 |Ageria 147.237.77.216|dover . i df .i | Lhaut hori zed LRL Access to wawidf.il/arr/ Bl ock 15
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