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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1525
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 870
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 336
212.235.47.178 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
176. 13. 14. 118 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
46.19. 86. 171 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 14
176. 12. 150. 94 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 10
117.193.121. 156 Indi a 147.237.77. 216 dover.idf.il SYNHood full table drop 9
79.181. 108. 195 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
100. 100. 92. 146 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 7
109. 186. 77. 216 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
79.179. 147. 23 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
46. 19. 86. 107 | srael 147.237.77.216 dover.idf.il SWNHood full table drop 4
2.52.166. 75 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
220.134. 147. 132 Tai wan 147.237.77. 216 dover.idf.il SYNHood full table drop 3
79.183.161. 134 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 3
46. 117. 245. 122 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 3
109. 64. 131. 234 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
80. 246. 136. 122 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 2
80. 246. 137. 60 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
49. 144. 154. 61 Phi | i ppi nes 147.237.77. 216 dover.idf.il SYNHood full table drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
185. 32. 179. 240 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
5. 102. 254. 68 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
149. 78. 154. 69 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
49. 144, 154. 61 Phi | i ppi nes 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
31. 210. 187. 194 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
188.138. 1. 218 Cer many 147.237.76. 38 eeneitav.idf.i|B ock Wdp All Nets drop 1
5. 102. 254. 68 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
77.127.238. 52 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
46. 19. 85. 28 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 1
176. 228. 52. 20 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
141.212.122. 161 Lhited Sates 147.237.76. 177 ncore.idf.il B ock_Udp Al Nets drop 1
5.102. 254. 110 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
212.199. 144. 80 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
109. 64. 131. 234 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
46. 19. 85. 188 | srael 147.237.77.216 dover.idf.il SWNHood full table drop 1
176. 228. 52. 20 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
141.212. 122. 168 Lhited Sates 147. 237. 76. 200 eitan.aka. idf.il |B ock Wdp All Nets drop 1
14, 132.117. 155 Japan 147.237.76. 176 test.ncore.idf.i|B ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Device Action |Oount
218.77.97. 88 Chi na 147.237.77.216  |dover.idf.i| [8479: HITP. Suspicious HITP Request B ock 1
66. 249. 78. 166 I srael 147.237.77.216 |dover.idf.i| |Cl1000108: HITP. Trying to | ocate existing FQ<editor B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |9te |Signature |Count\
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 5
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
46.116. 189. 175 |(147.237.77. 216 |l srael dover.idf.il http_i nspect: MULTI PLE HCST HEADERS DETECTED 3
66. 249. 69. 92 147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 2
85. 65. 2. 220 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
81.218. 8. 170 147, 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
212.76.103. 228 |147.237.77.216|Israel dover.idf.il portscan: TCQP D stributed Portscan 1
79.180.204. 33  [147.237.77. 216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
201. 194. 234. 230|147.237.8.28 |Qusta Rca e.nobi | e-ks.idf.il ET SOAN Behavi oral Lhusual ly fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
5.29.247. 4 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
79. 177. 8. 240 147.237. 72. 166 |I srael aka.idf.il portscan: TP D stributed Portscan 1
185. 13. 194. 187 |147.237. 72. 166 |I srael aka idf.il portscan: TCP D stributed Portscan 1
66.177.37.171 |147.237.77.216|lhited Sates dover.idf.il portscan: TGP D stributed Portscan 1
109. 67. 104. 57  |147.237.77. 216 |I srael dover.idf.il portscan: TP D stributed Portscan 1
46.166. 188. 68  [147.237.77. 74 |Nether| ands lawidf.il ET SCAN Potential SSH Scan 1
109. 65. 73. 145  [147. 237. 72. 166 |I srael aka.idf.il portscan: TGP D stributed Portscan 1
46.166.188. 68  |147.237.76. 44 [Netherl ands e.refush.idf.il |ET SCAN Potential SSH Scan 1
89.248.172. 199 |147.237.76. 177 |Net her | ands ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.120.57.241 |147.237.72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan 1
84.108. 136. 128 |[147.237.72. 166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
212.179.90. 106 |[147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
46.19. 86. 177 147.237.72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan 1
79.181. 171. 103 |[147.237.72. 166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
212.71.233.137 |147.237.8.24 |United K ngdom elifestyleidf.il|ET SCAN Potenti al SSH Scan 1
31.184.242.17 |147.237.77. 216 |Russi an Federation dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
79.179. 147. 198 |[147.237.72. 166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
2.54.31.75 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
198. 20. 69. 74 147.237.76. 199 |Lhited Sates e.nakchal .idf.il |ET DROP Dshi el d B ock Listed Source 1
79.176. 118. 193 |[147.237. 77. 216 |l srael dover.idf.il portscan: TP D stributed Portscan 1
188. 161. 237. 67 |147.237.77.216 Zazlcis;iie”;a” Territorys Noover. i . il portscan: TGP D stributed Portscan 1
66. 249. 67. 34 147.237.77. 170 |Lhited Sates mearachot.idf.il [ET SCAN NVAP -sA (2) 1
139. 162. 158. 126|147. 237. 76. 197 [Net her | ands ehimsh.idf.il |ET SCAN Potential SSH Scan 1
46.166. 188. 68  [147.237. 77. 178 |Net her| ands ematpash.idf.il |ET SCAN Potential SSH Scan 1
109. 66. 154. 160 |147.237.77. 216 |Israel dover.idf.il portscan: TGP D stributed Portscan 1
46.166.188.68  |147.237. 76. 147 [Net her | ands chinuch. aka.i df .i l|ET SCAN Potential SSH Scan 1
109. 65. 3. 253 147.237. 72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
46.166. 188. 68  [147.237.72. 217 [Net her | ands eidf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
80.178.98. 2 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2817
197.0. 2. 246 Tuni si a 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 1549
77.126.21.105 |israel 147.237.76. 200 [ei tan aka i o1 | €3M NG Engine: TCP Invalid — invalid segnent retransmssion drop 627
Ret r ansni ssi on Packet dr opped.
41.237.65.166 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 284
212.76.103. 228 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 270
38.111.147.88 |lhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SYN drop 247
79.183.161. 134 |Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 139
46.19.85.188  |Israel 147,237, 77. 243 |mbil e i 11 | S NG Engine: TCP Invalid  invalid segnent retransmission drop 120
Ret ransni ssi on Packet dr opped.
46. 114. 115.58  |Ger nany 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 102
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 93
46. 19. 86. 20 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 87
212.117. 154. 242|I srael 147, 237, 76. 200 |eitan aka i i1 [ @M NG Engine: TP Invalid invalid segnent retransnission drop 86
Ret r ansm ssi on Packet dr opped.
46. 120. 5. 59 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 82
91.228.167. 130 |Yovakia 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 81
176.13.17.195 [Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence mdr;f,r:c':rit Wth different monitor |72
212.116. 166. 10 |Israel 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 65
91.228.167.109 |[Sovakia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 62
52.16.5.197 Lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 60
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 55
46.121.81.1 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 54
100. 100. 112. 150 147.237.72. 166 |aka. i df . i drop Frst packet isn't SN drop 49
176. 12. 145. 112 |l srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 48
109. 186. 36. 34 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 48
173.71.53.129 |lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 47
50.150. 181. 57 |lhited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 45
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 45
109. 67. 140. 244 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 43
84.108. 214. 39 | srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 42
37. 26. 146. 133 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 42
79.181.184. 154 |Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence mdﬁvrsin;n;t Wth different moni tor (39
197.120.73.89 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 38
80. 12. 35. 245 France 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 35
84.95.57. 153 | srael 147.237. 72. 167 |i shuri maka.i df . i [dr op First packet isn't SYN drop 35
100. 100. 39. 27 147.237.72. 166 |aka. i df.il drop First packet isn't SN drop 35
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 34
109. 66. 35. 77 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 34
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 33
37.26.148.176 | srael 147.237.72. 166 |aka.idf.il dr op Frst packet isn't SN drop 33
2.54.30. 88 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 31
82. 166. 24. 60 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 31
109.67.97.17  |Israel 147,237, 77. 243 |mbil e icf. i1 |2 €M NG Bngine: TP Invalid invalid segnent retransnission drop 30
Ret r ansm ssi on Packet dr opped.
54.244.22.103 |lhited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 29
212.179. 90. 106 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 28
46. 19. 85. 101 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 28
79.178. 22. 56 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 27
31.168. 14. 130 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 25
46. 19. 85. 142 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 24
151. 80. 31. 112 Italy 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 24
100. 100. 52. 36 147.237.72. 166 |aka.i df .i | drop First packet isn't SN drop 24
100. 100. 58. 175 147.237.72. 166 |aka. i df . i drop Frst packet isn't SN drop 24
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qount ry Target Address [Site Sgnature Acti on ‘Count
77.126.21.105 |[lIsrael 147.237.76.200|eitan. aka. i df .i| [Dstributed Too Many of the Sane Response Code (404) B ock 1786
46.117. 129. 238 |l srael 147.237.76. 200 |ei t an. aka. i df . i | Igf’l'\l";r_'ylg_ tzgg Sane Response Cbde (404) in Session from Bl ock 825
197. 0. 2. 246 Tuni si a 147.237.77. 216 |dover.i df . il Post Request - Mssing Content Type from197.0.2. 246 B ock 452
46.19.85.188 |Israel 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 330
46.117.213.53 |Israel 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock 120
85. 64. 155. 227 |Israel 147.237.72. 167 i shuri maka. i df . i|D stributed Too Miny of the Sane Response Code (404) B ock 120
46.117.213.53 [Israel 147.237. 72. 166 |aka. i df . i | \?;A:Vt ;L:“itjﬁ iﬂagjftai‘;rljpzd‘:feit ﬁg?gﬁ; on B ock 120
2.54.152.181 |Israel 147.237.72. 166 [aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 119
109. 67.97.17 |lsrael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 105
DOstributed Paraneter Read Qnly Mol ation
87.69. 35. 16 I srael 147.237.72. 166 [aka. i df . i | w aka. i df . i |/ mai n/ gi yus/ mi yun/ m yunpr ocessquest i onnai re. aspx  [None 90
par anet er

149.78.11.91 |[Israel 147.237.72. 166 [aka. i df . i | O stributed PHP At tenpt B ock 90
46.117.76.120 |lsrael 147.237.72. 166 [aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 90
176.13.1.31 | srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Qode B ock 90
149.78.11.91 |Israel 147. 237.72. 166 |aka. i df . i | m;gﬂtgﬁ iﬂ?;‘;ﬂjpﬁifé’?;tﬁfzﬁ; on B ock 90
149. 88. 182. 151 |l srael 147.237.72. 166 |aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 90
84. 228. 195. 253 || srael 147.237.72.167|i shuri maka. i df . i|D stributed Too Many of the Sane Response Code (404) B ock 75
46.19.85.159 |Israel 147.237.72.167|i shuri maka. i df . ifD stributed Too Many of the Sane Response Code (404) B ock 60
37. 142. 213. 153 |I srael 147.237. 72. 166 |aka. i df . i | mnai?i Efrﬁr;er:;;/ wagﬁmTfD in None 60
2.54.179.59 I srael 147.237.77.243|mobi l e. i df . i | D stributed Whaut hori zed URL Access on nobil e.idf.il/sachar/index |B ock 60
85. 250. 69. 203 |l srael 147.237.72. 166 [aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 60
37.26.146. 202 |lIsrael 147.237.72.166|aka. i df . i | D stributed Too Many of the Sane Response Code (404) B ock 45
188. 161. 237. 67 g‘zlcisgiig;a” Territoryiy 47, 237. 77. 216 |dover . i df . i | Mil tipl e Unaut hori zed URL Access from 188. 161. 237. 67 B ock 45
149. 88. 108. 188 |l srael 147.237.72. 166 |aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 45
109. 66. 186. 82 |Israel 147.237.72. 166 |aka. i df . i | Mul tipl e Unaut hori zed Method for Known URL from 109. 66. 186.82 |H ock 45
5.22.130.103 |[Israel 147.237.77.216|dover. i df . il D stributed WUnhaut hori zed URL Access on wa i df.il/anan B ock 45
89.139.5. 25 | srael 147.237.72. 166 |aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 45
157.55.39.23 |Lhited Sates 147.237.72.167|i shuri maka. i df . i|D stributed Too Many of the Sane Response Code (404) B ock 30
72.9.148.10  |Uiited Sates 147.237.76.86 [navy. i df .il m”tngsry' e R e navy. aspx. asp Bock |30
109. 160. 133. 3 |l srael 147.237.77. 216 |dover . i df . i | Distributed PHP Attenpt Bl ock 30
207.46.13.69 |Lhited Sates 147.237.72. 166 [aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 30
5.28.132.218 |Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unknown HTTP Request Method from 5. 28. 132. 218 B ock 30
5.28.132.218 |[lIsrael 147.237.72.166|aka. i df . i | Mil tiple Abnormal |y Long Request from5.28.132. 218 B ock 30
84.111.39.77 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for ww aka. i df.il/mai n/ sachar/ mas. aspx Bl ock 30
109. 160. 133. 3 [lIsrael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to wwu i df.il/aj ax/ updat est at us. php B ock 30
79.183.135.54 |[lIsrael 147.237.72.166|aka. i df . i | D stributed Too Many of the Sane Response Code (404) B ock 30
68.180.228. 112 |Lhited Sates 147.237.77.216|dover.idf.il D stributed Suspicious Response Code B ock 30
5.28.132.218 |Israel 147.237. 72. 166 |aka. i df . i | M P gl Brre (e Craracter Tn Feader fane from Bock  [30
188. 161. 237. 67 (';ajcis;iig;a” Territoryyy 47 237.77. 216 |dover . i df . i | PHP Att enpt B ock 30
85. 65. 83. 87 I srael 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock 30
5.28.132.218 |[Israel 147.237.72. 166 |aka. i df . i | Mil tiple Ml formed URL fromb5. 28.132. 218 Bl ock 30
85.65.83.87  |Israel 147. 237.72. 166 |aka. i df . i | m;gﬂtgﬁ iﬂ?;‘;ﬂjpﬁifé’?;tﬁfzﬁ; on B ock 30
109. 66. 186. 82 |Israel 147.237.72. 166 |aka. i df . i | mu;?;rii dzf‘.e?l ?En;hgfhm;(;zl (. aspx B ock 30
85. 250. 191. 177 |I srael 147.237.72. 166 [aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 30
5.28.132.218 |Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in Mthod froms. 28. 132. 218 B ock 30
5.28.132.218 |[lIsrael 147.237.72.166|aka. i df . i | Mitiple Illegal HITP \ersion fromb5. 28. 132. 218 B ock 29
79.183.9. 61 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 15
109. 160. 133. 3 |Israel 147.237.72.167|i shuri maka. i df . i|Dstributed PP Attenpt Bl ock 15
93.173.172. 181 [l srael 147.237.72.166|aka. i df . i | Ostributed PHP Attenpt B ock 15
77.127.57.1  |israel 147. 237.72. 166 |aka. i df . i | m;(:”it;d_ iwﬁta';(;rljpzdz?eg&tﬁ?zﬁg on B ock 15
207.46.13.56 |lLhited Sates 147.237.72. 166 |aka. i df . i | Di stributed Suspici ous Response Code_Qust om Tenpor ary B ock 15
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