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|Top Attackers | n DDoS- Def ence |

Attacker Attacker Country ‘Target

‘Signature

Address Address

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 11216
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 1038
0.0.0.0 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 494
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 244
176. 13. 16. 131 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 98
176. 13. 18. 35 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 87
132. 68. 18. 124 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 49
79.176.173. 100 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 35
109. 66. 174. 120 | srael 147.237.77.216 dover.idf.il SWNHood full table drop 29
79.181.177. 202 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
46.19. 85. 213 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
80. 246. 136. 147 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 9
93.173. 169. 12 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
71.168. 137. 101 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table dr op 7
212.179.21. 194 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 7
176. 13. 17. 24 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 6
37.26. 146. 158 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
79.179. 145. 251 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 6
109. 67. 116. 95 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
79.179. 145. 251 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 6
62. 219. 254, 22 | srael 147.237.77. 216 dover.idf.il ock_Udp All _Nets drop 6
84. 229. 35. 194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
46. 19. 86. 240 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
79.176. 62. 46 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
46. 19. 86. 240 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 5
85.130. 252. 111 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
2.52.8.197 | srael 147.237.77.216 dover.idf.il SWNHood full table drop 4
62.90. 126. 167 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 4
132. 73. 200. 27 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 4
85. 65. 49. 218 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 4
80. 246. 136. 147 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 4
109. 65. 62. 165 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
82.166. 22. 118 | srael 147.237.77.216 dover.idf.il SWNHood full table dr op 4
82. 80. 55. 48 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
176.13. 11. 199 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
93. 173. 159. 225 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 3
62. 219. 254. 22 | srael 147.237.72. 167 ishurimaka.idf.il |B ock Udp Al _Nets drop 3
176. 13. 19. 204 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 3
5.22.130. 161 | srael 147.237.77.216 dover.idf.il SWNHood full table dr op 3
46. 19. 86. 151 I srael 147.237.77. 216 dover.idf.il I;]; handshake viol ation, first packet not |, ) 2
82.166. 22. 61 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
46.19. 85. 213 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
109. 186. 142. 71 | srael 147.237.77.216 dover.idf.il SWNHood full table dr op 2
37.142.64. 17 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
46. 19. 86. 47 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
79.181.177. 38 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
71.6.135.131 Lhited Sates 147.237. 76. 148 gocenter. aka. i df.il|B ock Wdp Al _Nets drop 1
46.174.52. 26 Russi an Federation 147.237.76. 34 yohal an.idf.il ock Wp Al _Nets drop 1
37.203. 25. 94 Lkr ai ne 147.237.76. 198 e.yohal an.idf.il ock_Udp All _Nets dr op 1
185. 5. 222. 138 zlcisgi'géa” ferritory, 147. 237. 76. 86 navy. i df i B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
116. 220. 166. 124 147.237.77.216 Japan dover.idf.il portscan: TGP D stributed Portscan 2
85. 250. 134. 196 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
212.7.209.9 147.237.77. 233 Net her | ands atal.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
79.179. 177. 186 147.237.72. 166 I 'srael aka idf.il portscan: TGP D stributed Portscan 1
212.7.209.9 147. 237. 76. 86 Net her | ands navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
77.125. 99. 86 147. 237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
196. 47.173. 21 147.237.72. 166 Qte Dlvoire aka.idf.il ET SCAN NVAP -sS wi ndow 3072 1
46.20.9.25 147.237.8.14 Tur key e.orchot.idf.il ET SCAN NVAP -sS w ndow 4096 1
192.117. 6. 10 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
37.142.64. 69 147.237.72. 166 I 'srael aka idf.il portscan: TGP D stributed Portscan 1
176. 13. 16. 94 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
2.54.177. 207 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
149. 78. 208. 139 147.237.72. 166 I 'srael aka idf.il portscan: TGP D stributed Portscan 1
132.70. 66. 9 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
222.186. 34. 158 147.237.76. 30 Chi na hi nush. i df .i ET SCAN NVAP -sS w ndow 1024 1
85. 250. 50. 150 147.237. 72. 166 I 'srael aka idf.il portscan: TGP D stributed Portscan 1
212.7.209.9 147. 237.77. 176 Net her | ands nat pash. i df . ET SCAN Potential VNC Scan 5900- 5920 1
79.177.29. 6 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
212.7.209.9 147.237. 0. 34 Net her | ands tikshuv. i df .il ET SCAN Potential VWNC Scan 5900- 5920 1
46.117.192. 244 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
46.20.9.25 147.237.8. 14 Tur key e.orchot.idf.il ET SCAN NVAP -sS w ndow 3072 1
176.13.18. 35 147.237.77.216 I 'srael dover.idf.il portscan: TGP D stributed Portscan 1
5.22.129. 151 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
176.12. 136. 158 147.237.77.216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
139. 162. 158. 126 147.237. 72. 167 Net her | ands i shuri maka.idf.il ET SCAN Potential SSH Scan 1
132. 66. 188. 59 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Addr ess ‘S‘te ‘Signature
85. 65. 49. 218 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 703
46. 120. 69. 224 [l srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 691
46.120.78.148 |Israel 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 189
212.76.104. 140 |Israel 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 161
46. 19. 85. 44 | srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 159
149.78.154.69 |l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 116
109. 64.153.90 |l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 112
80. 29. 103. 67 Spai n 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 106
192.117.6.10 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 95
81.34.107.177 |Spain 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 87
149. 88. 204. 147 |Israel 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 82
82. 205. 19. 249 ga:lcis;ii:;a” Territory, 1947, 237.77. 216 |dover. i of . i |dr op First packet isn't SN drop 72
109. 66. 155. 103 |l srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 70
181.167.2.159 |Argentina 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 63
212.179.21.194 |lsrael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 62
146.151. 13.32 |lhited Sates 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 60
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 57
37.26.147.176 |lsrael 147.237.77. 216 |dover. i df . i|dr op First packet isn't SYN drop 56
149. 78. 220. 184 |l srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 55
54.72.73.168 Irel and 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 52
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover. i df . i|dr op First packet isn't SYN drop 51
66.249.81.218 |Whited Sates 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 51
121.7.184. 32 S ngapor e 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 50
66.102.8.238  |Wnited Sates 147. 237, 77. 216 |dover i [ €A NG Engine: TCP Invalid — finvalid segnent retransnissi on. drop 48
Ret r ansn ssi on Packet dr opped.
66.102.8.233  |nited Sates 147. 237. 77. 216 |dover. 1 | X | €3M NG Engi ne: TP Invalid  linvalid segrent retramsmssion. | 44
Ret r ansn ssi on Packet dr opped.
116. 220. 166. 124 |Japan 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 43
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 43
31.44.138.254 |lsrael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 43
71.168.137.101 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 43
79.183.16. 111 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 42
66.249.81.215 |Russi an Federation 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 41
31.154.19.5 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 38
41. 33. 231. 90 Egypt 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 36
109. 66. 111. 7 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 34
212.179.90. 106 |l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 34
93.173.159. 225 |[Israel 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 32
100. 100. 22. 212 147.237.72. 166 |aka.idf.il |dr op First packet isn't SYN drop 31
66.102.8.243  |Wnited Sates 147. 237, 77. 216 |dover i @ [ €2M NG Engine: TCP Invalid — finvalid segnent retransnissi on. drop 30
Ret r ansni ssi on Packet dr opped.
66.249.81.212 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 30
107. 77. 89. 22 Lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 30
70. 31. 199. 83 Canada 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 29
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 26
37.142.64. 17 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 26
100. 100. 110. 98 147.237.72. 166 |aka.idf.il |dr op First packet isn't SN drop 24
66. 249. 88. 91 Lhited Sates 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 24
46.117.83.215 |Israel 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 24
68.180.228. 112 |lWhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 23
100. 100. 121. 48 147.237.72. 166 |aka.idf.il |dr op Frst packet isn't SYN drop 23
46. 19. 85. 213 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 22
67.189.75.139 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 22
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qount ry Target Address |Site dgnature Action ‘Count
79.183.50. 157 |[lIsrael 147.237.72.166|aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 79.183.50.157 |B ock 300
79.183.50. 157 |Israel 147.237.72. 166 |aka. i df . i | m“;:: ri'd??idl ;\'ﬁ;hnc;‘giﬂ} Sﬁ;ﬁ: cati onservi ce. asmd getauthuser | P 0K 165
176. 12. 137. 173 [I srael 147.237.77.243|nobi l e.idf . il Paraneter Type M ol ation Password in nobile.idf.il/sachar/login B ock 105
46.151.52.63 |Wkraine 147.237.72. 166 |aka. i df . i | Ostributed PHP Attenpt B ock 90
46.151.52.63 |lkraine 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 46. 151. 52. 63 Bl ock 75
85.250.55. 44  |Israel 147.237.72. 166 [aka. i df . i | Distributed Unknown HTTP Request Met hod Bl ock 72
85.250.55.44 |[lIsrael 147.237.72. 166 |aka. i df . i | Distributed Abnornal Iy Long Request Bl ock 69
85. 250. 55. 44 |l srael 147.237.72. 166 |aka. i df . i | Distributed Ml fornmed URL B ock 69
212.143.76.93 |Israel 147.237. 72. 166 |aka. i df . i | bt buted iﬁ?&‘jﬂpﬁ;lf;ﬁfﬁf‘g on Bock |60
212.143.76.93 |[lIsrael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 60
85.250. 55. 44  |Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Qode Character in Mthod from85. 250. 55. 44 Bl ock 57
85.250.55. 44  |Israel 147. 237. 72. 166 |aka. i df . i | E“gggé.esglffaj Byte Qe Character in Feader hane from Bl ock 57
85. 250. 55. 44 |l srael 147.237.72. 166 [aka. i df . i | Mil tiple Abnormal Iy Long Header Line from 85.250. 55. 44 Bl ock 50
85.250.55. 44  |Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 45
93. 173. 159. 225 |l srael 147.237.77.216|dover.idf.il Distributed Wauthorized URL Access on waw i df .il/aman Bl ock 45
85. 250. 55. 44 |l srael 147.237.72. 166 [aka. i df . i | Mil tiple NLLL Character in Header Nane from 85. 250. 55. 44 Bl ock 36
85.250.55. 44  |Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal HITP \Version from85. 250. 55. 44 Bl ock 34
85.250.55.44 |lIsrael 147.237.72. 166 |aka. i df . i | Mil tiple Ml formed HTTP Header Line from 85. 250. 55. 44 Bl ock 31
87.69.87.164 |Israel 147.237.72. 166 [aka. i df . i | Dstributed PHP Attenpt Bl ock 30
185.32.179.1 |lsrael 147.237.77.243|nobi l e.i df . i | D stributed Uhauthori zed LRL Access on nobil e.idf.il/sachar/index B ock 30
85.250.55. 44 |l srael 147. 237.72. 166 |aka. i of . i | t';gtzig(')_es'slllfgaj Byte (e Character in Feader \al ue from B ock 30
84.111.64.33 |Israel 147.237.72. 166 [aka. i df . i | Dstributed PHP Attenpt Bl ock 30
213.57.161.22 |[Israel 147.237.77. 170 |maar achot . i df . i [|Mil ti pl e Unaut hori zed URL Access from 213.57. 161. 22 B ock 30
212.25.84.200 |lIsrael 147.237.77. 176 [mat pash. i df . i | |Uhauthorized UR. Access to www cogat. i df.il/894-en B ock 30
77.127.192. 151 |I srael 147.237.72. 166 |aka. i df . i | Distributed Lnauthori zed URL Access on Bl ock 30

vww aka. i df . i |/ & ax/ updat est at us. php

. . D stributed Unaut hori zed URL Access on
87.69.87.164 |[lsrael 147.237.72. 166 |aka. i df . i | wiw aka. i of . i 1/ aj ax/ updat est at us. php B ock 30

. . D stributed Uhaut hori zed URL Access on
84.111.64.33 |[Israel 147.237.72. 166 |aka. i df . i | v aka. i of . i 1/ aj ax/ updat est at us. php B ock 30

' : : Lhaut hori zed LRL Access to
72.9.148.10  |lhited Sates 147.237.76.86 |navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx B ock 30

Dstributed Paraneter Read Gily Mol ation

213.151.48.6 |[Israel 147.237.72.166|aka. i df . i | vy aka. i df . i1/ mai n/ gi yus/ mi yun/ m yunpr ocessquest i onnai r e. aspx None 30
par anet er
2.54.55.120  |israel 147.237.77.243|nobi | e. i df . j|  |PStributed Paraneter Type \iolation on nobile.idf.il/sachar/login Bl ock 30
par anet er Passwor d
77.127.192. 151 |l srael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 30
176. 12. 142. 235 [l srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 30
. . D stributed Unaut hori zed URL Access on
85. 250. 50. 150 |l srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 15
. . Unaut hori zed URL Access to
66. 249. 67. 250 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai v/ har edi i gener al . aspx Bl ock 15
132.70.34.26 |lsrael 147.237.77.216|dover.i df . il Distributed Waut hori zed LRL Access on waw i df . i|/aman B ock 15
66.249. 65. 251 |Israel 147.237.76.86 |navy.idf.il Distributed thauthorized URL Access on Bl ock 15
wan navy. i df . i |/ navy/ navy/ gener al . aspx
. . Uhaut hori zed URL Access to
80.179. 223. 31 |Israel 147.237.77. 176 [mat pash. i df . i | ww cogat i df i 1/si p storagel i1 es/ 9/ 4629 pg Bl ock 15
37.187.114. 171 |France 147.237.77.234|hal ag. i df . i | Lhaut hori zed URL Access to /xnii /il | uninator B ock 15
79.178. 174. 192 |l srael 147.237.77.216|dover . i df . i Distributed Wauthorized URL Access on waw i df .il/anan Bl ock 15
. . Parameter Type Mol ation search in
66.249. 81. 225 |Israel 147.237.76.31 |nakchal .idf. il | 0 i i1/ 1119- hel nakhal  aspx B ock 15
161. 58. 148. 113 |Lhited Sates 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua.atal.idf.il/bl og/ wo-adm n/ Bl ock 15
5. 29. 24. 169 I srael 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: Cpen Mde None 15
66.249.67.71 |[lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 15
109. 65. 182. 105 [l srael 147.237.72.166|aka. i df . i | Unaut hori zed URL Access to www aka. i df.i|/mai ns/ sachar B ock 15
46.151.52.63 |kraine 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. idf.il/main/giyus/index. php Bl ock 15
37.8.50. 192 Z]Cisgi':('ja” Territoryls 47 237.77. 216 |dover. i df . i | Uhaut hori zed LR Access to wawidf.il/ar/" Bl ock 15
. . Paraneter Read Qnly Molation in
176.13.5.59 I srael 147.237.72. 166 |aka. i df . i | ww aka i of i |/ nai 1V sachar / egi strati onvi zar di r egi st er . aspx None 15
. ] Unaut hori zed URL Access to
66. 249. 74.96 | srael 147.237.77.176 [matt pash. i df . i | vwwv cogat . i df . i | /usef ul i nf or mati on/ news/ pages/ hi | ul anebi sanuel . aspx Bl ock 15
151.80.31. 112 |[italy 147.237.77.216|dover.idf . il D stributed Suspici ous Response Code Bl ock 15
66. 249. 65. 251 |Israel 147.237.76.86 |navy.idf.i| thauthori zed URL Access to Bl ock 15

viwn navy. i df . i |/ navy/ navy/ vat er craf t s. aspx
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