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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
212.179.21.194 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3018
0.0.0.0 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2709
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 682
0.0.0.0 147.237.77.216 dover.idf.il SYNHood full table drop 602
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 226
149. 78. 118. 180 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 22
109. 64. 212. 130 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
176.12. 142. 249 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 19
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 18
79. 183. 208. 88 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 15
149. 78. 118. 180 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
46. 116. 138. 222 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
176. 12. 140. 128 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
212.179.21. 194 | srael 147.237.77.216 dover.idf.il SWNHood full table drop 10
109. 65. 125. 142 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
68. 41.54. 48 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table drop 8
84.228. 253. 17 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
31. 168. 155. 39 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
178. 135. 109. 9 Lebanon 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 8
2.54.15.75 | srael 147.237.77.216 dover.idf.il SWNHood full table drop 7
84.109. 95. 47 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
82.80.177.86 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
79. 182. 143. 150 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 6
176. 12. 151. 31 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 6
84.108. 204. 220 | srael 147.237.77. 216 dover.idf.il ock Wdp Al _Nets drop 6
79.176. 38. 58 | srael 147.237.77.216 dover.idf.il SWNHood full table drop 5
31.154.161. 52 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
46. 19. 86. 103 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
85. 65. 204. 191 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
2.54.142. 88 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
134. 147. 203. 115 Ger many 147.237. 76. 197 e. hinush.idf.il ock Wdp Al _Nets drop 4

5. 29. 28. 100 | srael 147.237.77.216 dover.idf.il SWNHood full table drop 4
46.19. 86. 218 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
85. 250. 101. 169 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
185. 13. 192. 85 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
2.54.56.223 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 4
185. 13. 192. 85 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 4
192.117. 138. 210 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 4
2.54.130. 223 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
79.177.29. 176 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
82.81.7.178 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 4
193. 43. 244. 102 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 4
81.20. 191. 202 147.237.77.216 dover.idf.il SYNHood full table dr op 4
176.13.22. 171 | srael 147.237.77.216 dover.idf.il SWNHood full table drop 3
109. 226. 91. 13 Russi an Federation 147.237.76.176 test.ncore.idf.i|B ock Udp All Nets drop 3
31.168.20. 111 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 3
84.94.21.76 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
176. 13. 11. 126 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
82.81.7.178 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
79.182. 143. 150 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 3
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |S gnature |Devi ce Action |Oount |
84.108.217.193 |Israel 147.237.77.226 |waw chanat z. aka. i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 4
178. 135. 109. 9 Lebanon 147.237.77.216 |dover.idf.il 12371: TCP. Hul k DDoS Tool B ock 3

31.168.20. 111 I srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options method (M crosoft) Bl ock 2
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Qountry

|Signature

79.178. 164. 99 147.237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 2
109. 64. 212. 130 147.237.77.216 I srael dover.idf.il |portscan: TCP D stributed Portscan 1
86. 97. 144. 204 147.237.77. 216 Lhited Arab Emirates dover.idf.il |portscan: TCP D stributed Portscan 1
41.33.231.90 147. 237.77. 216 Egypt dover.idf.il |Tehila - Perl LWP with fake user agent 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il |Tehila - Perl LWP with fake user agent 1
109. 65. 27. 38 147. 237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
89. 138. 95. 59 147.237.77.216 I srael dover.idf.il |portscan: TCP D stributed Portscan 1
213.57.229. 169 147.237.77.216 I srael dover.idf.il |portscan: TCP D stributed Portscan 1
176.13.11. 16 147. 237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
212.199. 244. 112|lI srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2246
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2018
193. 43. 245. 250 |l srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 1909
62.90. 176. 189 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 231
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 206
87.69.128. 231 | srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 106
69.195.57.206 |lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 103
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 82
178.135.109.9 |Lebanon 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 81
139. 162. 202. 59 |Net her| ands 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 72
47.17.217.216 |Uhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 65
212. 25.105. 8 | srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 57
89. 138. 95. 59 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 55
31.168. 233. 150 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 54
77.127.170. 119 |Israel 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 53
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 51
108.217.190.3 |[lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 50
116. 220. 166. 124|Japan 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 42
46.19.85.44 | srael 147.237.72. 167 |ishurimaka. i df .i [Bad TCP sequence Inval id ACK nunber noni t or 41
52.16.5.197 Lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 39
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 39
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 36
R SWNretransmt wth different .
213.57.160. 27 | srael 147.237. 72. 156 |anan. i df . il Bad TCP sequence wi ndow scal e noni t or 34
138. 110. 228. 203|Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 33
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 32
31.168.155.39 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 31
46. 19. 86. 219 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 30
176. 12. 140. 128 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 30
85. 250. 178. 137 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 30
Sreamng Engine: TCP Invalid i i ssi
176.13.0. 67 I'sr ael 147.237.77. 243 |robi L e. i of . i1 g =g nvalid segnent retransmssion. drop 28
Ret r ansni ssi on Packet dr opped.
176.13.12.232  |[Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 28
80.217.101. 34 |Sweden 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 28
Sreamng Engine: TCP Invalid i i ssi
66.249.78.166 |United Sates |147.237.77.216 |dover.idf.il 9 =g nval i d segnent retransmssi on. drop 26
Ret ransni ssi on Packet dr opped.
109. 64. 212. 130 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 25
82.166. 145. 177 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 24
Sreaning Engine: TP Invalid i i Ssi
46.19.85.218  |israel 147. 237.72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. drop 24
Ret r ansni ssi on Packet dr opped.
2.54.33.185 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 24
100. 100. 44. 11 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 24
149.78.118. 180 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 24
212.179.90. 106 |Israel 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 23
72.9.148. 10 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 23
46.19. 85. 218 I srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Invalid AGK nunber noni t or 23
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 22
151. 80. 31. 112 Italy 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 22
Sreaning Engine: TP Invalid i i Ssi
2.54.34. 142 I srael 147. 237. 77. 243 |nobi l e.i df . i | 9 =g nval i d segnent retransmssi on. drop 21
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 103 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 21
Sreaning Engine: TP Invalid i i Ssi
46.19.86.178  |israel 147. 237.77. 243 |mobi l e. i o i 9 =g Inval i d segnent retransmssi on. drop 21
Ret r ansni ssi on Packet dr opped.
79.176.51. 137 | srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 20
81. 218. 196. 22 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 19
37.26.148.164 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 19
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
176.13. 0. 67 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Qode Bl ock 181
79.177.1.32 I srael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 180
87.69. 39. 95 I srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 87. 69. 39. 95 B ock 105
46. 19. 86. 178 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code Bl ock 105
2.54.7.149 I srael 147.237.77. 243 |nobi l e. i df . i | D stributed Suspici ous Response Code B ock 90
79.179.141.103 [israel 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock 90
79.177.1.32 I srael 147. 237.72. 166 |aka. i df . i | m;zﬂtgﬁ iﬁ*}?;‘;ﬂpf;?;?&ﬁ?ﬁﬁ; on B ock 90
79.179. 141. 103 |israel 147.237.72. 166 |aka. i df . i | m ;L;’Lﬂtgfd_ iﬂta@ﬂpﬁieﬁﬁfﬁﬁz on B ock 90
185. 32.179. 2 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 90
79.177.1.32 I srael 147. 237.72. 166 |aka. i df . i | i;tiréft."ftl‘f; affj;;‘g;;‘:fughgccess on Bl ock 87
213.151. 35. 218 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response CGode B ock 75
2.52.163.112  |israel 147.237.77. 243 |nobi | e. i df .i | fbf‘rzt o T?’Ffsxcﬁgf; Lﬁgn'g\t"jpzzxf;d in B ock 75
79.183.58.250 |[Israel 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock 60
82.166. 22. 35 | srael 147.237.72. 166 |aka. i df . i | Dstributed PHP At enpt Bl ock 60
79.183.58.250 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/aj ax/ updat est at us. php B ock 60
176.13.5. 234 I srael 147.237.77.243|nobi | e. i df . i | Dstributed Suspicious Response Code B ock 60
82.166.22.35 |Israel 147. 237.72. 166 |aka. i df . i | m;zﬂtgﬁ iﬁ*}?;‘;ﬂpf;?;?&ﬁ?ﬁﬁ; on B ock 60
77.127.170.119 |Israel 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df.il/894-he B ock 60
176.13.10. 216 |lIsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response CGode B ock 60
2.54. 44,198 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 45
176.13.22. 73 I srael 147.237.77.243|nobi l e.i df . i | Uhaut hori zed LRL Access to nobile.idf.il/nekudot/index B ock 45
176.12. 145. 172 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response CGode B ock 45
82.80.177.86 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 45
176.13. 16. 207 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 45
176. 12. 146. 151 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response CGode B ock 45
212.179.21.194 |lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.i|/mai n/sachar/undefined |B ock 45
37.26.146.209 |[Israel 147.237.72. 166 |aka. i df . i | muatk?ri Idfze,d | /,\:atj wgaﬁ\; ?—_‘:/\paysl i p. aspx Bl ock 45
62. 90. 94. 84 | srael 147.237.72. 166 |aka. i df . i | Dstributed PHP At enpt Bl ock 45
2.54,17.22 I srael 147.237.77. 243 |nobi l e. i df . i | D stributed Suspicious Response Code B ock 45
176.13.21.197 |Israel 147.237.77.243|nobi | e. i df . i | Paranet er Type M ol ation Password in nobile.idf.il/sachar/login B ock 45
84.108.217. 193 |Israel 147. 237.77. 226 }AM:A'I chamat z. aka. i d Mil tipl e Unhauthorized URL Access from 84.108.217. 193 Bl ock 45
176. 12. 143. 106 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 30
72.9.148.10  [United Sates [147.237.76.86 |navy.idf.il muazs;' Z e e/ navy. aspx. aspx Bock  [30
46. 19. 85. 88 I srael 147.237.77. 243 |nobi l e. i df . i | D stributed Suspicious Response Code B ock 30
66. 249. 78. 59 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to waw chi nuch. aka. i df . i |/404. ht m B ock 30
176.13.13.3 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 30
84.228. 16. 36 I srael 147.237.72. 156 |anman. i df . i | Dstributed PHP Attenpt B ock 30
Dstributed Paraneter Read Gily Mol ation
77.125.104.87 |lsrael 147.237.72. 166 |aka. i df . i | v aka. i df . i |/ mai n/ gi yus/ m yun/ mi yunpr ocessquest i onnai r e. aspx None 30
par angt er

31.154.91.148 [Israel 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock 30
84.109. 3. 210 I srael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 30
54.244.22.103 |wnited Sates [147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 30
84.228.16.36 | srael 147. 237. 72. 156 |anan. i df . i | m ;:Tgﬁt iegf Lfﬁ”;h;’;/' jsgattgt QCS:S;h;n B ock 30
82.81.31. 100 I srael 147.237.72. 156 |anman. i df . i | Dstributed PHP Attenpt B ock 30
31.154.91.148 | srael 147.237.72. 166 |aka. i df . i | ﬁ&gﬂtgf_ iﬁ‘}if;?ﬂpﬁi‘:é‘;ﬁg_cgﬁ; on B ock 30
84.109.3.210  |israel 147. 237.72. 166 |aka. i df . i | \?;;Vt ;Ii(g“it;d_ iﬂ?tai7rdpzzfe$tﬁ§?§E; on B ock 30
164. 138. 120. 148|l srael 147.237.77. 216 |dover . i df . i | Distributed Unauthorized URL Access on waw i df .il/aman B ock 30
176.13.18.248 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Whaut hori zed URL Access on nobil e.idf.il/sachar/index Bl ock 30
84.228. 50. 41 I srael 147.237.77. 243 |nobi l e. i df . i | D stributed Suspicious Response Code B ock 30
82.81.31.100 |Israel 147. 237. 72. 156 |anan. i df . i | m ;Lgﬁt iegf Lf"ﬁ”;h;’;/' jsgatﬁ‘t QCS:SSh;n B ock 30
87.69.134.156 |[lIsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from 87.69. 134. 156 B ock 30
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