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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site Signature Device Action |Count|
213.251.182. 113 France 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5608
66. 249. 81. 209 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 3947
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3289
192.114.177. 190 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2592
87. 68. 26. 182 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 529
66. 249. 81. 218 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 455
66. 249. 78. 159 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 421
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 327
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 182
149. 78. 148. 114 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 153
192. 116. 167. 41 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 107
79.179.170. 135 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 100
66. 249. 81. 212 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 92
46. 120. 248. 245 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 80
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 75
66.102. 9. 91 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 39
212.117. 143. 250 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 31
212.179.21.194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 31
62. 128. 42. 106 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 24
87. 68. 30. 194 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 18
176. 13. 18. 149 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
37.26. 146. 154 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 14
212.179. 46. 16 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 13
176. 13. 18. 149 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 12
84. 228. 198. 96 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
46. 19. 86. 207 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 9
2.54.13.138 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
84.108. 49. 172 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 8
2.54.38.94 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 8
192. 118. 10. 10 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 7
79.182. 69. 199 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
168. 235. 197. 100 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6
66.102. 9. 101 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6
52.16.5.197 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6
79.180. 181. 131 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
80. 246. 136. 37 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
46. 19. 86. 4 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
178. 130. 40. 48 Russi an Federation 147.237.77.216 dover.idf.il SYNHood full table drop 5
185.32.179.1 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
77.125. 86. 236 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
89. 138. 224. 221 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 4
31.154.5.181 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
176. 13. 20. 67 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
37.26. 147. 207 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 3
146. 185.57.7 | srael 147.237. 72. 156 anan. i df.il B ock Udp Al Nets drop 3
212.117.143. 250 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
115. 231. 222. 40 Chi na 147. 237. 76. 197 e.hinush.idf.il [JL(MPurple Gon Linit Htp drop 3
95. 35.184. 1 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
212.179. 210. 163 | srael 147.237.72. 166 aka.idf.il Bl ock_UWp Al _Nets drop 3
50. 118. 196. 232 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table drop 3
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |9 gnature Devi ce Action |Oount |
92. 45, 142. 175 Tur key 147.237.72.166 |aka.idf.il |25 HITP. access to adninistrator/index. php -> Quarantine B ock 1
81.218.33. 77 I srael 147.237.77.216 |dover. i df.i||CL000004: HTTP. options nethod (M crosoft) B ock 1
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|Top Attackers In |D|

Target Address

At acker

Signature

Country
41.109.57.127 |147.237.77.216|Ageria dover.idf.il QA Injection - Select From 2
213.57.189.82 (147.237.72. 166 [l srael aka.idf.il portscan: TCP O stributed Portscan 2
36.100. 160,93 |147. 237 77. 234 i na el ag i df i1 ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
109. 66. 190. 223 [147. 237. 77. 216 || srael dover.idf.il portscan: TCP O stributed Portscan 1
2.54.9.76 147.237. 72. 166 |I srael aka.idf.il portscan: TCP DO stributed Portscan 1
109. 64. 146. 111 |147. 237. 72. 166 || srael aka.idf.il portscan: TCP O stributed Portscan 1
212.179.21. 194 (147. 237. 77. 216 | srael dover.idf.il portscan: TCP O stributed Portscan 1
82.192.68.46  [147.237.77. 216 [Net her| ands dover.idf.il portscan: TCP DO stributed Portscan 1
200. 142. 182. 24 (147.237.77. 19 |Brazil lawforumidf.il|ET SCAN Potential SSH Scan 1
79.181.65.24  [147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
200. 142. 182. 24 |147.237.76. 44 |BEazil erefuah.idf.il [ET SCAN Potential SSH Scan 1
77.126.93.73  |147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
176.13.14. 199 [147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
62.90.35.105  [147.237.77. 216l srael dover.idf.il portscan: TCP DO stributed Portscan 1
176.12. 142. 61 |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
46.117. 249. 167 |147. 237. 77. 216 [I srael dover.idf.il portscan: TCP O stributed Portscan 1
149.78.63.11  [147.237.72. 166 |l srael aka.idf.il portscan: TCP DO stributed Portscan 1
109. 67. 134. 227 [147. 237. 72. 166 || srael aka idf.il portscan: TCP O stri buted Portscan 1
31.154.91. 157 |(147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
109. 66.58.69  [147.237.77. 216 |l srael dover.idf.il portscan: TCP DO stributed Portscan 1
84.108. 147. 76 [147.237.72. 166 | srael aka idf.il portscan: TCP DO stri buted Portscan 1
200. 142. 182. 24 |147. 237. 77. 170 |Brazi naar achot . i df .i1|ET SCAN Potential SSH Scan 1
82.80.57.222  [147.237.77. 216l srael dover.idf.il portscan: TCP DO stributed Portscan 1
200. 142. 182. 24 (147. 237. 76. 196 |Brazi | e.svivaidf.il |ET SCAN Potential SSH Scan 1
79.181.53. 113 |[147. 237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW wth fake user agent 1
75.67.134.195 [147.237.77.216thited Sates |dover.idf.il portscan: TCP DO stri buted Portscan 1
176.13.6.213  [147.237.72. 166 | srael aka.idf.il portscan: TCP O stributed Portscan 1
50. 118. 196. 232 [147. 237.77. 216 [Lhited States |dover.idf.il portscan: TCP DO stributed Portscan 1
176. 12. 139. 244 [147. 237. 72. 166 || srael aka idf.il portscan: TCP DO stri buted Portscan 1
46. 19. 86. 90 147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
149.78. 1. 25 147.237. 72. 166 |I srael aka.idf.il portscan: TCP DO stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address ‘Ste ‘Signature
213.251.182. 113|Fance 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 3985
168. 235. 197. 100|Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 749
84.94.32.197 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 321
2.52.10.195 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 154
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 133
217.132. 38. 183 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 124
66.249.81.218 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 115
213. 244. 65. 90 (F;ajcis;iigjja” Territory: 1147, 237. 77. 216 dover.icf.i1 |drop First packet isnt SN drop 100
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 94
197. 144. 4. 58 Mor occo 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 93
66.249.81.215 |Russi an Federation 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 91
37.26.146. 154  |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 87
54.187.55.213 |lWhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 86
100. 100. 4.0 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 84
212.179.46.16 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 80
66. 249. 81. 212 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 72
178. 214. 75. 64 glcisgiig;a” Territory. 147 237.77. 216 |dover.icf. i1 |dr op First packet isn't SN drop 72
64.233.172. 155 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 71
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 65
176.13.20. 104 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 58
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 58
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 57
84.108. 38.146 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 53
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 53
46.120.229.31 [israel 147.237.77.233atal .idf.il  [Bad TOP sequence mdﬁr::;rit wth different moni tor |52
37.26.149. 157 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 50
84.108.126. 117 |[Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 48
5.28.133.125  |Israel 147, 237, 76. 200 e tan. aka i of. || @M NG Engine: TCP Invalid invalid segnent retransmssi on. drop 48
Ret r ansmi ssi on Packet dr opped.
79. 180. 107. 37 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 47
2.54.138.58 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 46
192. 114. 177. 190|1 srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 46
84.108. 49. 172 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 43
2.54.130. 113 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 43
46.120.229.31 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 43
77.125.161. 240 |Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 42
93.172.157.116 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 40
85. 64. 183. 55 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 39
87.68. 30. 194 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 39
212.117. 143. 250]I srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 37
212.179. 219. 165|l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 37
37.26. 147. 167 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 37
79.178. 160. 254 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 37
2.54.60. 41 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 36
212.179. 90. 106 |[Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 35
79.180.181. 131 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 35
5.22.129. 186 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 34
46. 19. 86. 237 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 33
80. 179. 212. 154 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 32
66.249.78.159 |Wnited Sates 147. 237.77. 216 |dover .11 | €AM NG Engine: TCP Invalid |invalid segrent retransnission. drop 32
Ret r ansni ssi on Packet dr opped.
100. 100. 87. 103 147.237.72. 166 |aka.idf .il dr op First packet isn't SN drop 31
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.54.143. 87 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code Bl ock 330
91. 200. 12. 86 Wrai ne 147.237.77. 216 |dover . i df . i PHP At t enpt B ock 180
2.54.143. 87 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Uhaut horized URL Access on nobi | e. i df . il/sachar/i ndex B ock 173
91. 200. 12. 86 Wkrai ne 147.237.77.216|dover. i df . il Mil tipl e Unaut hori zed URL Access from 91. 200. 12. 86 Bl ock 135
176.13. 4. 170 I srael 147.237.77.243|nobi | e.i df . i | O stributed Whauthori zed URL Access on nobi | e.idf . il/sachar/index B ock 120
192.118.10.10 [Israel 147.237.77. 176 [mat pash. idf .il  |Miltiple Wauthorized URL Access from 192.118. 10. 10 Bl ock 120
212.179. 155. 129|l srael 147.237.76.200|ei tan. aka. i df .i| [Dstributed Too Many of the Sane Response Code (404) Bl ock 93
46. 19. 86. 87 I srael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode B ock 83
2.54.174. 198 I srael 147.237.72. 167 i shuri maka. i df . i|D stributed Too My of the Sane Response Code (404) B ock 83
212.199. 185. 228|I srael 147.237.72. 166 |aka. i df . i | Dstributed Too Many of the Sane Response Code (404) Bl ock 60
2.54.139. 227 I srael 147.237.72. 166 |aka. i df . i | Dstributed Too Miny of the Same Response Code (404) B ock 60
149. 88. 152. 242 |Israel 147.237.72. 156 [aman. i df . i | PHP At t enpt B ock 45
149. 88. 152. 242 |Israel 147.237.72. 156 |anan. i df . i | Lhaut hori zed LRL Access to vww anan. i df . i1/ aj ax/ updat est at us. php Bl ock 45
185.32.179.37 |lIsrael 147.237.77.243|nobi | e.i df . i | Par aneter Type M ol ation Password in nobile.idf.il/sachar/l ogin B ock 45
171.107.25.58 |China 147.237.77. 170 |maar achot . i df . i | |Dstributed PHP Attenpt B ock 45
91. 200. 12. 86 Wkrai ne 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to waw idf.il/xmrpc. php Bl ock 45
46.19. 86. 116 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 30
5.22.129. 188 I srael 147.237.77. 216 |dover.idf.il D stributed Wauthorized URL Access on waw i df .il/aman B ock 30
176.13.12. 255 |Israel 147.237.77.243|nobi l e.i df . i | Dstributed Unhaut horized URL Access on nobil e.idf.il/sachar/index B ock 30
80. 246. 136. 7 I srael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode B ock 30
2.54.155. 214 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 30
192.118.10.10 |Israel 147.237.77.216|dover.i df . il Mil tipl e Unauthorized LRL Access from 192. 118. 10. 10 B ock 30
46.121.68.142 |Israel 147.237.72. 166 |aka. i df . i | O stributed PHP Attenpt B ock 30
46.121.68.142  |israel 147.237. 72. 166 |aka. i df . i | Dstr) buted iﬁ*}?‘;?’{jpﬁi‘:;&ﬁfﬁﬁ; on Bl ock 30
192.114.5.10 I srael 147.237.72.167|i shuri maka. i df . ifuntraceabl e SSL Sessi ons: Cpen Mde None 30
171.107.25.58 |Chi na 147.237.77. 170 [maar achot . i df . i | |Mil tipl e Unaut hori zed URL Access from 171. 107. 25. 58 B ock 30
109. 66. 112. 34 |l srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 30
72.9.148.10  |United Sates [147.237.76.86 |navy.idf.il m“tngs;' e e ) navy. aspx. aspx B ock 30
149. 78. 216. 248 |l srael 147.237.77. 216 |dover.idf.il Dstributed Wauthorized URL Access on ww i df .il/aman B ock 24
46.117.30.165 |Israel 147.237.77.233|atal .i df . il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ atal . aspx B ock 15
85. 65.192. 207 |Israel 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode B ock 15
37.26.146.195 |[Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 15
151.80.31.112 |[italy 147.237.77.216|dover. i df . il D stributed Suspicious Response Code Bl ock 15
79.180. 141. 116 |lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 15
66.249.78.159 I srael 147.237.77. 216 |dover . i df . i | m”fgfr:fffen?atf;esjm;ﬁ ashi yout ube. cond df spox. Bl ock 15
109. 67.18.233  |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: pen Mde None 15
66.249. 67.6 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df.il/famly B ock 15
192.118.10.10 |Israel 147.237.77. 176 |mat pash. i df . i | Unhaut hori zed URL Access to waw cogat . i df.il/images/ shared/ hone. png |Bl ock 15
82.221.105. 6 I cel and 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ B ock 15
176.12.147.11  |Israel 147.237.77.243|nobi [ e.i df . i | D stributed Unhaut horized URL Access on nobi | e. i df . il/sachar/i ndex B ock 15
77.125.151.118 | srael 147.237.72. 166 |aka. i df . i | ﬁ"&fi ;éri?r/mn;ier:/gﬁi/ﬁ?;mﬁri;aspx None 15
2.52.130. 138 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 15
104. 227. 190. 21 147.237.77. 216 |dover.idf .l Unaut hori zed URL Access to v i df.il/newsite/english/docunents. asp |B ock 15
66.249. 67.234 |lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ yohal an/ mai n/ rmai n. asp Bl ock 15
46.120.229.31 |Israel 147.237.77.233|atal .idf.il Mil ti pl e Unaut horized URL Access from 46. 120. 229. 31 B ock 15
85. 130. 248. 6 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to wwwy aka. i df.il/nain/ B ock 15
46.19.85.5 I srael 147.237.72. 166 |aka. i df . i | mn;r; iE?T ?rf;mer N;‘\!hmﬁzmégpi None 15
157.55.39. 253 [lhited Sates [147.237.76.86 [navy.idf.il Unaut hori zed URL Access to 147.237.76. 86/ robot s. t xt Bl ock 15
66.249.81. 218 I srael 147.237.77. 216 |dover . i df . i | puu1pl e Pt Rl Twdth Ui code Encoding on LR Paranet er(+) Bl ock 15
66. 249. 67. 65 | sr ael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 15
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