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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address |Site Signature Device Action |Count|
66. 249. 67. 122 Lhited Sates 147.237.72. 166 aka.idf.il |TCP handshake viol ation, first packet not syn |[drop 4477
79.182. 223. 94 | srael 147.237.77. 216 dover . i df . i || TGP handshake vi ol ation, first packet not syn |drop 1180
0.0.0.0 147.237.77. 216 dover.idf.i|[SYNHood full table drop 439
66. 249. 78. 173 Lhited Sates 147.237.77.216 dover. i df.i | TGP handshake viol ation, first packet not syn [drop 332
46.19. 86. 183 | srael 147.237.77. 216 dover.idf.i||TGP handshake viol ation, first packet not syn [drop 286
108. 6. 133. 221 Lhited Sates 147.237.77. 216 dover.idf.i||TGP handshake viol ation, first packet not syn |[drop 176
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il[TGP handshake viol ation, first packet not syn [drop 135
167. 114. 156. 16 Canada 147.237.77.216 dover. i df .il|DOS- Tool - Swi t chbl adG dest - r eset 48
81.218. 97. 45 | srael 147.237.77. 216 dover. i df.i | TGP handshake viol ation, first packet not syn [drop 43
79.177. 4. 217 | srael 147.237.77.216 dover.idf.il]SINHood full table drop 40
79.182. 190. 214 | srael 147.237.77. 216 dover.idf.i||TGP handshake viol ation, first packet not syn [drop 38
62.219. 228. 143 | srael 147.237.77.216 dover.idf.i|]SINHood full table dr op 32
79. 180. 147. 209 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 31
2.52.41.126 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 30
85. 250. 49. 53 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 28
109. 65. 49. 253 | srael 147.237.77.216 dover.idf.il]SINHood full table drop 27
46.19. 85. 189 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 25
37.142.97. 13 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 20
54.244.22. 103 Lhited Sates 147.237.77.216 dover.idf.i|]SINHood full table dr op 18
2.52.163. 236 | srael 147.237.77. 216 dover. i df . i || TGP handshake vi ol ation, first packet not syn |drop 17
108. 6. 133. 221 Lhited Sates 147.237.77. 216 dover.idf.i|[SYNHood full table drop 17
79.179.121.110 | srael 147.237.77. 216 dover.idf.il]SINHood full table drop 16
176. 13. 16. 213 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 16
87.69. 242. 220 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 15
84. 95. 228. 148 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cooki e drop 14
109. 65. 57. 127 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 12
46.19. 85. 200 | srael 147.237.77.216 dover.idf.i|[SYNHood full table drop 10
79.179.172.121 | srael 147.237.77.216 dover.idf.il]SINHood full table drop 10
212.235.98. 139 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cooki e drop 9
77.2.251.59 Cer many 147.237.77. 216 dover.idf.i|[SYNHood full table drop 9
149.78.124.3 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 9
62. 0. 102. 190 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 7
176. 13. 16. 213 | srael 147.237.77.216 dover.idf.il|SYN H ood unverified cooki e drop 7
46. 19. 85. 64 | srael 147.237.77. 216 dover.idf.il]SYN H ood unverified cooki e drop 7
132.74.168. 177 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 7
79.180. 147. 209 | srael 147.237.77. 216 dover.idf.il|TGP handshake viol ation, first packet not syn |[drop 7
92. 201. 66. 247 Cer many 147.237.77. 216 dover.idf.i|[SYNHood full table drop 7
79.178. 185. 149 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 6
46. 19. 86. 85 | srael 147.237.77.216 dover.idf.il|SYN H ood unverified cooki e drop 6
188. 225. 180. 51 Pal estinian Territory, Qcupi ed|147.237.77.216 dover.idf.il]SYN H ood unverified cooki e drop 6
79.182. 3.52 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 6
77.125. 247. 14 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cooki e drop 6
46.19. 85. 189 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cooki e drop 5
37.216.3.9 Saudi Arabia 147.237.77. 216 dover. i df . i || TGP handshake vi ol ation, first packet not syn |drop 5
93. 172. 53. 242 | srael 147.237.77.216 dover.idf.i|[SYNHood full table drop 5
2.54. 3. 56 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cooki e drop 5
81.218. 97. 45 | srael 147.237.77. 216 dover.idf.il|SYN Hood unverified cooki e drop 5
188. 225. 180. 51 Pal estinian Territory, Qrcupi ed|147.237.77.216 dover.idf.i|[SYNHood full table drop 5
149. 78. 229. 51 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 5
0.0.0.0 147.237.77. 216 dover.idf.il|]SYN H ood unverified cooki e drop 5
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site Sgnature |Devi ce Action |Oount |
167.114.156. 16 [Canada 147.237.77.216 |dover.idf.il 8262: HITP. Soworis oS Tool B ock 21
81.218.33. 77 I srael 147.237.77.226 |waw charmat z. aka. i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 1
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|Top Attackers In |D|

At t acker Address|Target Addr ess |Attacker Country|8'te |Signature |Count|
31. 168. 68. 3 147.237.77. 216 |l srael dover.idf.i|ET DO5 Large anount of TGP ZeroWndow - Possible Nkiller2 DDos attack |20
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.i|Tehila - Perl LWP with fake user agent 2
2.54.7.77 147. 237. 72. 166 || srael aka.idf.il |portscan: TGP O stributed Portscan 1
176.13.4.190  |147.237.72. 166 |l srael aka.idf.il |portscan: TGP D stributed Portscan 1
109. 64.50. 218 |147.237. 77. 216 I srael dover.idf.i|portscan: TGP D stributed Portscan 1
82. 166. 22. 6 147.237. 77. 216 |l srael dover.idf.i|portscan: TGP DO stributed Portscan 1
81.218.46.66  [147.237.72.166 [Israel aka.idf.il |portscan: TGP D stributed Portscan 1
79.180. 121. 113 [147. 237. 72. 166 [I srael aka.idf.il |portscan: TGP D stributed Portscan 1
46.120.206. 11 |147.237.72. 166 |I srael aka.idf.il |portscan: TGP DO stributed Portscan 1
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.i|Tehila - Perl LWP wth fake user agent 1
2.54. 165. 88 147.237. 72. 166 || srael aka.idf.il |portscan: TGP D stributed Portscan 1
176.13.15.78  |147.237.72. 166 |l srael aka.idf.il |portscan: TGP DO stributed Portscan 1
176.13.2.31 147. 237. 72. 166 || srael aka.idf.il |portscan: TGP D stributed Portscan 1
84.95.228. 148 [147.237.77.216 [I srael dover.idf.i|portscan: TGP D stributed Portscan 1
82.80.147.22  [147.237.77.216 [I srael dover.idf.i|portscan: TGP DO stributed Portscan 1
80. 246. 130. 236 [147. 237. 77. 216 [I srael dover.idf.i[portscan: TCQP Distributed Portscan 1
66.249.69. 84  |147.237.77.74 |Wited Sates lawidf.il |ET SCAN NVAP -sA (2) 1
46.19.86.223  |147.237.72. 166 |I srael aka.idf.il |portscan: TGP DO stributed Portscan 1
185.27.105. 70 |147.237.77. 216 I srael dover.idf.i|portscan: TGP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1023
109. 65.57.127 |Israel 147, 237.76. 200 [ei tan aka i o1 | €AM NG Engine: TCP Invalid  invalid segnent retransnission drop 660
Ret r ansm ssi on Packet dr opped.
212.76.125. 187 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 439
87.9.91. 211 Italy 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 409
109.64.58.75  |israel 147, 237.76. 200 |eitan aka i of i1 [} @M NG Engine: TCP Invalid  invalid segnent retransmission drop 369
Ret ransni ssi on Packet dr opped.
37.216.3.9 Saudi Arabia  |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 225
37.26.148.232 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 155
108.6.133.221 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 154
212.143.134. 129|l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 117
41. 38. 152. 40 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 107
46. 19. 86. 43 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 99
212.179.21. 194 |Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 93
79.181.199. 139 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 85
41. 142. 200. 171 |Morocco 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 81
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 75
46.120.229.31 |[Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 70
65. 49. 68. 199 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 69
213.151. 62. 149 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 65
62.219.228.143 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 61
81.218.251. 251 |Israel 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 61
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 59
79.182.223.94 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 59
212.235.98. 139 |[Israel 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 57
109. 66. 168. 109 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 56
85.64.188.185 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 54
37.142.122. 193 |Israel 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 54
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 54
52.16.5.197 Lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 52
54.244.22.103 |lhited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 51
107.222.34.206 |lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 50
46. 19. 85. 37 I srael 147.237.72. 167 |ishurimaka. i df .i|Bad TCP sequence Invalid ACK nunber noni t or 50
132. 66. 237. 166 |l srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 49
46. 116. 98. 44 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 44
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 44
54.187.55.213 |lhited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 43
46. 19. 86. 96 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 40
31.96.215. 118 zi;g’gom 147.237. 77. 216 |dover.idf il drop First packet isn't SN drop 40
79.180. 147. 209 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 39
68.180.228. 112 |lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 38
80.246.133.11 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 38
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 37
62.150. 17.6 Kuwai t 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 34
176.12.140. 201 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 34
87.69.193.201 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 33
31.154. 34. 130 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 32
66.249.78. 159 |Wnited Sates |147.237.77.216|dover.idf. il Streaning Engine: TCP Invalid invalid segnent retransmission. drop 32
Ret ransni ssi on Packet dr opped.
195. 160. 240. 11 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 32
46. 19. 86. 189 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 31
77.2.251.59 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 30
2.54.187. 74 I'sr ael 147. 237, 77. 243 |t 1 e o1 |2 €@MNG Engine: TQP Invalid - finvalid segnent retransmission drop 30

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |[Site Sgnature Acti on ‘Count
109. 65.57. 127 |l srael 147.237.76.200|ei tan. aka. i df .i| |[Dstributed Too Many of the Sane Response Code (404) B ock 1680
109. 186. 59. 252 |l srael 147.237.72.167|i shuri maka. i df . i|D stributed Too Many of the Sane Response Code (404) B ock 330
109. 64. 58. 75 I srael 147.237.76.200(ei tan. aka. i df .i| |Dstributed Too Many of the Sane Response Code (404) B ock 227
185. 45. 192. 227 [Net herl ands 147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw lawidf.il/__ Bl ock 210
2.54.187.74 I srael 147.237.77. 243 |nobi l e. i df . i | Distributed Suspicious Response Code B ock 90
37.142.122.193 [israel 147. 237. 76. 147 |[chi nuch. aka. i df . i|D stributed Too Many of the Sane Response Code (404) B ock 75
185. 45. 192. 227 |Net her| ands 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to wwwidf.il/ B ock 75
46.19. 86. 148 I srael 147.237.72. 166 |aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 60
176.13.11. 141  |israel 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 60
193. 169. 70. 101 |l srael 147.237.72.167|i shuri maka. i df . i|D stributed Too Many of the Sane Response Code (404) B ock 60
212.143.24.176 |Israel 147.237.72.167|i shuri maka. i df . i|D stributed Too Many of the Sane Response Code (404) B ock 60
212.179.21.194 [israel 147.237.72. 166 [aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 60
212.25.102.57 |lsrael 147.237.72.167|i shuri maka. i df . i|D stributed Too Many of the Sane Response Code (404) B ock 30
- - Unhaut hori zed URL Access to
46.120.229.31 |Israel 147.237.77.234|hal ag. i df . i | ww | ogi sti cs. atal i df . i 1/si ze100x0/ si p st orage B ock 30
. . Paraneter Type M ol ati on searchText in
85.250.74.139  |Israel 147.237.77.233|atal .idf . il ww atal i df.i1/1620- hel at al . asp Bl ock 30
2.54.188. 84 I srael 147.237.72. 166 |aka. i df . i | Dstributed |l1egal Bte Gode Character in URL B ock 30
109. 66. 112. 34 |l srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 30
185.27.105. 138 |Israel 147.237.72. 166 |aka. i df . i | Whaut hori zed Met hod HEAD f or B ock 30
viewv aka. i df . i | / mai n/ gi yus/ def aul t. aspx
37.26.149.221 [israel 147.237.77. 216 |dover.idf . il D stributed Unaut hori zed URL Access on v i df.il/anman B ock 30
5. 29. 49. 180 I srael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Code Bl ock 30
46. 19. 85. 167 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 30
31.168.230.122 [Israel 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code B ock 30
’ . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 30
157.55.39. 142 |liited Sates 147.237.72. 166 |aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 30
. . . O stributed Whaut hori zed URL Access on
2.52.131.210 I srael 147.237.77. 243 |nobi l e. i df . i | mobile.idf i1/ sachar/index B ock 30
84.109.32.240 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for aka.idf.il/drushim Bl ock 30
66.249.67.122 [Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 30
109. 67.179. 191 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 30
. . . O stributed Whaut horized URL Access on
2.54.47.136 I srael 147.237.77.243|nobi | e. i df . i | obil .1 of i 1/ sachar/ i ndex Bl ock 15
85. 65. 80. 220 I srael 147.237.77. 216 |dover.idf . il D stributed Unaut hori zed URL Access on v i df . il /anman B ock 15
66.249. 65.139 I srael 147.237.76.86 |navy.idf.il thaut hori zed LR Access to Bl ock 15
v navy. i df . i |/ navy/ aj axpage. aspx
188. 161. 20. 54 gcf;i'géa” Territory, 1147, 237.77. 176 [mat pash. i df . i1 |Unaut hori zed LR Access to www cogat. i df . i|/894-ar B ock 15
. . D stributed Uhauthorized URL Access on
80. 246. 133. 167 |l srael 147.237.77.233|atal .idf .il 147, 237.77. 233/ 1134- hel at al . aspx Bl ock 15
- . Unaut hori zed Met hod PCBT for
37.26.147.132 |[Israel 147.237.72. 166 |aka. i df . i | v aka. i df i |/ mai n/ sachar/ f ag, aspx Bl ock 15
. . D stributed Uhauthorized URL Access on
149.78.82.123 |Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42 styl el shar ed/ r eset . css Bl ock 15
66.249.81.215 |Israel 147.237.77. 216 |dover.i df .| Uhaut hori zed URL Access to ww idf.il/id=125 B ock 15
. . . Unaut hori zed URL Access to
220. 181. 108. 115|Chi na 147.237.76.86 |[navy.idf.il v navy. i o i 1/si p storagel il es/ 3/ si 23380/ 1613, | pg B ock 15
66.249.67.122 [Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Uhaut hori zed URL Access from 66. 249. 67. 122 B ock 15
. . . O stributed Whaut hori zed URL Access on
176.13.23.139 |l srael 147.237.77. 243 |nobi l e. i df . i | mobile.idf i1/sachar/index B ock 15
2.52.10. 104 | srael 147.237.72. 166 |aka. i df . i | Distributed Too Mainy of the Same Response Code (404) B ock 15
83.222.232.216 [United Ki ngdom 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to / B ock 15
. . Unaut hori zed URL Access to
79.178. 124. 203 |l srael 147.237.72.166 |aka. i df . i | ww aka. i o i |/ htt ps: / v aka i i1/ B ock 15
. - DO stributed Lhaut hori zed URL Access on
46.19.85.7 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42 styl el shar ed/ reset . css B ock 15
176.12.136. 163 |l srael 147. 237.77. 243 |nobi | e. i df . i | Distributed hauthori zed R Access on B ock 15
nobi | e.idf.il/sachar/index
31.168. 103. 115 |[Israel 147.237.77.216|dover. i df . il Ml tiple Wnaut horized URL Access from 31.168. 103. 115 B ock 15
109. 160. 142. 77 |Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Uhauthorized URL Access from 109. 160. 142. 77 B ock 15
66.249.78.166 |lsrael 147.237.77. 216 |dover . i df . i | Distributed Suspici ous Response Gode B ock 15
212.199.57.197 |[Israel 147.237.77. 243 |nobi l e. i df . i | Distributed Suspicious Response Code B ock 15
2.54.133. 29 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 15
. . Unaut hori zed URL Access to
66.249. 65. 251 |l srael 147.237.76.86 [navy.idf.il v vy, | df i |/ navy/ def aul t . aspxd xe B ock 15
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