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Attacker Target
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66. 102. 8. 238 Lhited Sates 147.237.77. 216 dover.idf.il :;]; handshake violation, first packet mot . 1512
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 376
81.218.37.2 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - reset 330
80. 246. 138. 112 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 41
85. 65. 49. 11 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 41
176. 12. 141. 217 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 40
212.150.171. 110 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 39
84.94. 21. 22 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 39
2.54.162. 243 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 26
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 25
93. 173. 22. 202 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 23
178.135. 109. 9 Lebanon 147.237.77.216  |dover.idf.il :;]; handshake viol ation, first packet mot ) 23
109. 67. 21. 56 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 19
79. 183. 60. 102 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 17
80. 246. 139. 27 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 16
79.179. 104. 36 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
54.244. 22. 103 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 12
41.109. 57. 127 Ageria 147.237.77. 216 dover.idf.il DC5- HTTP-fi refl ood dest - reset 11
176.12.151. 171 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 11
2.54.164. 139 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
212.143. 3. 44 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 9
212.179.21.194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
0.0.0.0 147.237.77. 216 dover.idf.il SYN Hood out of context drop 9
37.26.147. 153 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
46.19. 86. 127 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
216. 185. 35. 245 Lhited Sates 147.237.77. 216 dover.idf.il :;J; handshake violation, first packet mot . 6
62. 219. 254, 22 | srael 147.237.72. 167 ishurimaka.idf.i|B ock Udp Al Nets drop 6
46. 19. 86. 69 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 6
79.176. 136. 15 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
2.54.186. 232 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
109. 67. 21. 56 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 6
62. 219. 254. 22 | srael 147.237.77. 216 dover.idf.il Bl ock_UWp Al _Nets drop 6
46. 19. 85. 139 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 6
176. 106. 46. 88 gcisgi'géa” Territory, 147.237.77.216  |dover.idf.il SNFAood full table drop 5
46.117. 103. 124 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
176.12.151. 171 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 5
185. 32. 179. 34 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 5
79. 183. 56. 58 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
85. 64. 246. 167 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
176. 13. 22. 204 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
94.13. 184. 241 United Ki ngdom 147.237.77. 216 dover.idf.il SYNHood full table drop 5
91. 199. 69. 254 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
80. 246. 136. 28 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
109. 64. 130. 221 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 4
88. 103. 90. 45 Czech Republic 147.237.77.216 dover.idf.il SYNHood full table dr op 4
176.13.12. 211 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 4
31.168. 81. 232 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
82.80.17.163 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
46. 19. 85. 104 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 4
81.218.37.2 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 4
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Attacker Address |Attacker Qountry |Target Address |Site |Sgna1ure |Devi ce Action |Oount |

81.218.33. 77 I srael 147.237.77.226 |waw chanat z. aka. i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 2




11-01-2015-12:04:05 to 11-01-2015-13:04:05

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

212.179.21. 194 |147.237.77. 216 |Israel dover.idf.il portscan: TGP D stributed Portscan 2
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
192.115.248.2  |147.237.72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
95.5 9 297 147.237.0.33  |Turkey il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Connecti ons, 1
Potential Scan or Brute Force
94.233.64.64  |147.237.77.176 ?éjj;’}m nat pash. i df .i | ET SCAN Potential SSH Scan 1
85. 65. 103. 33 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 1
217.147.86. 8 147.237.76.39 [United Ki ngdom |nobile. neitav.idf.i|ET SCAN Potential VNC Scan 5900- 5920 1
37.26.149.249 |147.237.77. 216 |Israel dover.idf.il portscan: TGP D stributed Portscan 1
199. 101. 186. 134|147. 237. 77. 205 [Lhited Sates prisha.idf.il ET SCAN NVAP -f -sS 1
192.117.12.65 |147.237.77. 216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
185.32.179.80 [147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
94.233.64.64  |147.237.77.234 ?ég:;;”im hal ag. i df .i | ET SCAN Potential SSH Scan 1
94.233.64.64  [147.237.76.177 gj;:lnim ncore. i df il ET SCAN Potential SSH Scan 1
79.177.207.21 |147.237.72. 166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
37.142.123.196 |147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
217.147.86.8 147.237.76.34 |United Ki ngdom |yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
199. 101. 186. 134]147. 237. 77. 205 [Lhited Sates prisha.idf.il ET SCAN NVAP -sS w ndow 2048 1
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|Top Attackers In FW |

At acker

Count ry Target Address ‘Ste ‘Signature
178. 135.109.9 |[Lebanon 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 2337
216.185. 35. 245 |Lhited States [147.237.77.216 |dover.idf.il [drop First packet isn't SYN drop 996
209.88.198.1 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 499
213.151. 48.87 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 491
212.179.21. 194 [l sreael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 317
37.26.146. 181 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 309
2.54.10.208  |Israel 147, 237, 76. 200 [ei tan. aka. i of o SAM NG Engine: TP Invalid Invalid segnent retransmssion. drop 276
Ret r ansni ssi on Packet dr opped.
108. 59. 8. 208 Lhited Sates |147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 200
37.26. 146. 214 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 150
31.168.81.232 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 139
89.138.216.73 |Israel 147.237.76.42 |refuahidf.il |Bad TOP sequence ig;e”ansmt with different wndow| o oitor  [137
31.154.91.116 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 79
149.78.154. 69 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 77
82.166.22.121 |Israel 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 73
46. 19. 86. 94 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 66
37.26.148.178 |[lIsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 60
66. 102. 8. 233 Lhited Sates |147.237.77.216|dover.idf.il |drop Frst packet isn't SYN drop 57
108.59.253.71 |Whited Sates |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 55
109. 67. 115. 145 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 54
37.26. 146. 176 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 53
79.176. 209. 89 |Israel 147, 237. 76. 200 e tan. aka i of || SN NG Engine: TCP Inval i d Invalid segnent retransmssi on drop 51
Ret r ansni ssi on Packet dr opped.
84.228. 8. 241 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 48
50. 118. 196. 232 |Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 47
178. 77.185. 181 |Jordan 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 45
54.224.21.23 Lhited Sates |147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 44
88. 64. 13. 246 Ger many 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 41
176. 13. 13. 117 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 39
82.80.17.163 |l srael 147.237.72.166 |akaidf.il  |Bad TCP sequence Sgg;e”ansmt with different wndow| o itor  [39
68.180.228. 112 |Uhited Sates [147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 37
46. 19. 86. 91 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 34
79.178. 200. 109 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 32
81.218.37.2 | srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 32
82.80.28.7 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 31
66.249. 78,150 |United Sates |147. 237,77, 216 |dover.icr.i1 | €M NG Engine: TP Invalid nvalid segnent retransmssion. drop 30
Ret r ansni ssi on Packet dr opped.
213.151.48.61 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 30
100. 100. 37. 123 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 30
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 28
66.249. 78. 173 |l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 27
178.79. 187. 60 llgi]ir:;gom 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 26
37.26.146. 155 |[Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 24
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 24
37.26.147.153 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 23
207.46.13. 23 Lhited Sates |[147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 22
212.179. 90. 106 [l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 22
2.54.159. 147 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 22
82.166. 137. 144 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 22
82.166. 24. 221 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 20
176.12.151. 171 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 20
77.125. 83.243 |Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 20
52.16.5. 197 Lhited Sates |147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 19
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Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
185.32.179.34 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Wnaut hori zed LRL Access on nobil e.idf.il/sachar/index |B ock 480
176.12.148. 126 |l srael 147.237.76.200|ei tan. aka. i df . i | Dstributed Too Miny of the Same Response Code (404) B ock 449
95. 86. 68. 149 I srael 147.237.72. 167 i shurimaka. i df . il Dstributed Too Many of the Sane Response Code (404) B ock 210
2.54.54.83 | srael 147.237.77.243|nobi l e. i df . i | D stributed Wnaut hori zed LRL Access on nobil e.idf.il/sachar/index |B ock 210
2.54.54. 83 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Qode B ock 165
. . Unaut hori zed Met hod HEAD f or
46.116. 167.188 |Israel 147.237.72. 166 |aka. i df . i | v aka. i df . i | / mai n/ sachar / vi ewpaysl i p. aspx Bl ock 90
176.12. 142. 44  |Israel 147.237.72. 166 |aka. i df . i | D stributed Lhknown HTTP Request Met hod B ock 60
. . . Paraneter Type Mol ation Qurrent Password in
176.12. 151. 171 |l srael 147.237.77.243|nobi l e.i df . i | nobi | e. i df i | / sachar/ changepassvor d Bl ock 60
176.13.12.103 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 45
212.199. 251. 227/l srael 147.237.72.167|i shurimaka. i df .i | D stributed Too Miny of the Same Response Code (404) B ock 45
. . Uhaut hori zed URL Access to
213.251. 182. 103 France 147.237.77. 176 [nat pash. i df . i | Wy cogat . i df.il/sip storage/fil es/ 0/ si ze220x0/ 3410.  pg. Src Bl ock 4
199.203.215.1 |Israel 147.237.72.167|i shurimaka.i df . il Dstributed Too Many of the Sane Response Code (404) B ock 45
. . . D stributed Uhaut hori zed URL Access on
212.92.237.8 Wkrai ne 147.237.72. 166 [aka. i df . i | wan aka. i df i | /iturindresources/ i nages/ body/ i nages/ nai n. j pg Bl ock 30
84.109.32.240 |[lsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for aka.idf.il/drushim Bl ock 30
. . D stributed Whaut horized Met hod for Known URL on
37.26.149. 167 |[Israel 147.237.72. 166 [aka. i df . i | voww aka. i df i |/ nai v/ sachar/ vi ewpays! i p. aspx B ock 30
. . . Uhaut hori zed URL Access to
176.12. 138. 195 |l srael 147.237.77. 243 |nobi | e.i df . i | nobi | e.i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1302 B ock 30
: . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 30
2.52.7.241 I srael 147.237.77.243|nobi | e.i df . i | D stributed Whaut hori zed LRL Access on nobil e.idf.il/sachar/index |B ock 30
; ; D stributed Whaut horized Met hod for Known URL on
91. 135. 102. 181 |l srael 147.237.72. 166 |aka. i df . i | wiw aka. i df . i |/ nai n/ sachar/ vi ewpaysl i p. aspx Bl ock 30
82. 80. 196. 44 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 30
31.154. 161. 250 |lsrael 147.237.77.74 |lawidf.il Mil tipl e Unaut hori zed URL Access from 31.154. 161. 250 B ock 30
. . . O stributed Uhaut hori zed URL Access on
46.118. 155. 220 |Wraine 147.237.72. 166 [aka. i df . i | vow aka. i df i 1 /i turi i r esour ces/ i nages/ body/ i mages/ mai n. j pg B ock 30
84.108.177.123 [Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter docld in v aka. i df.il/giyus/ None 15
. . Uhaut hori zed URL Access to
66. 249. 67. 13 I srael 147.237.72. 166 |aka. i df . i | whw aka, i df . i | / it mai n/ r abanut / gener al . aspx Bl ock 15
46.19. 86. 205 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 15
77.126.186. 141 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for wwwy aka. i df.il/mai n/ gi yus/ B ock 15
31.168.31.150 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1136-he/ atal . aspx |8 ock 15
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
149.78.246.50 |lIsrael 147.237.72. 166 |aka. i df . i | v aka, i df . i |/ i 1V g yus/ t al pi of quest i onnai r e, aspx None 15
66.249.78.166 |lIsrael 147.237.77.216|dover. i df . il D stributed Suspicious Response Code B ock 15
66.249.67.122 [Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to www aka.idf.il/fanily B ock 15
2.54.50. 1 I srael 147.237.77.243|nobi | e.i df . i | D stributed Lhaut hori zed LRL Access on nobil e.idf.il/sachar/index |B ock 15
89.138.216.73 [lIsrael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147. 237.76. 42/ styl el shared/ reset.css |B ock 15
81.218. 165. 192 |l srael 147.237.77.216|dover. i df . il D stributed Uhaut hori zed URL Access on ww i df.il/aman B ock 15
WWW. chamat z. aka. i d Uhaut hori zed URL Access to
66. 249. 65. 18 | srael 147.237.77. 226 . wwn chamat z. aka. i df . i1/t enpl at es/ depart nent sl obby/ depar t nent sl ob |B ock 15
foil by. aspx
185. 45.192. 227 [Netherlands |147.237.77.74 |lawidf.il Uhaut hori zed LRL Access to waw lawidf.il/__ B ock 15
68.180.228.175 |Lhited Sates |[147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt Bl ock 15
. . Paraneter Type Mol ation ctl 00$Cont ent P acetbl der 1$t xt Last Nane i n
46.19.85.161  |Israel 147.237.76.42 [refuah.idf.il voww r ef . atal i df i |/ 1518-hel ref uah. aspx Bl ock 15
176.12.150.29 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 15
2.54. 159. 49 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 15
66. 249. 75. 60 I srael 147.237.77.74 [lawidf.il Ml tiple Unaut horized URL Access from 66.249. 75. 60 B ock 15
. . O stributed Uhaut hori zed URL Access on
66.249.67. 59 | sr ael 147.237.72. 166 aka. i df . i | 147.237. 72. 166/ gi yus/ f or uni asp/ showf or um asp B ock 15
46. 19. 86. 227 I srael 147.237.77.243|nobi le. i df . i | D stributed Wnaut hori zed LRL Access on nobil e.idf.il/sachar/index |B ock 15
176.13.16. 189 |Israel 147.237.77. 216 |dover.i df . il Dstributed Uhaut hori zed LRL Access on waww i df.il/anan Bl ock 15
. P Unknown Paraneter _ VI EASTATEENCRYPTED i n
79.177.147.152 [Israel 147.237.72. 166 [aka. i df . i | vow aka. i df . i |/ nai nv sachar / decl ar at | onof enpl oyent . aspx None 15
66.249.78.173 |l srael 147.237.77.216|dover . i df . il D stributed Suspici ous Response Qode Bl ock 15
. . Uhaut hori zed URL Access to
66.249.67. 234 | sr ael 147.237.72. 166 [aka. i df . i | 147.237. 72. 166/ gi yus/ f or uni asp/ showf or um asp B ock 15
. . O stributed Uhaut hori zed URL Access on
89.139. 16. 233 |Israel 147.237.72. 166 |aka. i df . i | v aka i o i1/ htt ps: / ww aka i of i1/ Bl ock 15
. ; Mil tiple Fullw dth/Hal fw dth Lhi code Encodi ng on URY Par anet er (+)
82.80. 17. 163 I srael 147.237.72. 166 |aka. i df . i | from 82 80. 17. 163 Bl ock 15
66.249. 65.132  [Israel 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to waw navy.idf.il/navy/ navy/links.aspx |B ock 15
185. 45, 192. 227 |Netherlands |147.237.77.216|dover.idf.il Unaut hori zed URL Access to wawidf.il/__ Bl ock 15
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