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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address |Site Signature Device Action |Count|
216. 185. 35. 245 Lhited Sates 147.237.77. 216 dover.idf.il[TGP handshake viol ation, first packet not syn [drop 4189
91. 144. 30. 96 Syrian Arab Republic 147.237.77. 216 dover . i df . i || TGP handshake vi ol ation, first packet not syn |drop 3137
83. 244.91. 184 Pal estinian Territory, Qccupi ed|147.237.77.216 dover. i df.i | TGP handshake viol ation, first packet not syn [drop 2694
37.26. 146. 128 | srael 147.237.77. 216 dover. i df.i | TGP handshake viol ation, first packet not syn [drop 1507
66. 249. 78. 159 Lhited Sates 147.237.77. 216 dover.idf.i||TGP handshake viol ation, first packet not syn [drop 689
0.0.0.0 147.237.77.216 dover.idf.i|]SINHood full table dr op 645
41.109. 57. 127 Ageria 147.237.77. 216 dover.idf.il[TGP handshake viol ation, first packet not syn [drop 530
132. 66. 23. 138 | srael 147.237.77. 216 dover . i df.il| TGP handshake vi ol ation, first packet not syn |drop 473
5. 29. 53. 238 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 36
132. 70. 66. 10 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 26
205. 203.135. 1 Lhited Sates 147.237.77. 216 dover.idf.i||TGP handshake viol ation, first packet not syn [drop 26
84.228.162. 114 | srael 147.237.77.216 dover.idf.i|]SINHood full table dr op 23
212.143. 3. 44 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 22
79.183. 12. 53 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 21
84.228.162. 114 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cooki e drop 18
212.179.21.194 | srael 147.237.77.216 dover.idf.i|]SINHood full table drop 13
31. 168. 213. 204 | srael 147.237.77.216 dover.idf.i|]SINHood full table dr op 11
83. 244. 53. 153 Pal estinian Territory, Qrcupi ed|147.237.77.216 dover.idf.i|[SYNHood full table drop 11
82. 80. 69. 90 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 11
46.121. 247. 68 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 10
46. 116. 103. 98 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cooki e drop 10
2.54.42.145 | srael 147.237.77.216 dover.idf.i|]SINHood full table drop 10
10. 60. 0. 210 147.237.77. 216 dover.idf.il|SYN H ood unverified cooki e drop 10
2.54.56.140 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 10
2.54.42.145 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cooki e drop 10
213. 8. 57. 205 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 9
213.151. 32. 163 | srael 147.237.77.216 dover.idf.i|[SYNHood full table drop 9
132.70. 66. 11 | srael 147.237.77.216 dover.idf.i|]SINHood full table drop 9
46.116. 73. 10 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 8
41.109. 57. 127 Ageria 147.237.77. 216 dover.idf.il|DOS- HTTP-firef | ood dest - reset 8
79.181. 122. 145 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 8
93.172.3.101 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 8
81.218. 48. 37 | srael 147.237.77.216 dover.idf.i|[SYNHood full table drop 7
188. 161. 150. 178 Pal estinian Territory, Qcupi ed|147.237.77.216 dover. i df.il| TGP handshake vi ol ation, first packet not syn |drop 7
93.173. 30. 173 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 7
79.179. 60. 182 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cooki e drop 6
84. 228. 218. 22 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 6
46. 19. 86. 191 | srael 147.237.77. 216 dover.idf.il]SYN H ood unverified cooki e drop 6
81.218. 48. 37 | srael 147.237.77.216 dover.idf.il|SYN H ood unverified cooki e drop 6
178. 135. 109. 9 Lebanon 147.237.77. 216 dover. i df.i|TGP handshake viol ation, first packet not syn [drop 6
176. 13. 18. 56 | srael 147.237.77. 216 dover.idf.il|SYN Hood unverified cooki e drop 5
195. 95. 183. 254 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 5
176. 106. 226. 240 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 5
213.151.51. 192 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 5
195. 95. 183. 254 | srael 147.237.77.216 dover.idf.il|SYN H ood unverified cooki e drop 5
46. 210. 159. 70 | srael 147.237.77.216 dover.idf.i|]SINHood full table drop 5
46. 120. 92. 202 | srael 147.237.77.216 dover.idf.i|]SINHood full table drop 5
46. 19. 85. 206 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 5
176. 13. 18. 56 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 5
46. 19. 85. 21 | srael 147.237.77. 216 dover.idf.il|]SYN H ood unverified cooki e drop 5
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Addr ess |Site |Sgnat ure

41.109.57.127 |Ageria 147.237.77. 216 |dover.idf.il [12026: HITP. LA C DDoS Tool (Q\LY enabl e when under DoS attack)  |B ock
106. 38. 241. 106 |Chi na 147.237.76. 42 |refuah.idf.i|Cl03: HITP. User Agent Sogou+web+spi der B ock
198. 20. 69. 74 Lhited Sates 147.237.77.179 |e. nazi . i df . i |13840: TLS QpenSSL Heartbeat Packet B ock
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Gountry |Signature

66. 249. 75. 44 147.237.77. 233 Lhited Sates atal.idf.il ET SCAN NVAP -sA (2) 1
46.19.86.5 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
41.33.231.90 147.237.77. 216 Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 1
31.25.173.15 147. 237. 8. 50 Tur key e tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
222.186.59. 206 147.237.0. 19 Chi na nadi matal .idf.il ET SCAN Potential SSH Scan 1
198. 20. 69. 98 147.237.77. 205 Lhited Sates prisha.idf.il ET CROP Dshiel d B ock Listed Source 1
194. 114. 146. 227 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
176.13. 4. 186 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
77.125.127. 208 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
46. 19. 86. 26 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
46.19. 85. 173 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
37.140. 188. 112 147.237. 72. 166 Russi an Federati on aka.idf.il portscan: TCP O stributed Portscan 1
213.57. 240. 212 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
176. 13. 22. 202 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
104.192. 0. 20 147.237.77. 233 Lhited Sates atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Addr ess ‘Ste ‘Signature
178.135.109.9 |Lebanon 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 5238
216.185.35.245 |lhited Sates 147.237.77. 216 |dover.i df il [dr op First packet isn't SN drop 2076
83.244. 91. 184 ga:lcis;ii:;a” Territory, {147, 237, 77. 216 |dover. i i1 |dr op First packet isn't SN drop 936
37.26. 146. 224 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 339
91. 144. 30. 96 Syrian Arab Republic  |147.237.77. 216 |dover.idf.il [dr op First packet isn't SYN drop 221
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf . il [dr op First packet isn't SN drop 210
205.203.135.1 |Whited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 206
87.68.158. 18 | srael 147.237.77. 216 |dover.i df . il [dr op First packet isn't SYN drop 200
213.151.51.192 |lsrael 147.237.77. 216 |dover.i df il [dr op First packet isn't SN drop 192
87.68.247.98 |Israel 147.237.72. 166 |aka icf.il |Bad TCP sequence mdgitvrsac';rit Wth different monitor 156
37.26.149. 243 |lsrael 147.237.77. 216 |dover.i df . il [dr op First packet isn't SYN drop 127
37.26. 146. 205 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 123
70. 48. 160. 55 Canada 147.237.77. 216 |dover.i df il [dr op First packet isn't SN drop 119
46. 19. 85. 223 | srael 147.237.77. 216 |dover.i df . il [dr op First packet isn't SYN drop 98
81. 249. 56. 47 France 147.237.77. 216 |dover.idf il [dr op First packet isn't SN drop 98
81.218.101.3  |Israel 147. 237, 77. 243 |t e i o | A NG Engine: TG Invalid invalid segnent retransmission |, o 96
Ret r ansm ssi on Packet dr opped.
79. 180. 0. 43 | srael 147.237.77. 216 |dover.i df.il [dr op First packet isn't SN drop 95
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.i df il [dr op First packet isn't SN drop 91
212.179.131.93 |lsrael 147.237.77. 216 |dover.i df.il [dr op First packet isn't SYN drop 90
67.205.200. 219 |lhited Sates 147.237.77. 216 |dover.idf . il [dr op First packet isn't SN drop 75
194. 90. 254. 244 |l srael 147.237.77. 216 |dover.idf .il [dr op First packet isn't SN drop 70
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il [dr op First packet isn't SYN drop 69
149.78.154.69 |l srael 147.237.77. 216 |dover.i df . il [dr op First packet isn't SN drop 69
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf .il [dr op First packet isn't SN drop 67
37.26.146.181 |lsrael 147.237.77. 216 |dover.i df . il [dr op First packet isn't SYN drop 64
46. 19. 85. 47 | srael 147.237.77. 216 |dover.i df . il [dr op First packet isn't SN drop 60
46.19. 85. 238 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 59
37.140.188. 78 |Russi an Federation 147.237.77. 216 |dover.i df.il [dr op First packet isn't SYN drop 59
66.249.81. 215 |Russi an Federation 147.237.77. 216 |dover.i df . il [dr op First packet isn't SN drop 57
81.218. 48. 37 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 57
66.249.81.212 |lhited Sates 147.237.77. 216 |dover.i df.il [dr op First packet isn't SYN drop 56
66.249.81.218 |lhited Sates 147.237.77. 216 |dover.i df . il [dr op First packet isn't SN drop 56
31.168.213.204 |[Israel 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 55
120. 148. 227. 148|Austraia 147.237.77. 216 |dover.i df.il [dr op First packet isn't SYN drop 55
2.54.56. 140 | srael 147.237.77. 216 |dover.i df . il [dr op First packet isn't SN drop 54
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 53
79.179.162. 131 |lsrael 147.237.77. 216 |dover.i df.il [dr op First packet isn't SYN drop 53
54.72.73.168 Irel and 147.237.77. 216 |dover.i df . il [dr op First packet isn't SN drop 51
46.19. 86. 121 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 48
54.72.0.55 Irel and 147.237.77. 216 |dover.i df.il [dr op First packet isn't SYN drop 48
5.29.129. 212 | srael 147.237.77. 216 |dover.idf.il [dr op First packet isn't SN drop 46
109. 200. 30. 154 |Unhited K ngdom 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 44
37.26.148.251 |lsrael 147.237.77. 216 |dover.i df.il [dr op First packet isn't SYN drop 43
79.177.115. 201 |lsrael 147.237.77. 216 |dover.i df . il [dr op First packet isn't SN drop 43
54.224.21. 23 Lhited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 43
212.179.90. 106 |lsrael 147.237.77. 216 |dover.i df.il [dr op First packet isn't SYN drop 42
46.184.68.180 |Saudi Arabia 147.237.77. 216 |dover.i df . il [dr op First packet isn't SN drop 42
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.i df il [dr op First packet isn't SN drop 41
212.179. 140. 133|l srael 147.237.77. 216 |dover.i df.il [dr op First packet isn't SYN drop 40
66.249.78.159 |lhited Sates 147.237.77. 216 |dover.i df.il [dr op First packet isn't SN drop 39
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.12.142. 44  |Israel 147.237.72. 166 |aka. i df . i | Distributed Unknown HTTP Request Met hod Bl ock 98
176.13.16. 14 I srael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Code B ock 45
78.154.170.6  |Ukraine 147.237.72. 166 |aka. i df . | m“;&‘g; dzfe? Iﬁ u/:‘i:f;fzsgﬁr ces! i mages! bocly! | nages/ mai .| bg Bl ock 45
2.52.164. 158 I 'srael 147.237.77. 216 |dover . i df . i | Distributed Uhaut horized UR. Access on ww i df.il/anman B ock 45
87. 68. 247. 98 I srael 147.237.72. 166 [aka. i df . i | D stributed Unknown HTTP Request Met hod B ock 40
176.13.19. 174  |Israel 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1440-he/atal . aspx B ock 30
176.12. 149. 174 |Israel 147.237.77.243|nobi [ e.i df . i | O stributed Uhaut horized LR Access on nobi | e. i df . il/sachar/i ndex Bl ock 30
72.9.148.10  |Uited Sates [147.237.76.86 |navy.idf.il m“tngs;' e e navy. aspx. asp Bl ock 30
37.26.146.149 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 30
95.86.109. 128 I srael 147.237.72.166 |aka. i df . i | \?m;f ;I'(sult gfd_ H“f‘i“tt Sﬁ':mzfssﬁc :Csﬁerf:geosr} body! ragesy i . pg Bl ock 30
46.19. 85. 57 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/main/sachar/. aspx Bl ock 30
176. 13. 5. 159 I srael 147.237.77. 216 |dover.i df . il O stributed Wauthorized URL Access on ww i df .il/aman Bl ock 30
87. 68. 247. 98 I srael 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Character in URL B ock 30
54.244.22.103 |[thited Sates |[147.237.76. 147 |chi nuch. aka. i df . i[O stributed Suspicious Response Code_Qust om Tenporary B ock 30
79.178. 99. 99 I srael 147.237.72.167|i shuri maka. i df . i|D stributed Too Many of the Sane Response Code (404) B ock 30
80. 246. 137. 145 |[Israel 147.237.72.167|i shuri maka. i df . i|D stributed Too Miny of the Sane Response Code (404) B ock 30
213.151.36.20 |[Israel 147.237.77. 216 |dover.i df . il D stributed Unaut hori zed LRL Access on v i df.il/anan Bl ock 30
176.12. 145. 102 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response CQode B ock 30
2.54.189. 136 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 30
85. 65. 193. 69 I srael 147.237.77. 216 |dover.i df . il D stributed Unaut hori zed LRL Access on v i df.il/anan Bl ock 30
87. 68. 247. 98 I srael 147.237.72. 166 [aka. i df . i | Mil tiple Ml formed URL from 87. 68. 247. 98 Bl ock 29
87. 68. 247. 98 I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in Header Nane from87.68.247.98 |B ock 26
87.68. 247. 98 I srael 147.237.72. 166 [aka. i df . i | Mitiple I1legal Byte Gode Character in Header Val ue from87.68.247.98 |B ock 26
87.68.247.98 | srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in Mthod from87.68.247. 98 B ock 25
87. 68. 247. 98 I srael 147.237.72. 166 [aka. i df . i | Ml tiple Abnormal |y Long Request from 87.68. 247. 98 B ock 25
46. 19. 86. 31 I srael 147.237.77.243|nobi l e. i df . i | Untraceabl e SSL Sessions: (pen Mde None 15
91.227.165.5 | srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to www aka. idf.il/main/scripts/css3pie. htc B ock 15
81.218.206.48 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 15
217. 194. 198. 104/l srael 147.237.77. 216 |dover.i df . il D stributed Unaut hori zed LRL Access on v i df . il/anan Bl ock 15
66.249.81.218 |Israel 147.237.77. 216 |dover . i df . i | Distributed Uhaut horized UR. Access on ww i df.il/anman B ock 15
37.142.68.135 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenporary B ock 15
87.68. 247. 98 I srael 147.237.72. 166 [aka. i df . i | Mil tiple NILL Character in Header Nane from 87. 68. 247. 98 B ock 15
66.249. 67.216 |lsrael 147.237.72. 166 |aka. i df . i | Dstributed Too Many of the Same Response Code (404) B ock 15
5.22.129.142  |israel 147.237.72.166 |aka. i df . i | m“;?:rl Id?_eid| /,\:raatajhnc;c;iﬂ;;?hgrgri cati onservi ce. asm! get aut huser B ock 15
87.68.247.98  [Israel 147. 237.72. 166 |aka. i df . i | oo ;?;Arre;_% [A:;z]xﬁ;ae“amq A€/ [#OIT[#15]] S Bl ock 15
87.68. 247. 98 I srael 147.237.72. 166 [aka. i df . i | Abnor mal |y Long Header Line request header nane B ock 15
46.19. 86. 196 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 15
109. 186. 167. 68 |l srael 147.237.72. 166 |aka. i df . i | Di stributed Suspici ous Response Code_Qust om Tenpor ary B ock 15
198. 20. 69. 74 Lhited Sates [147.237.72.167|i shuri maka. i df.i|Dstributed Unauthorized URL Access on 147.237.72. 167/ B ock 15
46.19. 85. 196 I srael 147.237.77. 216 |dover.i df . il D stributed Unaut hori zed LRL Access on v i df . il/anan Bl ock 15
87.68.247.98 | srael 147.237.72. 166 |aka. i df . i | Too Many Headers per Request - 36 Headers B ock 15
37.26.146.149 | srael 147.237.72. 166 |aka. i df . i | %ﬁgﬁﬁnﬁfeﬁﬂ“i’g - Protocol violation None 15
66. 249. 78. 52 I srael 147.237. 76. 147 |chi nuch. aka. i df . i|D stributed Uhaut hori zed URL Access on waw chi nuch. aka. i df . i|/404. ht m|Bl ock 15
176. 13. 14. 84 I srael 147.237.77.243|nobi | e.i df . i | O stributed Whauthori zed URL Access on nobi | e.idf . il/sachar/index B ock 15
66.249.65.132  [Israel 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to ww navy. i df . il/navy/ navy/ | inks. aspx B ock 15
157.55.39.185 |Uhited Sates |147.237.72.166|aka.idf.il Di stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 15
2.54. 147. 102 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock 15
87.68. 247. 98 I srael 147.237.72. 166 [aka. i df . i | Illegal Byte Qde Character in Header Val ue B ock 15
46. 19. 86. 60 I srael 147.237.77.216|dover.i df . il O stributed Wauthorized URL Access on waw i df .il/aman B ock 15
93.172.3.101 I srael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237. 77. 234/ i mages/ shared/ bul | et 1. gi f  |Bl ock 15
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